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Executive Summary
1. In this submission we examine the digital trade provisions of the CPTPP,
focusing on the implications of acceding this treaty for the regulation of
the UK’s digital economy.
2. Digital trade is a strategic priority for the UK Government and now that it
has left the EU, the UK faces important decisions about how to regulate
the digital economy and what approach to take in its trade negotiations.
3. There is no consensus internationally on how best to regulate the digital
economy – this is a rapidly evolving area of policy and governments
pursue very different approaches. In acceding to the CPTPP the UK would
be departing from the EU’s approach to digital trade regulation and
aligning itself with the approach taken by the US and several Asia-Pacific
countries, an approach which is also reflected in the recent UK-Japan
agreement. In general, the US approach places greater emphasis on
regulating the digital economy in the interests of large technology
companies, while the EU tries to strike a balance between promoting
digital trade and safeguarding the digital rights of citizens.
4. Despite a significant shift in its approach to digital trade, the UK
Government is yet to set out a digital trade strategy or provide any
detailed assessment of the costs and benefits of its new approach or its
accession to digital trade provisions in the CPTPP.
5. We examine the digital provisions in CPTPP in four policy areas: crossborder data flows, including privacy and protection of citizen’s data;
regulation of new technologies, including algorithm accountability;
regulation of the internet, including online harms; trade facilitation and
consumer protection for online commercial transactions. We explain the
key provisions in the CPTPP, compare them with other recent trade
agreements, and highlight the public policy implications.
6. As we explain, CPTPP provisions impose significant limits on the scope
and nature of policy measures the UK Government will be able to use to
regulate cross-border data flows, including to protect the personal data of
UK citizens; to regulate new technologies including automated decision-

making; and to regulate online content hosted by internet platform
companies.
7. Given the importance of the digital trade agenda and ramifications for
businesses, workers, and citizens, we recommend that stakeholder
consultation, and processes for parliamentary scrutiny are strengthened.
8. With regards to cross-border data flows, we recommend that the
Government provides further evidence and analysis on whether the UK’s
existing regulations on personal data protection meet the requirements
specified in Articles 14.11 and 14.13 of the CPTPP, and explaining why it
has chosen not to negotiate more substantial carve-outs for personal data
protection such as those proposed by the EU in its trade agreements. We
recommend that the Government negotiates more robust exceptions for
privacy measures in its upcoming trade negotiations, including CPTPP
accession, to provide reassurance that the UK’s existing high standards of
personal data protection can be maintained.
9. With regards to the regulation of new technologies, including algorithm
accountability, we recommend that the Government provides further
evidence and analysis on: whether there is scope to negotiate carve-outs
and exceptions that are sufficiently broad to ensure individual rights to
reasonable explanation and reasonable inferences and the ability of the
Government to regulate new technologies; whether the restrictions to
source code of software disclosure might negatively affect the
development of open source in the UK. We recommend that the UK
Government negotiates for the inclusion of wider exceptions in the CPTPP
to ensure that future regulatory measures on the accountability and
oversight over automated decision-making are permitted, and to ensure
that the provisions support the use of open source software.
10. With regards to regulation of the internet, including online harms, we
recommend that Government provides further evidence and analysis on:
the possible implications of the CPTPP provisions on safe harbours and
‘notice-and-takedown’ mechanisms on other fundamental rights; the
extent to which the domestic liability regime currently adopted in the UK
would meet the requirements of article 18.82 or qualify for one the carveouts detailed in Annex 18-E and 18-F.
11. With regards to regulatory provisions on consumer protection and trade
facilitation for digital trade we note that the CPTPP provisions are
minimalist in nature. While this is unlikely to be a priority for the CPTPP
accession negotiations, we recommend that in future trade negotiations

the Government looks to include stronger provisions on consumer
protection, and additional provisions on digital trade facilitation,
particularly to address constraints faced by smaller businesses.

Introduction1
12. We are submitting evidence in our capacity as researchers at the
Blavatnik School of Government, University of Oxford.
13. On 1st February 2021, the UK Government notified the CPTPP countries of
its intention to accede to the agreement.2 The economic gains from
accession are expected to be minimal, as the UK already has trade
agreements with seven of the eleven CPTPP states (Canada, Chile, Japan,
Mexico, Peru, Singapore and Vietnam) and is negotiating trade
agreements with two more (New Zealand and Australia).3 The UK’s
interest in the CPTPP is arguably more political than economic, a
mechanism for signalling that the UK is actively taking steps to diversify
its trade relations away from the EU.
14. Crucially, and unlike the other trade negotiations that the UK is currently
engaged in, the CPTPP is a settled treaty to which the UK will be acceding.
As such, the UK will come under pressure to make significant market
access concessions in order to ‘join the club’ and is unlikely to be able to
secure changes to the main treaty text, although it may be able to secure
specific exceptions. The Government’s bargaining power will be limited:
although several CPTPP member states have an interest in expanding
CPTPP membership, the UK is not a major trading partner for most CPTPP
member states (the average share of the UK in the exports of the CPTPP
in 2019 was less than 2%).4 Existing members are likely to be wary of
giving the UK specific derogations as this would set an unfavourable
precedent for future accessions.
15. In this submission we examine the digital trade provisions of the CPTPP,
focusing on the implications of acceding TPP for the regulation of the UK’s
digital economy. We examine the provisions in CPTPP in four policy areas:
cross-border data flows, including privacy and protection of citizen’s data;
regulation of the internet, including online harms; regulation of new
technologies, including algorithm accountability; trade facilitation and
consumer protection for online commercial transactions, including spam.
For each policy area we explain why these issues are important from a
public policy perspective, compare the CPTPP provisions with other
agreements that the UK is party to, and highlight public policy

implications of accession. We highlight issues where further evidence and
explanation is warranted and make proposals for the negotiation of
specific exceptions.
Importance of digital trade provisions in the CPTPP
16. Digital trade is a strategic priority for the UK Government.5 The UK’s
digital sector is sizeable and growing rapidly. It accounted for an
estimated 7.6% of the UK economy in 2019, and employed an estimated
1.7 million people in 2020, and is growing more quickly than most other
sectors.6 UK trade flows are increasingly digital: an estimated two-thirds
of UK services exports and a half of UK services imports were digitally
delivered in 2018.7
17. Now that it has left the EU, the UK faces important decisions about how to
regulate the digital economy and what approach to take in its trade
negotiations. There is no consensus internationally on how best to
regulate the digital economy – this is a rapidly evolving area of policy and
governments pursue very different approaches.
18. The US was the impetus behind the digital trade provisions in the CPTPP.
The CPTPP originated from the TPP, a flagship US initiative under
President Obama which - in his words – “allows America – and not
countries like China – to write the rules of the road in the 21st century”.8
In the TPP (and subsequent CPTPP), governments committed not to
impede the flow of data across borders, not to impose data localisation
requirements, not to levy customs duties on digital trade, and not to
require private companies to disclose source code, all subject to specific
and limited exceptions. Similar provisions on digital trade were also
negotiated in the USMCA and US-Japan Digital Trade Agreement under
the Trump administration.9
19. The UK, by virtue of its membership of the EU, has historically taken a
very different approach to digital trade, particularly in the area of data
regulation. The EU has made few commitments on digital trade in its
trade agreements as it has sought to preserve a high level of regulatory
autonomy. Only the EU’s most recent trade agreements (including with
the UK) contain dedicated chapters on digital trade and even here the EU
insists on the inclusive of extensive provisions that safeguard its ‘right to
regulate’.10 Rather than turn to trade agreements the EU has relied
foremost on leveraging its market power to ensure that other
governments uphold the digital rights of EU citizens – the so-called
‘Brussels effect.’11

20. There have been signals that the UK Government is looking to move away
from the EU’s approach to digital economy regulation and adopt a more
liberalising stance. The government’s new National Data Strategy includes
a mission to “champion the international flow of data” and the UK Prime
Minister has indicated that data protection standards in the United
Kingdom are likely to diverge from the GDPR after Brexit.12 The strongest
evidence of a shift in approach is found in the recent UK-Japan
Agreement, which includes a digital trade chapter that is based on the
CPTPP. Together with the decision to accede to the CPTPP, the UK
appears to be moving away from the EU’s approach to digital trade and
towards the approach taken by the US and several Asia-Pacific countries.13
21. The differences between the US and EU approaches are substantial. As a
recent World Bank report explains, in the area of cross-border data flows,
the US adopts an ‘open transfers’ model, defined by the general absence
of government restrictions on cross-border transfers of personal data and
reliance on voluntary private sector standards and practices. This
minimises the regulatory burden on service providers at both ends of a
data transfer, maximizing the freedom businesses can enjoy in their data
partnerships as well as their own business models, but providing few
safeguards to boost trust in such data transfers. The EU in contrast
adopts a ‘conditional transfers’ model, setting out a series of mandatory
regulatory safeguards that, once met, allow for the free flow of crossborder data. As such the EU seeks to strike a balance between
imperatives to safeguard citizens’ rights and the need to promote data
transfers and facilitate business in the digital economy.14
22. Despite a significant shift in its approach to digital trade, the UK
Government is yet to set out a digital trade strategy or provide
any detailed assessment of the costs and benefits of its new
approach or its accession to digital trade provisions in the CPTPP.
23. To ensure that wise decisions are made that secure public confidence,
including in contentious areas such as data protection and privacy and
algorithm accountability, it is vital that digital trade policy decisions are
made on the basis of robust evidence, and through deliberation with all
stakeholders. However, the government’s trade advisory group on
telecoms and technology comprising only of business representatives.15
As far as we are aware, consumer groups, trade unions, and policy
experts, have had very limited opportunities for meaningful input on the
specifics of the CPTPP accession.

24. The UK has an opportunity to set a new, world-class standard for
transparent and inclusive trade-policymaking. Given the importance of
the digital trade agenda and the shortcomings identified above,
we strongly recommend that the publicly available evidence,
mechanisms for stakeholder consultation, and processes for
parliamentary scrutiny are strengthened.

Cross-border data flows, including privacy and protection of
citizen’s data
Key policy issues
25. Data underpins the digital economy, and the flow of data across borders
is vital for integrated supply chains and cross-border provision of digital
products and services, cloud computing applications, the Internet of
Things and artificial intelligence. Yet enabling cross-border data flows also
raises concerns.16 The way in which personal data are handled and used
raise concerns regarding privacy and the security of information,
illustrated by recent cases involving Facebook and Cambridge Analytica,
and frequent reports of data breaches.17 The
global nature of the internet means that personal data can be quickly and
easily transferred to parties in other jurisdictions, which can undermine
domestic privacy goals if data flows to jurisdictions which do not offer
comparable levels of privacy protection. Balancing the policy objective of
promoting cross-border data flows, with other policy objectives, including
protecting personal data is challenging, and a contested area of trade
policy.
The UK’s approach in the CPTPP
26. A key decision for the UK is whether, and to what the extent to stay
aligned with the EU’s approach to data regulation and personal data
protection. In the EU, privacy and personal data of citizens and residents
are protected as fundamental rights.18 The EU has not made broad
positive commitments in any of its trade agreements on cross-border data
flows, out of concern that this would compromise its ability to implement
its data protection regime, embodied in the GDPR. Instead, the EU makes
much narrower commitments in its trade agreements, including
prohibitions on the use of specific regulatory measures (including data
localisation), and it insists on an extensive privacy exception. The aim of
these provisions is to promote cross-border data flows while ensuring the

EU unconditionally preserves its autonomy to regulate in the interest of
data privacy, so that the GDPR is immune from challenge.19
27. The UK agreed to a very different approach in the UK-Japan agreement,
where the Parties made a general binding commitment to allow crossborder data flows, and the CPTPP contains a very similar provision. The
UK-Japan agreement includes a general, binding negative commitment to
‘not prohibit or restrict’ the cross-border transfer of information by
electronic means (Art. 8.84 UK-Japan). The CPTPP words its equivalent
provision as a positive obligation to ‘allow the cross-border transfer of
information by electronic means, including personal information, when
this activity is for the conduct of the business of a covered person’ (Art.
14.11 CPTPP).
28. Notably, in both the UK-Japan and CPTPP agreements the Parties commit
to only implement restrictions on cross-border data flows, including
privacy restrictions, if the measure ‘is not applied in a manner which
would constitute a means of arbitrary or unjustifiable discrimination or a
disguised restriction on trade’ and ‘does not impose restrictions on
transfers of information greater than are required to achieve the
objective’, subject to limited exceptions (Art. 8.84 UK-Japan, Art. 14.11
CPTPP).20 The Parties also agree to a prohibition on data localisation
requirements in both agreements, subject to similar exceptions (Art. 8.85
UK-Japan, Art. 14.15 CPTPP).
29. Both the UK-Japan agreement and the CPTPP text have stand-alone
articles on personal data protection under which the Parties make more
general commitments and inter alia commit to ‘adopt or maintain a legal
framework that provides for the protection of the personal information of
the users of electronic commerce’ (Art. 8.80 UK-Japan; Art. 14.8 CPTPP).
Neither agreement stipulates minimum standards or principles for
personal data protection, and the CPTPP explicitly states that this
requirement can be met via “laws that provide for the enforcement of
voluntary undertakings by enterprises relating to privacy” (footnote 6 to
Article 14.8 CPTPP).
30. This is very different to the UK-EU agreement where the Parties do not
make a positive general commitment to allow free-flow of data. Instead,
they agree to prohibit a list of specific data flow measures including data
localisation, which will be kept under review (art. DIGIT.6 TCA). The UKEU agreement also includes an extensive exception for personal data
protection measures. The UK-EU text states that “Nothing in this

Agreement shall prevent a Party from adopting or maintaining measures
on the protection of personal data and privacy, including with respect to
cross-border data transfers, provided that the law of the Party provides
for instruments enabling transfers under conditions of general application
for the protection of the data transferred” where “conditions of general
application” refer to “conditions formulated in objective terms that apply
horizontally to an unidentified number of economic operators and thus
cover a range of situations and cases” (art. DIGIT.7 TCA).
31. In addition, the UK-EU agreement contains a stand-alone article on the
‘right to regulate’ whereby “The Parties reaffirm the right to regulate
within their territories to achieve legitimate policy objectives, such as the
protection of public health, social services, public education, safety, the
environment including climate change, public morals, social or consumer
protection, privacy and data protection, or the promotion and protection
of cultural diversity” (art. DIGIT.3 TCA). There is no analogous article in
the digital trade chapter of the UK-Japan or CPTPP.21
32. Simply put, under the UK-EU has retained a high degree of
autonomy over the types of policy measures it can introduce in
order to regulate cross-border data flows. Under the UK-Japan
and CPTPP, this regulatory autonomy is substantially curtailed.
While this provides UK businesses, trading partners and foreign
investors with greater regulatory certainty, these commitments
limit the scope and nature of public policy measures that the UK
Government will be able to use in future, including to protect the
personal data of UK citizens.
33. The UK needs to be careful in departing from the EU’s approach to
cross-border data flows and personal data protection in its trade
agreements as it is far from clear that the UK’s existing data
protection regulations (enacted under the UK Data Protection Act
2018 and modelled on the EU’s GDPR) are commensurate with the
type of commitments that the UK is making in the UK-Japan and
CPTPP agreements. The EU has avoided making similar commitments in
its trade agreements out of concern that it may lead to its GDPR being
successfully challenged.22 Crucially, it is unclear that the UK’s existing
data protection regime would meet the requirement in the CPTPP of not
imposing “restrictions on transfers of information greater than are
required to achieve the objective’ (Art. 14.11 CPTPP) especially when the
same agreement explicitly recognises voluntary undertakings by

enterprises as a legitimate mechanism for upholding personal data
protection (footnote 6 to Article 14.8 CPTPP).
34. The UK Government has stated that its commitments in the UK-Japan
agreement are commensurate with its aims of upholding high standards
of privacy under the UK’s Data Protection Act 2018.23 So far, there is little
publicly available analysis providing detailed and convincing evidence that
substantiates this argument.
35. We recommend that the Government provides evidence and
analysis on the implications of the CPTPP provisions on crossborder data flows and localisation for personal data protection. In
particular: (1) examining in detail whether the UK’s existing regulations
on personal data protection meet the requirements specified in Articles
14.11 and 14.13 of the CPTPP; (2) explaining why the Government has
chosen not to negotiate more substantial carve-outs for personal data
protection such as those proposed by the EU in its trade agreements.
36. We recommend that the Government negotiates more robust
exceptions for privacy measures in its upcoming trade
negotiations, including CPTPP accession, to provide reassurance
that the UK’s existing high standards of personal data protection
can be maintained.

Regulation of new technologies, including algorithm
accountability
Key policy issues
37. The recent controversy involving the use of algorithms to predict GCSE
and A-level grades in the UK placed the use of machine-learning and
automated decision-making systems in the public spotlight.24 The use of
these systems is increasingly common in many areas of the economy and
public life more generally, including in employment, policing and
education. Despite the benefits of such systems, they give rise to relevant
public policy concerns related to the risks of discrimination, including
gender-based and racial-based, and lack of fairness and accountability.
Experts have argued that, in order to protect individuals subject to
automated decision-making, algorithms should be accountable and
governments should implement a ‘right of explanation’, where the
reasoning behind a decision is presented to individuals affected by it.25

There can be many ways of explaining an algorithm, and views on what
would be the correct way vary,26 but some forms of transparency could
potentially clash with trade secrets and copyright provisions in trade
agreements.
The UK’s approach in the CPTPP
38. In the CPTPP the Government would agree to prohibit mandatory
disclosure of source code of software (Art. 14.17 CPTPP). The
CPTPP provision prohibits Parties from requiring the “transfer of, or access
to, source code of software owned by a person of another Party” as a
condition of doing business in their territory. The UK-Japan text includes a
similar prohibition, but has innovated by expanding the scope of the
protection to include “algorithms expressed in that source code” (Art.
8.73). The stated goal these provisions is to protect innovators,
but they are problematic for a number of reasons, in particular
because the protection of individuals subjected to algorithmic
decision-making is notably absent from the objectives.
39. The prohibition in the CPTPP provides little flexibility for
government policy-making, and fewer exceptions than previous
treaties agreed by the UK. While provisions preventing the parties from
requiring the transfer of source code of software have been found in
previous EU agreements (eg EU-Japan and EU-Mexico), they also included
wider exceptions. The exceptions included in the UK-Japan agreement are
also wider than the ones in the CPTPP, and provide more flexibility for
policymaking. The UK–Japan agreement includes exceptions to allow
regulatory or judicial bodies to access source codes and algorithms, which
can also be requested to protect national security, integrity of the
financial system, and for a series of public policy objectives listed in the
general exceptions (art. 8.3 UK–Japan). In contrast, the CPTPP exceptions
are limited to commercially negotiated contracts, law enforcement, and
judicial authorities. Rather than carving out exceptions for public policy
objectives, the CPTPP merely introduced an ‘appropriate balance’ clause
concerning copyright and related rights, as well as limitations and
exceptions, “including those for the digital environment” (art. 18.66
CPTPP). This provision is consistent with fair use exceptions to copyright
in the US and could allow for the use of copyright protected data to better
train AI systems.27
40. Including provisions on source code in trade agreements poses
challenges, particularly with regards to the crafting of exceptions. As

technology landscape surrounding emerging technologies is constantly
evolving. Governments have not yet started to impose strict liability
requirements on AI developers that make them liable for improper use of
their products.28 Governments and experts have yet to determine
effective ways of regulating new technologies and it may be that access
the underlying lines of code is not needed for effective regulation.29 The
challenge for trade negotiators is to craft the language on exceptions so
that they are broad enough to accommodate the unknown nature of
future regulations that aim to ensure the accountability and oversight
over automated decision-making – especially vis a vis individuals’ rights
to explanation and reasonable inferences. The UK has negotiated the
inclusion of wider exceptions for public policy objectives in the
agreement with Japan, and could aim to include similar language
in the accession letter to CPTPP.
41. The UK Information Commissioner’s Office has recently issued a guidance
on AI and data protection to assist organisations in determining how they
should navigate the complex trade-offs that the use of an AI system to
make decisions may require.30 While the far-reaching prohibition of
disclosure of algorithms is problematic from the point of view of potential
bias and unfairness in the decision-making that they govern, prohibition
of the disclosure of source codes also has implications for the promotion
of open source software. The UK government has been a pioneer in
creating open source software, and there is concern that trade
provisions such as those included in the CPTPP could lead to
challenging types of public procurement seen as preferring open
source.31
42. We recommend that the UK Government negotiates for the
inclusion of wider exceptions in the CPTPP to ensure that future
regulatory measures on the accountability and oversight over
automated decision-making are permitted, and to ensure that the
provisions support the use of open source software. A detailed
discussion is needed with technology experts, consumers, and
organisations advocating for individual rights. In considering provisions on
algorithms, the Government might look to the recent Digital Economy
Partnership Agreement (DEPA) between New Zealand, Singapore and
Chile which went beyond the UK-Japan by also including procedural
obligations for Parties to adopt AI governance frameworks, considering
explainability, transparency, fairness and human-centred values (art. 8.2
DEPA).

43. In order to fully understand the implications of the new provisions
in the CPTPP agreement on source code of software, we
recommend that the Government provides further evidence and
analysis on: (1) Whether there is scope to negotiate carve-outs
and exceptions that are sufficiently broad to ensure individual
rights to reasonable explanation and reasonable inferences and
the ability of the Government to regulate new technologies; (2)
whether the restrictions to source code of software disclosure
might negatively affect the development of open source in the UK.

Regulation of the internet, including online harms
Key policy issues
44. Internet platforms that host user-generated content such as Facebook,
YouTube and Twitter are usually considered intermediaries and not
publishers of such content. From a public policy perspective, there
concerns remain on whether and how these companies should be held
legally responsible for online harms – including child pornography and
hate speech – and rights violations caused by the content they host.
45. To address these issues, governments have developed intermediary
liability rules. These rules typically have three main policy goals. The first
is to protect internet users and prevent harms (ranging from copyright
infringement to non-consensual pornography); the second is to promote
fundamental rights such as free expression and information access; and
the third is to protect businesses and encourage economic growth and
technical innovation. Balancing these objectives has proven complicated.
In the wake of growing citizen concerns about harmful online content and
criticism that the rules do not strike the right balance, governments have
been revisiting their domestic legislation on intermediary liability,
including in the UK, US, and EU.
The approach in the CPTPP
46. The CPTPP does not include general rules governing the liability of
intermediary service providers. However, it provides a very
detailed framework of intermediary liability for copyright
infringements.
47. The CPTPP (art.18.82) provides safe harbours to internet service
providers, limiting their liability for copyright infringement if,

among other requirements, they promptly remove or block access
to infringing materials after copyright holders give appropriate
notice. This so called ‘notice-and-take-down’ system resembles section
512 of the US Digital Millennium Copyright Act (DMCA).32 The Parties
commit to ensuring that “that legal remedies are available for right
holders to address such copyright infringement and shall establish or
maintain appropriate safe harbours in respect of online services that are
Internet Service Providers” (art.18.82.1 CPTPP). ISPs can qualify for safe
harbours with respect to copyright infringements that “they do not
control, initiate or direct, and that take place through systems or
networks controlled or operated by them or in their behalf”
(art.18.82.1(b) CPTPP). In addition, for ISPs that function as search
engines, or that provide hosting or storage services, there is also the
requirement that they “expeditiously remove or disable access” to
infringing material upon obtaining knowledge of the copyright
infringement, “such as through receiving a notice of alleged infringement
from the right holder or a person authorised to act on its behalf”
(art.18.82.3(a) CPTPP).
48. The model proposed in the CPTPP goes beyond those provided in
existing international copyright treaties and is reported to be an
US-led effort to provide right holders internationally with a tool
for cross-border online copyright enforcement.33 The CPTPP
framework is inspired by existing domestic notice-and-take-down systems
in the US and in other jurisdictions, but does not go as far as to include
the detailed safe-harbour procedures found in the DMCA. Notably, the
CPTPP’s notice and takedown system “does not mandate that Member
States adopt any ISP policies concerning repeat infringers, establish
specific damages for ISPs non-compliance with the notice and takedown
system, or require that ISPs register their notice and takedown system
agents”.34
49. The CPTPP carves-out detailed exceptions for Parties that adopt
and maintain a domestic system for intermediary liability that
meet certain criteria. The agreement provides two specific exemptions,
based on Canada’s and Chile’s existing ISP safe harbour regimes. Annex
18-E provides details of conditions modelled on the Canadian Copyright
Act (2012). According to this provision, in order to qualify for the
exception, Parties would have to adopt domestic legislation requiring ISPs
to establish a system for forwarding notices of alleged infringement of
copyright. This type of ISP safe harbour has been commonly referred to
as a ‘notice-and-notice’ system. Importantly, it differs from the ‘notice-

and-takedown’ mechanism whereby it requires Parties to adopt a system
that merely ‘induces’ ISPs to remove content, as opposed to requiring
them to do so. The domestic legislation is required to induce ISPs that act
as search engines to remove results that link to copyright infringing
material upon notification, and to induce hosting ISPs to remove or
disable access to the content following a court decision establishing the
violation of the right. Importantly, the regime established in the Annex
18-E also requires Parties to adopt a secondary liability regime for online
copyright circumventing tools, that is the provision of services primarily
for the purpose of enabling acts of copyright infringement (Annex 18-E,
1(b)). Any future TPP Member State wishing to benefit from the exception
laid out in Annex 18-E would have to have adopted a notice and notice
system pursuant to these detailed requirements, which at the moment
apply only to Canada. A different carve-out is established in Annex 18-F,
which exempts from the general liability regime Parties that adopt the
expedited judicial-based safe-harbour model that was agreed in the USChile agreement (art. 17.23(e) US-Chile), allowing Chile to maintain its
existing regime. In order to qualify for this exception, future TPP Member
States would have to adopt domestic legislation establishing that an ISP
should remove content following an injunctive takedown order. Under this
model, any take down request should first be submitted to a domestic
court that would evaluate the alleged infringement of the copyright before
deciding on the removal of the content.
50. Since the UK has left the European Union, there is uncertainty
regarding the liability regime for online copyright infringement
currently in place, and it is not clear whether or not this
framework would be consistent with CPTPP safe harbour
provisions, or any of the exceptions. In the UK, action against
websites providing access to copyright infringing material can be taken
under the Copyright, Designs and Patents Act (CDPA). The CDPA
establishes that website owners found by the courts to be infringing
copyright can be fined and or imprisoned, under certain circumstances. In
2000, the EU adopted the eCommerce Directive, which introduced a
notice-and-take-action safe harbour regime for intermediaries also in the
UK. Under the eCommerce Directive, platforms would not be held liable
for infringing content when they act quickly to remove or to disable
access to the material once they are aware of its illegality. The EU has
recently adopted a new liability regime specific for copyright infringement,
through the Directive on Copyright in the Digital Single Market, approved
in 2019. The new European legislation introduced a distinction between
‘online content-sharing service providers’ and other online service

providers, removing content-sharing providers (including platforms such
as YouTube or Facebook) from the scope of the e-Commerce Directive
safe harbours. This new regime was not adopted by the UK because of
Brexit.
51. Since the end of the transition period, the European eCommerce
Directive also no longer applies to the UK, but the Government
has declared its commitment to upholding the liability protections.
For the time being, for companies that host user-generated content on
their online services, there will continue to be a ‘notice and take down’
regime whereby the platform must remove illegal content that they
become aware of or risk incurring liability.35 However, there is no clarity
regarding the specific rules that will apply. In December 2020, the
government’s full response to the OHWP has proposed the introduction of
a statutory duty of care for internet companies, requiring platforms to
take action to prevent the proliferation of illegal content and activity
online. Breaches of intellectual property rights, however, were explicitly
removed from the scope of the new proposed regime.36 It is unclear
whether the UK has plans to introduce a new liability regime specifically
for online infringement of copyright. Unless the UK Government is
able to negotiate a specific carve-out, before joining the CPTPP it
will have to adopt either the general notice-and-take-down
regime modelled on the US legislation, or one of the two
alternative models provided in the Annex – following either
Canadian or the Chilean models.
52. Notably, the CPTPP does not follow the approach of recent US
agreements in including broader commitments that limit the
liability of internet intermediaries. Intermediary liability rules in US
trade agreements go beyond provisions on intellectual property
infringements and have included highly controversial binding
commitments limiting intermediary liability more broadly. The USMCA was
the first US agreement to include provisions explicitly modelled on the
contentious section 230 of the US Communications Decency Act (CDA),
which provides a blanket waiver liability of internet companies that host
user-generated content for the behaviour of their users.37 The USMCA
was ratified and implemented whilst a heated debate regarding the
efficacy of ISP liability safe harbours was unfolding domestically in the
US, with calls to overhaul the regime under CDA s.230.38 This led experts
to argue that internet companies lobbied for the inclusion of this provision
in the agreement to protect against domestic reforms.39 While the UK has
not committed to this type of provision in the UK-Japan, and it is not

included in the CPTPP agreement, this will be an important consideration
in upcoming negotiations with the US.
53. Experts largely disagree on the best way to approach intermediary
liability. Some argue that a blanket waiver, such as included in the
USMCA, permits tech companies to get away with not moderating harmful
content sufficiently, allowing hate speech and other forms of harassment
in their platforms.40 Technology companies, in turn, argue that the
current provision is crucial to ensuring competition and freedom of
expression on the internet.41 Some of these concerns are shared by
scholars and civil society organisations, who see intermediary safe
harbours as a cornerstone of free internet speech.42
54. The enforcement procedures for the intermediary liability
provision on intellectual property in the CPTPP agreement deserve
close analysis. In particular, there are concerns related to whether they
will be implemented in a manner that preserves fundamental principles
such as freedom of expression, fair process and privacy, and whether it
strikes the right balance between the interests of intellectual property
rightsholders and those of consumers. Experts have shared concerns in
the past that providing incentives for platforms to remove content could
make technology companies more likely to censor legitimate speech, with
chilling effects for freedom of expression online.43 The interplay between
the detailed obligations related to removal of copyright infringement
material and UK proposals to regulate online content also deserve further
scrutiny. In particular, whether the UK will need to approve a new
domestic liability regime for online copyright infringement, in addition to
the rules proposed under the Online Harms Bill, which will provide further
details on a general liability model for online intermediaries.44
55. The CPTPP does not include robust protections with regards to
internet access and network neutrality. The principle of network
neutrality requires broadband providers to provide equal and nondiscriminatory treatment of internet traffic. In the CPTPP, Parties
recognise the benefits of consumers having the ability to “access and use
services and applications of a consumer’s choice available on the Internet,
subject to reasonable network management”; “connect the end-user
devices of a consumer’s choice to the Internet, provided that such devices
do not harm the network”; and “access information on the network
management practices of a consumer’s Internet access service supplier”
(art. 14.10 CPTPP). This provision makes no binding commitments and
mentions ‘reasonable network management’ very broadly, without the
further limits found in other UK agreements, such as the UK-Japan. The

UK–Japan text requires Parties to adopt or maintain appropriate measures
to ensure that consumers can access and use internet services and
applications, “subject to reasonable, transparent and non-discriminatory
network management” (art. 8.78 UK–Japan). This wording provides a
more robust protection of network neutrality by more clearly delimiting
the situations under which network management would be allowed. In
contrast, the CPTPP fails to provide details of or limits to the situations
under which network management would be allowed. This is closer to the
position adopted by the US which, in line with its domestic policy,45 has
committed to a less protective approach to network neutrality.
56. Internet regulation provisions in the CPTPP overall tend to be
more protective of the interests of businesses than of the
interests of individuals. We recommend that the Government
provides further evidence and analysis on: (1) The possible
implications of the CPTPP provisions on safe harbours and ‘noticeand-takedown’ mechanisms on other fundamental rights; (2) The
extent to which the domestic liability regime currently adopted in
the UK would meet the requirements of article 18.82 or qualify for
one the carve-outs detailed in Annex 18-E and 18-F.

Trade facilitation and consumer protection for online commercial
transactions, including spam
Key policy issues
57. Recent trade agreements, including the CPTPP, seek to support
businesses and consumers in the shift to a digitalised trading
environment. For centuries, paper-based documents have been used to
support commercial transactions, whether in a national or a cross-border
context. Moving these processes online poses challenges. In the digital
environment, parties need to find ways to ensure the people signing
documents are who they say they are, without necessarily seeing them in
person; or, that the transaction document in question has not been
tampered with, copied or otherwise changed. Parties also need to have
confidence that their information will not be misappropriated or details
copied.46 Consumers in many countries are wary of engaging in online
transactions, particularly when they are cross-border, out of concern that
transactions and delivery are less secure, and remedies do not exist for
when something goes wrong.

58. Governments have enacted a range of different domestic rules that aim to
facilitate trade in the new digital environment and protect consumers.
Approaches vary widely. In the area of consumer protection, some
governments including the US rely on industry self-regulation and market
supervision by consumer associations, while others regulate more
explicitly, adopting laws and regulations that provide e-consumers with
rights regarding the return and cancellation of goods and services, and
relating to the protection of data privacy.47 Divergent domestic rules
make cross-border digital activities more complex and raise the cost of
doing business in multiple markets, and there are concerns of a ‘race to
the bottom’ in terms of online consumer protection.
The UK’s approach in the CPTPP
59. The CPTPP agreement acknowledges the importance of consumer
protection, but does little to meaningfully enhance consumer
protection in the digital economy. In CPTPP, the Parties commit to
‘adopt or maintain consumer protection laws and regulations to proscribe
fraudulent and deceptive commercial activities that cause harm or
potential harm to consumers engaged in online commercial activities’ and
‘shall promote cooperation between their respective competent
authorities’ (Art. 14.7 CPTPP). While trade agreements often provide
stronger protections for businesses than workers and consumers, the
provisions in CPTPP (and UK-Japan) are noticeably weaker than those in
the recent UK-EU agreement and DEPA where the Parties enter into more
specific and extensive consumer protection commitments (art.DIGIT.13
TCA, art.6.3 DEPA).48
60. On spam (unsolicited direct marketing communications), the CPTPP, UKJapan, and EU-UK agreements contain weaker provisions than are found
in recent EU agreements which require that governments commit to
implement regulatory frameworks under which consumers have to
consent (opt-in) in order to receive commercial electronic messages (e.g.
art 8.79 EU-Japan). In contrast, the CPTPP text allows governments to
take a variety of approaches to minimising unsolicited electronic
messages and consumer consent is not a requirement (art. 14.14 CPTPP).
61. The CPTPP includes several provisions aimed at facilitating digital trade
including on electronic authentication and electronic signatures (art. 14.6
CPTPP), paperless trading (art. 14.9 CPTPP). However, it does not include
specific commitments on electronic contracts, cross-border logistics,
expedited customs procedures and di minimis thresholds, electronic

payments, or e-invoicing which are starting to emerge in more recent
trade agreements, notably DEPA, the recent agreement between New
Zealand, Singapore, and Chile.
62. The CPTPP, like many recent EU and US agreements contains a
prohibition on customs duties on electronic transmissions (art. 14.3
CPTPP). This reflects the UK’s position at the WTO where it has declared
itself a strong supporter of calls for the WTO moratorium on customs
duties to be made permanent.49 It is important to note that while the UK’s
position is supported by the EU and US, it is strongly opposed by some
developing countries, including South Africa and India.50
63. In general, the CPTPP contains regulatory provisions on consumer
protection and trade facilitation for digital trade that are minimalist in
nature. This arguably reflects the fact that the CPTPP is now quite a dated
agreement in a fast-changing regulatory environment. In future trade
negotiations the Government could look to include stronger
provisions on consumer protection, and additional provisions on
digital trade facilitation, particularly to address constraints faced
by smaller businesses.
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