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Executive Summary
1. The internet and digital technologies are upending global trade. Industries and supply chains are being
transformed, and the movement of data across borders is now central to the operation of the global
economy. Provisions in trade agreements address many aspects of the digital economy from cross-border data
flows, to the protection of citizens’ personal data, and the regulation of the internet and new technologies like
artificial intelligence and algorithmic decision-making.
2. The UK Government has identified digital trade as a priority in its Global Britain strategy and one of the main
sources of economic growth to recover from the pandemic. It wants the UK to play a leading role in
setting the international standards and regulations that govern the global digital economy. The regulation of
digital trade is a fast-evolving and contentious issue, and the United States, European Union, and China have
adopted different approaches. Now that the UK has left the EU, it will need to navigate across multiple and
often conflicting digital realms.
3. The UK Government has yet to set out its strategy for digital trade and the implications of digital trade
provisions in UK trade agreements are yet to be thoroughly evaluated in the Government’s impact
assessments. As this is a relatively new area of trade policy, there is a paucity of robust information and
analysis in the public domain. Although the Government has consulted stakeholders, detailed, indepth consultation has been limited, with the government’s advisory group on telecoms and
technology comprising only of business representatives. To ensure the UK’s approach to digital trade strikes
an optimal balance between competing interests, broader participation and informed public debate with
businesses, civil society organisations and other stakeholders is needed. As digital trade policy has
implications for a range of policy areas, policy also needs to be designed through close collaboration between
government departments and agencies, and regulatory bodies.
4. In this submission we examine the opportunities and challenges the UK faces in digital trade from a public
policy perspective. We (1) define digital trade; (2) reflect on the UK’s approach to date on digital trade,
including in the UK-Japan, UK-EU agreements, and objectives for upcoming negotiations including CPTPP;
(3) highlight policy options and trade-offs in key digital trade policy areas: cross-border data flows; internet
access and content regulation; intellectual property and innovation; electronic commerce (including trade
facilitation and consumer protection); and taxation (customs duties on e-commerce at the WTO and digital
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services taxes) (4) highlight key domestic and international laws relevant to the Government’s approach to
digital trade.
5. We recommend that the UK Government:
i. Develops a digital trade strategy to guide its trade negotiations and wider trade policy, setting out its
policy objectives and how it intends to achieve them. This would ensure coherence between domestic
and international policies, and across its different trade negotiations, and provide clarity and
predictability to businesses, workers and citizens.
ii. Widens the range of public policy objectives the Government considers in its to digital trade
policies, including it its negotiating objectives and impact assessments. While facilitating and
promoting digital trade is important for the UK economy, attention also needs to be paid to the
protection and promotion of citizens’ digital rights (including personal data protection and
accountability of digital technologies); consumer protection (including promotion of a secure and safe
internet, and consumer redress for cross-border digital transactions); promotion of a competitive and
innovative digital economy; fair and effective taxation of digital economy; and cybersecurity. Ex-ante
and ex-post impact assessments of trade agreements should include a far more detailed analysis on
digital trade.
iii. Creates a far more robust mechanism for consulting and deliberating on its digital trade strategy
and digital trade provisions in specific trade negotiations. Given the breadth of policy issues and
nature of policy trade-offs that need to be considered, digital trade policy needs to draw on the expertise
and perspectives of a wide range of stakeholders in the business community (including SMEs and
businesses that use digital products and technologies), consumer groups, digital rights groups, trade
unions, and independent experts. Existing consultation mechanisms should be reviewed and
strengthened to ensure they are more representative of diverse stakeholder groups.
iv. Takes a whole-of-Government approach to digital trade policy fully involving key departments
and regulatory agencies in development and execution of digital trade policy. This should include
Department for Digital, Culture, Media & Sport (DCMS), the Department for Business, Energy and
Industrial Strategy (BEIS), the Foreign, Commonwealth and Development Office (FCDO), the
Information Commissioners Office (ICO), and National Cyber Security Centre (NCSC).
v. On cross-border data flows, carefully assesses its options and consults with stakeholders and
makes a clear decision on whether to stay aligned with the EU’s GDPR. If the UK does wish to stay
aligned, then it would be prudent to insist on more robust exceptions for privacy measures in its
upcoming trade negotiations, including CPTPP, to ensure that the UK’s data protection measures
including its own data adequacy instruments are not at risk of challenge.
vi. On intellectual property and innovation, conducts and makes publicly available detailed analysis
on the implications of provisions regulating the disclosure of source code, software, algorithms
and cryptography in trade agreements. The UK Government should ensure its commitments in trade
agreements are sufficiently robust to safeguard its ability to regulate new technologies (including the
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ability to audit and hold algorithms accountable), and strike an appropriate balance between protecting
the intellectual property of companies and promoting other relevant public policy objectives, including
access to technology, market competition, and open-source software.
vii. On internet regulation, ensures that commitments in international trade agreements on the
liability of online platforms are fully aligned with domestic laws and policies, in particular when it
comes to moderation of online content and online harms. The UK should establish a robust domestic
regime that considers the relevant trade-offs before signing up to any commitments in future trade
agreements that could restrict regulatory options.
viii. On electronic commerce and consumer protection, pioneers a far more robust approach to
consumer protection, working with other countries including New Zealand, Canada, and
Singapore. Specific regulation on electronic commerce and consumer protection would foster digital
trade by ensuring consumers can have legal certainty and ways to pursue redress, improving consumer
trust in digital trade.
ix. On digital services taxes, designs a digital services tax that is in line with the UK’s international
trade, investment, and taxation obligations. An active diplomatic strategy is needed to defend the
UK’s use of digital services taxes in light of the recent USTR finding that the UK’s current design
discriminates against US companies.
Introduction
6. We are submitting evidence in our capacity as researchers at the Blavatnik School of Government, University
of Oxford. The Blavatnik School of Government is committed to improving the quality of government and
public policymaking worldwide. We recently completed a working paper that reviews digital trade from a
public policy perspective, and we draw on that paper in this submission. The full paper can be found here:
https://www.bsg.ox.ac.uk/research/publications/uk-and-digital-trade-which-way-forward.
7. Digitalisation is affecting trade in many different ways. Digital technologies, products and services have
become core aspects of almost every economic sector.i The services sector is arguably most impacted, with a
surge in digitally delivered services such as the streaming of movies, internet banking, and professional
services like accounting. Digitalisation also impacts traditional supply-chains, including by making logistics
more efficient, and firms increasingly communicate with suppliers and customers and raise funds online.ii As
a result of digitalisation, trade in smaller, often lower value physical goods (parcels ordered online) are
growing and new types of bundled goods and services are emerging (such as autonomous cars). The
movement of data, or information, across borders underpins these processes of digitalisation.iii
8. In this fast-evolving environment, governments are facing new regulatory challenges. In the area of data
flows, for instance, governments need to find ways to achieve public policy objectives such as privacy or
security, and ensure cybersecurity, while maintaining the benefits of cross-border data flows which underpin
the digital economy. In the area of intellectual property, governments are tasked with protecting the
intellectual property of digital economy firms while also ensuring effective oversight and accountability of
new technologies. The digital economy also raises questions about how the internet should be regulated in
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order to protect internet users and prevent harms (ranging from hate speech to non-consensual pornography),
promote fundamental rights such as free expression and information access, and encourage economic growth
and technical innovation.
9. Governments have increasingly looked to trade agreements to negotiate common approaches to the regulation
of the digital economy. This includes on-going negotiations at the World Trade Organisation (particularly the
‘Joint Statement Initiative on e-commerce’) and bilateral and regional free trade agreements. Negotiations in
international standard-setting bodies are also important for the digital economy, including at the International
Electrotechnical Commission (IEC), International Organization for Standardization (ISO), and International
Telecommunication Union (ITU).
10. There is no consensus internationally on how best to regulate the digital economy, and governments pursue
very different approaches. The US has championed the inclusion of digital trade chapters in trade agreements,
alongside other countries including Singapore, Australia, and Japan. The focus of the US government has
been to secure increased market access and intellectual property protection for its large technology
companies, including by securing commitments from other governments that they will not impede cross
border flows of data or require private companies to disclose source code or algorithms, except in a very
narrow range of circumstances.
11. In contrast, the EU’s policy priority has been to promote consumer and digital rights of its citizens, and this
has been most pronounced in the area of data privacy. Rather than turn to trade agreements the EU has relied
foremost on leveraging its market power to ensure that other governments uphold the digital rights of EU
citizens – the ‘Brussels effect.’iv Although the EU has digital trade provisions in many of its trade agreements,
the EU has, until recently, taken a minimalist approach, making few commitments and seeking to preserve a
high level of regulatory autonomy. Only the most recent agreements have dedicated chapter on digital trade
and even here the EU insists on the inclusive of extensive provisions that safeguard its ‘right to regulate’.v
The UK’s overall approach to digital trade
12. Digital trade is a strategic priority for the UK Government.vi The UK’s digital sector is sizeable and growing
rapidly. It accounted for an estimated 7.6% of the UK economy in 2019, and employed an estimated 1.7
million people in 2020, and is growing more quickly than most other sectors.vii UK trade flows are
increasingly digital: an estimated two-thirds of UK services exports and a half of UK services imports were
digitally delivered in 2018.viii Although digital trade is a priority for the UK Government, the
government is yet to set out a strategy.
13. Now that it has left the EU, the UK faces important decisions about how to regulate the digital economy and
what approach to take in its trade negotiations. Strategic rivalry between the US, China, and to some extent
the EU, is generating concerns over the balkanisation of the digital economy, and poses challenges for other
countries, including the UK, on how best to navigate between these different regulatory approaches.
14. At present the UK’s strategic direction is unclear. While the UK has been aligned with the EU’s approach, the
recent UK-Japan Comprehensive Economic Partnership Agreement (hereafter UK-Japan) and the proposals it
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has tabled in other negotiations signal that the UK is moving towards the approach taken by the United States
and several Asia-Pacific countries in their recent trade agreements.ix
15. During 2021 the UK will be negotiating digital trade provisions as it negotiates in free trade agreements,
including with Australia, New Zealand, Canada, and the United States; as it looks to accede to the
Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP). Even with the recently
agreed Trade and Cooperation Agreement (TCA) between the EU and the UK, there are still outstanding
points related to digital trade to be agreed in the coming months. Importantly, the European Commission will
decide whether to grant the UK an adequacy decision allowing the free flow of data from the EU to the UK to
continue.x
16. In the context of CPTPP negotiations, it is important to note that this is a settled treaty to which the UK will
be negotiating accession. The UK will have limited ability to shape the main text of the treaty or secure
concessions from existing CPTPP members, at the same time the UK will be under pressure from existing
members to make concessions. As the UK is already in negotiations with key CPTPP members, or has
existing trade agreements with them, it is unclear that the CPTPP should be a strategic priority. Prior to
embarking on formal negotiations to accede to the CPTPP it is important that a careful appraisal is made of
the costs and benefits of accession, including in the area of digital trade.
17. To ensure coherence across different trade agreements and with domestic policies, it is important that
the Government sets out an overarching strategy for digital trade setting out its policy priorities and
explaining how it will pursue them domestically and in the context of its trade negotiations.
18. To ensure that wise decisions are made that secure public confidence, including in contentious areas such as
data protection and privacy and algorithm accountability, it is vital that digital trade policy decisions are
made on the basis of robust evidence, and through deliberation with all stakeholders. It is also important
that the digital trade provisions are subjected to cross-department consultation, including scrutiny by the
Department for Digital, Culture, Media & Sport (DCMS), the Department for Business, Energy and Industrial
Strategy (BEIS), the Foreign, Commonwealth and Development Office (FCDO), the Information
Commissioner’s Office (ICO), and the National Cyber Security Centre (NCSC).
19. In all these areas there is room for improvement. To date, the quality and extent of publicly available evidence
and analysis on digital trade has been limited, there is very little informed public debate, and government has
yet to set out a detailed strategy for digital trade.xi Our own multi-stakeholder initiatives have signalled, for
instance, that there is a greater degree of common ground across different interest groups, such as businesses
and NGOs, especially regarding the key importance of GDPR for both privacy and trade.xii
20. The government has established a trade advisory group on telecoms and technology, but only businesses are
represented, providing consumer groups, trade unions, and policy experts with limited opportunities for
meaningful input.xiii Parliament has few scrutiny powers committees charged with scrutinising trade
agreements, which have insufficient time to perform this role effectively.xiv This has severe implications for
the public accountability of trade agreements. Improving the quality of information, consultation, and
parliamentary scrutiny of digital trade would help to ensure high-quality decision-making and secure
public confidence.

February 2021

Written evidence submission from Dr. Emily Jones, Beatriz Kira & Danilo B. Garrido Alves (DTD0021)

21. To be effective, the UK’s digital trade strategy must be integrated with other policy areas, including
industrial, innovation and employment policies, competition policy, consumer protection policy, taxation
policy, and environmental policy. It is also important that the digital trade provisions are subjected to crossdepartment consultation, including scrutiny by the Department for Digital, Culture, Media & Sport (DCMS),
the Department for Business, Energy and Industrial Strategy (BEIS), the Foreign, Commonwealth and
Development Office (FCDO), the Information Commissioner’s Office (ICO), the National Cyber Security
Centre (NCSC).
22. To strengthen the UK’s overall approach to digital trade we recommend that the Government:
i. Develops a digital trade strategy to guide its trade negotiations and wider trade policy, setting
out its policy objectives and how it intends to achieve them. This would ensure coherence
between domestic and international policies, and across its different trade negotiations, and
provide clarity and predictability to businesses, workers and citizens.
ii. Widens the range of public policy objectives the Government considers in its to digital
trade policies, including it its negotiating objectives and impact assessments. While
facilitating and promoting digital trade is important for the UK economy, attention also needs
to be paid to the protection and promotion of citizens’ digital rights (including personal data
protection and accountability of digital technologies); consumer protection (including
promotion of a secure and safe internet, and consumer redress for cross-border digital
transactions); promotion of a competitive and innovative digital economy; fair and effective
taxation of digital economy; and cybersecurity. Ex-ante and ex-post impact assessments of
trade agreements should include a far more detailed analysis on digital trade.
iii. Creates a far more robust mechanism for consulting and deliberating on its digital trade
strategy and digital trade provisions in specific trade negotiations. Given the breadth of
policy issues and nature of policy trade-offs that need to be considered, digital trade policy
needs to draw on the expertise and perspectives of a wide range of stakeholders in the business
community (including SMEs and businesses that use digital products and technologies),
consumer groups, digital rights groups, trade unions, and independent experts.
iv. Takes a whole-of-Government approach to digital trade policy fully involving key
departments and regulatory agencies in development and execution of digital trade policy.
This should include the Department for Digital, Culture, Media & Sport (DCMS), the
Department for Business, Energy and Industrial Strategy (BEIS), the Foreign, Commonwealth
and Development Office (FCDO), the Information Commissioner’s Office (ICO), and the
National Cyber Security Centre (NCSC).
Cross-border data flows
23. The regulation of cross-border data flows is a contentious policy issue. Governments have taken very
different approaches ranging from allowing and promoting the free flow of data to implementing extensive
data restriction and localisation measures. Personal data have become a resource that drives much economic
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activity online, and the way in which personal data are handled and used can raise concerns regarding privacy
and the security of information. The global nature of the internet means that personal data can be quickly and
easily transferred to parties in other jurisdictions, undermining domestic privacy goals when the personal data
of citizens flows to jurisdictions which do not offer comparable levels of privacy protection.xv Governments
may restrict the flow of data on the grounds that it is necessary for effective financial regulation or on national
security grounds. The way in which personal data are handled and used can raise concerns regarding privacy
and the security of information. The global nature of the internet means that personal data can be quickly and
easily transferred to parties in other jurisdictions, undermining domestic privacy goals when the personal data
of citizens flows to jurisdictions which do not offer comparable levels of privacy protection.xvi Many
governments restrict cross-border data flows in order to protect personal data, as well as for a range of other
reasons, ranging from financial regulation to national security.
24. The debate in the trade policy world is over the extent to which restrictions on data flows and data localisation
requirements are necessary for pursuing legitimate public policy goals, or unnecessary barriers to trade.
25. The US is a strong advocate of cross-border data flows and in its trade negotiations it seeks positive
commitments that governments will allow data flows, and to impose limits on the measures that governments
can use to regulate data flows, including on the grounds of privacy. US trade agreements do recognise the
need to protect personal information, but the provision are nowhere near as robust as those advocated by the
EU.
26. The EU has taken a very different approach and has only recently begun to negotiate provisions on data flows
in its trade agreements. In the EU, privacy and personal data of citizens and residents are protected as
fundamental rights.xvii The EU has not made broad positive commitments that it will permit data to flow
across borders out of concern that this would compromise its ability to implement the GDPR. Instead, it has
agreed to prohibit the use of specific types of measures (including data localisation) and insisted on an
extensive exception for privacy, which completely carves out privacy measures from the scope of the
agreement. The aim of these provisions is to promote cross-border data flows while ensuring the EU
unconditionally preserves its autonomy to regulate in the interest of data privacy, so that the GDPR is immune
from challenge.xviii
27. A key decision for the UK is whether, and to what the extent to stay aligned with the EU’s approach to data
regulation. There have been signals that the UK is seeking to move away from the EU’s approach and adopt a
more liberalising stance. The government’s new National Data Strategy includes a mission to “champion the
international flow of data” and the UK Prime Minister has indicated that data protection standards in the
United Kingdom are likely to diverge from the GDPR after Brexit.xix
28. The strongest sign that the government’s approach is shifting is found in the UK-Japan free trade agreement,
where the digital trade provisions are based on the CPTPP (to which Japan is a signatory) and which follow
the general pattern of recent US agreements.xx In the UK-Japan agreement, the Parties make a general
binding commitment to data flows and treats privacy as one possible consideration in the “legitimate
objective” exception. While Parties commit to upholding personal data protections, the UK-Japan agreement
does not set minimum standards. Notably, the UK commits in the UK-Japan agreement to maintain privacy
standards which will meet the tests of not imposing restrictions on transfers of information that are “greater
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than are required to achieve the objective” (art. 8.80 UK-Japan). The approach taken in the suggests that the
UK is heading broadly in the direction of the US approach to regulating cross-border data flows and privacy.
29. In stark contrast, the UK-EU text follows the EU approach: the UK tabled proposals on data flows based on
the CPTPP text and these were not accepted by the EU. In the UK-EU agreement, the Parties do not make a
positive general commitment to allow free-flow of data. Instead, they agree to prohibitions on a list of specific
data flow measures including data localisation, which will be kept under review (art. DIGIT.6 TCA). There is
an extensive exception for personal data protection measures that “Nothing in this Agreement shall prevent a
Party from adopting or maintaining measures on the protection of personal data and privacy, including with
respect to cross-border data transfers, provided that the law of the Party provides for instruments enabling
transfers under conditions of general application for the protection of the data transferred” (emphasis added)
where “conditions of general application” refer to “conditions formulated in objective terms that apply
horizontally to an unidentified number of economic operators and thus cover a range of situations and cases”
(art. DIGIT.7 TCA). While less expansively drafted than the EU’s initial proposals, provisions in the
UK-EU agreement provide far greater regulatory autonomy than the UK-Japan agreement and
CPTPP.
30. The UK needs to be careful in departing from the EU’s approach to cross-border data flows and privacy in its
trade agreements for two reasons. First, it is far from clear that the GDPR (to which the UK currently adheres)
would meet the necessity test stipulated in the UK-Japan agreement. While there are disagreements among
experts, the available evidence certainly suggests that the type of privacy exceptions found in the UKJapan agreement, the CPTPP, and recent US agreements may not be sufficiently robust to safeguard
the UK’s own GDPR and adequacy arrangements. Crucially, the EU has avoided making similar
commitments in its trade agreements out of concern that it may lead to its GDPR being challenged.
31. Second, departing from the GDPR would place the UK’s adequacy decision from the EU at risk. The EU is
yet to confer adequacy on the UK. Instead, the recent EU-UK trade agreement provides a six-month window
during which data can flow from the EU to the UK pending the outcome of the EU’s adequacy decision, so
long as the UK stays aligned with the EU GDPR.xxi To obtain adequacy, UK data protection standards must
remain equivalent to those provided by the GDPR. Experts have also raised concerns about the type of
commitments the UK has made in the UK-Japan agreement, arguing that if a country “commits to free crossborder data flows in a free trade agreement with yet other countries, it is risking its strategic ability to obtain a
finding of adequacy by the Commission”.xxii Indeed the European Data Protection Board (which leads on
adequacy assessments for the EU) any agreement concluded between the UK and the US would have to be
taken into account when assessing the level of protection of personal data in the UK, in particular to ensure
continuity of protection in case of onward transfers.xxiii
32. Moving away from the GDPR and losing adequacy would be extremely costly for the UK. A recent study
suggests that not obtaining EU adequacy would cost UK businesses between £1 billion and £1.6 billion in
additional compliance costs.xxiv The government has also stated that it is also “extremely important” for
effective UK-EU cooperation in law enforcement.xxv
33. It may be possible for the UK to move away from the GDPR and/or enter into commitments in trade
agreements on free flow of data and still obtain an adequacy decision from the EU. Japan has done this
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through a ‘work-around’, creating a two-tier data protection regime with different arrangements for personal
data originating from the EU and from within Japan, including in the area of onward transfers.xxvi However
the EU GDPR is widely regarded as the international gold standard for data protection and staying aligned is
widely supported by UK businesses and wider stakeholders.xxvii
34. To strengthen the UK’s overall approach on data flows and data localisation we recommend that the
Government:
i.

Carefully assesses its options and consults with stakeholders on data regulation and makes a
clear decision on whether to stay aligned with the EU’s GDPR. If the UK does wish to stay
aligned, then it would be prudent to insist on more robust exceptions for privacy measures in
its upcoming trade negotiations, including CPTPP, to ensure that the UK’s data protection
measures including its own data adequacy instruments are not at risk of challenge.

Internet access and content regulation / Net neutrality
35. Rules in trade agreements can have implications for the regulation of the internet access and online
content, including rules on network neutrality and on the liability of internet platforms for online
harms and illegal online content. Countries have adopted different network neutrality rules domestically. In
China, the government plays a leading role in the management of the internet traffic, and adopts filtering and
throttling mechanisms that limit access to services and websites considered illegal by the Chinese Communist
Party.xxviii In the US, the Federal Communications Commission (FCC) changed the rules on the classification
of internet service providers in 2017, which de facto repealed the principle of network neutrality in the
country.xxix Despite their importance to safeguard equal and non-discriminatory treatment of internet traffic,
provisions in trade agreements have not so far established rules on network neutrality.
36. Provisions in trade agreements that affect the regulation of internet content are likely to be more
contentious. Internet platforms that host user-generated content such as Facebook, YouTube, and Twitter are
usually considered intermediaries and not publishers of such content. From a public policy perspective,
concerns remain as to whether and how these companies should be legally responsible for online harms
(including child pornography and hate speech) and rights violations (including copyright infringement)
caused by the content they host. To address these issues, governments have developed intermediary liability
rules.
37. Experts largely disagree on the best way to approach intermediary liability and on how to strike the
delicate balance between the relevant public policy objectives at stake. These rules typically have three
main policy goals. The first is to protect internet users and prevent harms and criminal activity online; the
second is to promote fundamental rights such as free expression and information access; and the third is to
protect businesses and encourage economic growth and technical innovation. Balancing these objectives has
proven complicated. There are legitimate concerns regarding the procedures required to enforce some regimes
of intermediary liability, and the impact they could have on internet content moderation. Experts worry that
some liability models would provide incentives for platforms to use filtering tools and adopt review
procedures that are more likely to censor legitimate speech, with chilling effects for freedom of expression
online and access to information.xxx
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38. Governments around the world are under pressure to clamp down on online harms and the online
dissemination of illegal content and many countries – including in the UK, US, and EU – are currently
revisiting their domestic legislation on intermediary liability. In the UK, the government’s full response to
the Online Harms White Paper (OHWP) proposed the introduction of a statutory duty of care for internet
companies requiring platforms to take action to prevent the proliferation of illegal content and activity online.xxxi
In the US, section 230 of the US Communications Decency Act (CDA) limits the liability of internet
companies that host user-generated contents, such as Facebook and Twitter, for the behaviour of their users.
Adopted in 1996, CDA s. 230 is now highly contentiousxxxii and there has been recent calls to overhaul its
safe harbours.xxxiii The EU liability regime is currently under review and due to be replaced by the Digital
Services Act (DSA), which will introduce a new set of rules for online intermediaries and platforms.xxxiv The
new EU framework will require platforms that host user-generated content to implement a ‘notice-and-action’
mechanism, so that users can notify online intermediaries about potentially illegal online content or activities.xxxv
39. Rules limiting the liability of internet companies have been included in recent trade agreements and
need to be carefully drafted to ensure that they do not undermine proposals to regulate the moderation
of online content, including the UK plans to address online harms. The USMCA was the first US
agreement to include provisions explicitly modelled on the contentious section CDA s.230 (art. 19.17.2
USMCA).xxxvi The agreement was ratified and implemented whilst a heated debate regarding the efficacy of
the regime was unfolding domestically, as discussed above. This led experts to argue that internet companies
lobbied for the inclusion of this provision in the agreement to protect against domestic reforms.xxxvii In
contrast to the US, the EU has largely refrained from including liability provisions in trade agreements, and
when it has, they are less prescriptive than the US provisions and restricted to copyright infringements.
Consequently, the EU has largely preserved its regulatory autonomy with regards to conducting domestic
reforms in the liability regime. The UK has so far not signed up to any trade agreements that include general
rules governing the liability of intermediary service providers, but has taken a more proactive approach when
it comes to intellectual property rights, with the introduction of a specific intermediary liability regime for
copyright infringement in the UK-Japan agreement (Article 14.59 CEPA).
40. In trade negotiations going forward, provisions on intermediary liability deserve close analysis. The
government will need to carefully consider any interaction between trade policy and domestic regulation of
the internet, in particular when it comes to online harms policy. The UK will have to decide what is the right
balance between the competing policy goals and establish a robust domestic regime before signing up to any
commitments in future trade agreements that could restrict regulatory options.
41. To strengthen the UK’s overall approach on net neutrality, internet access and content regulation we
recommend that the Government:
i.

Ensures that commitments in international trade agreements on the liability of online
platforms are fully aligned with domestic laws and policies, in particular when it comes to
moderation of online content and online harms. The UK should establish a robust domestic
regime that considers the relevant trade-offs before signing up to any commitments in future
trade agreements that could restrict regulatory options.
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Intellectual property and algorithm disclosure
42. Provisions and exceptions in trade agreements establishing protections for intellectual property can have
relevant implications for regulations that aim to ensure accountability and oversight over emerging
technologies such as artificial intelligence, and can have an impact on innovation, including on policies that
support technology transfer and open-software.
43. There is a pressing need for well-defined rights and safeguards to regulate the deployment of
algorithmic decision-making tools. Despite the many benefits of algorithms and automated decision-making
systems, they give rise to relevant public policy concerns related to the risks of discrimination, including
gender-based and racial-based, and lack of fairness and accountability.xxxviii One recent example was the
controversy involving the use of algorithms to predict GCSE and A-level grades in the UK, that placed the
use of machine-learning and automated decision-making systems in the public spotlight.xxxix AI ethics
advocates argue that algorithms should be made visible enough to be inspected and understood, particularly
when they lead to decisions that have questionable or negative consequences,xl such as a job application
denial or a driverless vehicle accident.xli Experts have argued that, in order to protect individuals subject to
automated decision-making, citizens should have a ‘right of explanation’, by which the reasoning behind a
decision is presented to them.xlii
44. In recent years, a number of bilateral and regional trade agreements have included intellectual
property provisions that expand the scope of protections of trade secrets to explicitly cover software
and algorithms – which arguably would not be covered under the general WTO rules on trade secrets.xliii
Recent agreements negotiated by the EU have included provisions banning forced disclosure of source code
and software but have not gone as far as the language in US agreements to expressly include algorithms in the
scope of provision. The US provides extensive intellectual property protections in its recent trade agreements,
and the most extensive are found in the USMCA. It explicitly includes source code-related algorithms into the
subject matter of IP protection, in addition to just software protection. The USMCA does not including
balancing clauses that are found in other recent trade agreements. CPTPP text for instance introduced an
‘appropriate balance’ clause concerning copyright and related rights, as well as limitations and exceptions,
‘including those for the digital environment’ (art. 18.66 CPTPP). This provision, which is consistent with fair
use exceptions to copyright in the US and could allow for the use of copyright protected data to better train AI
systems.xliv
45. So far, the UK approach with regards to disclosure of source code, software, and algorithms is located
mid-way between that of the US and of the EU, negotiating relatively stringent intellectual property
rules for digital technologies, but including wider exceptions that are more similar to the ones found in
EU agreements and provide greater regulatory flexibility. In the UK-Japan agreement the UK
Government has agreed to ban mandatory disclosure of source code, software and algorithm expressed in that
software (art. 8.73 UK-Japan), but included exceptions to allow access to source codes and algorithms not
only by regulatory or judicial bodies, but also to protect national security, integrity of the financial system,
and a series of public policy objectives listed in the general exceptions (art. 8.3 UK-Japan). The UK-Japan
agreement also includes a novel provision banning the Parties from requiring access to cryptography
technology. The provision bans measures which require companies to transfer or provide access to any
proprietary information relating to cryptography, including the disclosure of a private key or algorithm
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specification (art. 8.86 UK-Japan). As cryptography is often a privacy-enhancing tool, this could be in the
benefit of consumers, but it is unclear what the UK Government rationale was in adopting this specific
provision. More recently, the UK-EU Trade and Cooperation Agreement (TCA) includes binding
commitments against the forced transfer of source code of software (art. DIGIT.12), but, in contrast to the
UK-Japan agreement, it does not explicitly mention algorithms. As with previous EU agreements, this
provision is subject to general exceptions, security exceptions, and prudential carve-out (Article DIGIT.4),
and the ban does not apply to disclosure requests made by court or administrative tribunal nor by regulatory
bodies.
46. Depending on how provisions banning forced disclosure of algorithms are drafted, and the scope of
their exceptions, they could potentially clash with existing proposals to improve algorithmic
accountability.xlv One the one hand, a flat-out ban on forced disclosure of source code, software and
algorithm could make it harder to obtain explanations for automated decisions (including machine and deep
learning) that affect individuals.xlvi On the other hand, full disclosure and ‘opening of the black box’ might
undermine intellectual property rights and would not necessarily be required in order for automated systems
to be accountable and to provide meaningful explanations to individuals.xlvii Striking the right balance
between these two policy objectives is a difficult task, in particular in light of the fast-pacing nature of
emerging technologies such as AI. As technology landscape surrounding AI is constantly evolving, a central
issue is to figure out a priori what type of information will be needed to police algorithms.
47. Prohibitions on disclosure of source code, software, and algorithms can also have important
implications for access to technology, market competition, and open-source software. These rules have
gained particularly relevance in light of growing concerns with governments’ domestic policies requiring the
disclosure of trade secrets as a condition to operate in some industries – a common policy in China.xlviii While
the stated goal of these rules is to promote innovation by protecting firms’ IP, provisions seeking to prohibit
source code disclosure without appropriate limitations and exceptions can in fact choke access to technology
that is essential to innovation, especially in less industrialised countries.xlix As source code constitutes an
integral component of digital technologies, provisions prohibiting their transfer can effectively prevent the
transfer of technology altogether, a problem which is even more acute for developing countries.l Another
concern is that closing access to source code and software can stifle competition and create incentives for
concentration in software markets and industry, by locking buyers into proprietary software. Further,
provisions aimed at maximising the protection of intellectual property could inhibit the use or promotion of
free and open-sourced software (FOSS) domestically, a relevant public policy instrument which governments
should not be too hasty to relinquish. In fact, the UK Government has been a pioneer in creating open-source
software, and there is concern that trade agreement provisions could lead to challenging types of public
procurement seen as preferring open source.li
48. To strengthen the UK’s overall approach on intellectual property and algorithm disclosure we recommend
that the Government:
i.

Conducts and makes publicly available detailed analysis on the implications of provisions
regulating the disclosure of source code, software, algorithms and cryptography in trade
agreements. The UK Government should ensure its commitments in trade agreements are
sufficiently robust to safeguard its ability to regulate new technologies (including the ability to audit
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and hold algorithms accountable), and strike an appropriate balance between protecting the
intellectual property of companies and promoting other relevant public policy objectives, including
access to technology, market competition, and open-source software.
Electronic commerce and consumer protection
49. The main question regarding consumer protection in digital trade is how ambitious the UK wants to be in
terms of the coverage of e-commerce provisions and strength of consumer protection provisions
(including promotion of a secure and safe internet, and consumer redress for cross-border digital
transactions). Consumers in many countries are wary of engaging in online transactions, particularly when
they are cross-border, out of concern that transactions and delivery are less secure, and remedies do not exist
for when something goes wrong. Online consumer protection rules have the potential to regulate the ‘prepurchase’ stage (including advertising, information requirements, unfair commercial practices, etc.), the
‘purchase’ stage (including unfair contract terms, online payment security, etc.) and the ‘post-purchase’ stage
(including dispute resolution, redress requirements, etc.). While many countries have consumer protection
laws for online transactions, regulatory approaches vary. Some governments rely on industry self-regulation
and market supervision by consumer associations while others regulate more explicitly, adopting laws and
regulations that provide e-consumers with rights regarding the return and cancellation of goods and services,
and relating to the protection of data privacy.lii
50. The UK has so far not been particularly ambitious, and has opted to simply follow the EU’s fairly
minimalist approach. In the TCA, the UK proposed weaker language than the EU, and the final text largely
reflects the EU proposals. The TCA stipulates in detail the nature of the consumer protection measures that
the Parties will adopt. These include measures that “proscribe fraudulent and deceptive commercial
practices”; “require suppliers of goods and services to act in good faith and abide by fair commercial
practices, including through the prohibition of charging consumers for unsolicited goods and services”;
“require suppliers of goods or services to provide consumers with clear and thorough information”; and “grant
consumers access to redress for breaches of their rights, including a right to remedies if goods or services are
paid for and are not delivered or provided as agreed” (art. DIGIT.13 TCA). The Parties also “recognise the
importance of entrusting their consumer protection agencies or other relevant bodies with adequate
enforcement powers” and the importance of cooperation between these agencies to protect consumers and
enhance online consumer trust (art. DIGIT.13 TCA). These provisions are stronger than in the UK-Japan
agreement, which simply replicated the minimalist approach of the EU-Japan agreement (art. 8.79 UK-Japan).
51. To strengthen the UK’s overall approach on electronic commerce and consumer protection we recommend
that the Government:
i.

Pioneers a far more robust approach to consumer protection, working with other countries
including New Zealand, Canada, and Singapore. Specific regulation on electronic commerce
and consumer protection would foster digital trade by ensuring consumers can have legal
certainty and ways to pursue redress, improving consumer trust in digital trade. To ensure such
provisions strike an optimal balance between competing interests, broader participation and informed
public debate with civil society organisations, businesses and other stakeholders is highly
recommended.
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Digital Services Taxes (DSTs)
52. Digital services taxes are an increasingly contentious topic that require more expert and policy
considerations. In the past few years, governments have started to introduce taxes on the provision of digital
services, including Austria, Brazil, Czech Republic, France, India, Indonesia, Italy, Spain, Turkey, and the
UK.liii The UK introduced a digital services tax in April 2020, a tax of 2% on revenues made by large
platforms that service UK-based users. It applies to businesses which provide social media platform, search
engine, or online marketplace services which have global revenues of more than £500m a year and UK
revenues of more than £25m a year.liv The rationale for these taxes is that internet platforms should pay tax
not only where they are located, but also where they make their profits (i.e. where their users reside).lv
53. Digital services taxes are likely to be key in the context of trade negotiations with the US, with US
senators warning that the UK’s digital sales tax could derail trade negotiations.lvi The US, which is home
to many of the world’s largest digital services companies, has strongly opposed the introduction of digital
services taxes. In 2020, it launched an investigation into several countries’ digital services taxes, including the
UK’s. In January 2021, the USTR reported that the UK’s digital services tax was inconsistent with the
principles of international taxation.lvii No tariffs or similar retaliations have been applied against the UK yet,
however.
54. Some experts argue that the UK digital services tax may contravene GATS obligations on nondiscrimination.lviii Specifically, the ‘low profit’ threshold for exemption might be incompatible with GATS
national treatment obligations, as UK-based companies would have a more favourable treatment than foreignbased companies. Similarly, as the tax only applies to companies of a certain economic size, it could be de
facto discriminatory if all or most of the companies subject to it were foreign-based,lix though it is still unclear
whether that is indeed the case.
55. As the UK negotiates free trade agreements with other countries, and looks to accede to the CPTPP, care will
need to be taken to ensure that the commitments it makes are compatible with the design of its digital services
tax. The UK might consider including stronger tax exceptions. For instance, the general exception for tax
measures in the UK-Japan agreement replicates the provision in the EU-Japan agreement, which is less
extensive than the tax carve-outs in DEPA and CETA.
56. To strengthen the UK’s overall approach on digital services taxes we recommend that the Government:
i.

Designs its digital services taxes to ensure they are in line with the UK’s international trade,
investment, and taxation obligations. An active diplomatic strategy is needed to defend the
UK’s use of digital services taxes in light of the recent USTR finding that its current design
discriminates against US companies.

Limitations imposed by domestic and international law
57. Several existing domestic and international law commitments limit what the UK Government might
agree upon in matters of digital trade. These include the UK’s obligations under international trade law,
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international tax law, international human rights law and international environmental law, as well the Data
Protection Act 2018 and the UK’s Digital Services Tax (DST). This is a non-exhaustive list, however, the
main aspects of which will be flagged below.
58. Even though existing multilateral trade rules were negotiated when digital trade was in its infancy, they
nonetheless have implications for digital trade as they are technologically neutral. This means that
commitments made under the General Agreement on Trade in Services (GATS) and the General Agreement
on Tariffs and Trade (GATT), including the prohibition of discriminatory treatment (most favoured nation
obligations and national treatment obligations), apply regardless of the means through which the good or
service is delivered, digital or otherwise. However, there is no consensus as to whether digital services that
did not exist at the time of adoption of such instruments (such as cloud storage or music streaming) are
covered by existing commitments.lx
59. The WTO Moratorium on customs duties on electronic transmissions, as the name suggests, currently
prohibits the application of customs duties on electronic transmissions as a matter of practice. The
WTO Moratorium was agreed in 1998 for a period of two years, so as to encourage the emerging digital
aspect of global trade,lxi and has been renewed at every Ministerial Conference since.lxii However, the
definition of the term ‘electronic transmissions’ has never been agreed and is disputed, so the scope of this
obligation remains unclear.lxiii While there is general agreement that the WTO Moratorium applies to digitally
delivered products and does not apply to domestic and internal taxes, there are major disagreements on
coverage and on whether it should be made permanent. The UK has declared itself a strong supporter of the
WTO Moratorium and is calling for it to be made permanent.lxiv
60. The International Covenant on Civil and Political Rights (ICCPR, Art 17), the Convention on the
Rights of the Child (CRC, Art 16), the Universal Declaration of Human Rights (UDHR, Art 12) and the
European Convention on Human Rights (ECHR, Art 8) require that the UK Government respect,
protect and fulfil the fundamental human right to privacy. These international obligations are also
applicable on the digital realm,lxv and could be breached by digital trade commitments to the extent that they
imply undue limitations or flexibilizations regarding the privacy of UK citizens (for instance, by facilitating
data flow to countries with low data protection standards). In this regard, the UK Data Protection Act 2018
also establishes relevant practical obligations on how to respect, protect and fulfil UK citizens’ right to
privacy, which must be taken into account when signing free trade agreements.
61. The UK’s international environmental and climate change law obligations should also be taken into
consideration when negotiating or acceding to trade agreements. More digital trade might imply more
imports and exports of physical goods, which in turn rise carbon emissions. New developments promoted by
digital trade, such as the mining of cryptocurrencies, are also extremely energy intensive, and usually takes
place in countries like China,lxvi where non-renewable energy matrixes are still largely used. This is especially
relevant as the UK has committed, under its Paris Agreement Nationally Determined Contributions
(NDCs), to ‘reduce economy-wide greenhouse gas emissions by at least 68% by 2030, compared to 1990
levels’.lxvii In order to comply with its international environmental obligations and its Paris Agreement
emission reduction targets, the UK should consider how to offset the environmental impacts of the growth in
trade (e.g. environmental tax). The inclusion of such provisions in trade agreements might be desirable to
ensure environmental compliance in the context of digital trade.
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