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Information on the respondents
Professor Basil Germond is chair in International Security at Lancaster University with over 20 years of experience as a researcher in naval and maritime affairs. He has widely published on maritime security and geopolitics, threats landscape at sea, seapower, navies, climate security, and the maritime dimension of the UK’s security. He has advised Parliament and Government on these topics. This evidence is based on his academic knowledge and understanding of the issue and is given in a personal capacity[footnoteRef:2].  [2:  Lancaster University webpage of Professor Basil Germond.] 

Executive summary
· Except for question 1 (i.e. the definition of economic security), this evidence focuses on the maritime dimension of the UK’s economic security.
· The UK’s economic security and the functioning of the state depends on a safe and secure global maritime supply chain (i.e. sea lanes of communication, ports) and undersea infrastructure (i.e. communication cables, energy connectors, pipelines).
· The UK’s dependence on the global maritime supply chain and undersea infrastructure creates vulnerabilities that can be exploited by adversaries. 
· Below-the-threshold activities in the maritime domain, such as sabotage of undersea cables, are plausibly deniable both diplomatically and legally because the sea is a vast expanse of water that is hard to monitor and prone to jurisdictional ambiguity making it difficult to ascertain responsibilities and accountability.
· Risk synergies will further increase vulnerabilities in the coming two decades: for instance, climate change-induced extreme weather events can combine with malicious attacks, resulting in increased risk to critical infrastructures such as port terminals and cable landing stations.
· Adversaries benefit from the emergence of disruptive technologies that provide asymmetrical attack vectors to disrupt the global supply chain and communication and energy networks.
· Addressing current and projected threats requires 1) developing a strategy to respond effectively to malign activities in the ‘grey zone’ to deter perpetrators and prevent deniability, and 2) partnering with the private sector in a mutually beneficial way.
· Note that this evidence should be read alongside two evidence submitted by the author to the Joint Committee on the National Security Strategy: one published in 2024 on “The UK’s economic security”[footnoteRef:3] and one submitted in 2025 on “Undersea cables” (not published at the time of writing)[footnoteRef:4]. The questions asked in these inquires have similarities (and so have my answers to them), which demonstrates the recuring need to address pressing economic security challenges.  [3:  Basil Germond (2024), Written evidence in response to the Call for evidence: “The UK’s economic security”, Evidence submitted to the Joint Select Committee on the National Security Strategy, UKE0001, 31 January 2024,  https://committees.parliament.uk/writtenevidence/127333/pdf/.]  [4:  Inquiry’s webpage: https://committees.parliament.uk/work/8879/undersea-cables/.] 

1. How should the UK Government define “economic security”?
1.1. Suggested definition:
Economic security should be understood as “A guaranteed and enduring access to the resources, goods, data, and underlying supply chains needed to sustain and improve the UK’s economic prosperity, national security as well as the functioning of the state and the British way of life. This requires sovereign capabilities, a secure and stable global supply chain, and reliable digital communication infrastructures”.
1.2. Advantage of this definition:
This definition has the advantage of clarifying what needs to be secured, why this is critical and how to achieve it: 1) the UK needs a secured and sustained access to resources, goods and data; 2) this access is critical to sustain and improve economic prosperity, national security and the functioning of the state; and 3) this necessitates sovereign capabilities but also a secure and stable global (maritime) supply chain and digital communication infrastructures.
The suggested definition does not compartmentalise sovereign capabilities and a secure global supply chain nor material elements (e.g., access to resources) and digital elements (e.g., access to data). Instead, this definition accounts for the full spectrum of risks and threats to the UK’s sovereign capabilities and supply chain from sabotage to extreme weather events.
2. What are the main economic security threats, and what principles should underly the UK’s response to them?
2.1. Critical economic security threats:
2.1.1. Disruptions of the global (maritime) supply chain and undersea infrastructure (whether accidental or not) affecting the supply of key resources (energy, minerals, critical components), the flow of data and communication, and the flow of traded goods.
2.1.2. The cumulation of, and synergies between, risks and threats, especially extreme weather events and malicious activities.
2.2. Priorities for HM Government (HMG) to respond to economic security threats:
2.2.1. Economic security at/from the sea: HMG should prioritize the defence of the UK’s critical maritime infrastructure (CMI), including undersea infrastructure (for both communication and energy), ports, global sea lanes of communication, and more broadly the global maritime supply chain and, at a systemic level, the global maritime order on which the UK’s security and prosperity depends.
2.2.2. Risk synergies: HMG should plan for the cumulative and synergistic effects of various risks and threats to the UK's economic security. For example: the effects of climate change such as extreme weather events combining with geopolitical threats such as sabotage will make the UK’s critical infrastructure more vulnerable at certain points in time. Synergistic risks can lead to “Black Swan” events[footnoteRef:5], a saturation of the UK’s resilience capabilities, or chronic economic insecurity, for instance if this results in an enduring inability to procure critical resources. Ensuing vulnerabilities can be exploited by adversaries. Addressing risk synergies requires a better understanding of the underlying mechanisms at play[footnoteRef:6]. [5:  Terje Aven (2013), “On the meaning of a black swan in a risk context”, Safety science, Vol.57, pp.44-51, https://doi.org/10.1016/j.ssci.2013.01.016. ]  [6:  Gianluca Pescaroli and Alexander David (2018), “Understanding compound, interconnected, interacting, and cascading risks: a holistic framework”, Risk analysis, Vol.38, No.11, pp.2245-2257, https://doi.org/10.1111/risa.13128. ] 

3. What are the challenges of new technologies for economic security, and how can the UK’s economic security be resilient in the face of technological change?
3.1. Dependence on communication and data flows: 
The speed, pace and extent of the digitalization of the economy means that the dependence on the constant flow of data via undersea cables is critical to the UK’s economy and to the functioning of the state. States overwhelmingly rely on undersea cables because the capacity of communication satellites to handle large volume of data flows is limited[footnoteRef:7]. The dependence on undersea infrastructure translates into vulnerabilities in case of accidental or intentional disruptions: the UK 2025 National Risk Register stresses that in case of a total loss of the transatlantic communication cables “there would be considerable disruption to the internet, to essential services that rely upon offshore providers of data services (including financial services), and potentially to supply chain management and payment systems”[footnoteRef:8].  [7:  Jonas Franken, Thomas Reinhold, Lilian Reichert and Christian Reuter (2022), “The digital divide in state vulnerability to submarine communications cable failure”, International Journal of Critical Infrastructure Protection, Vol.38, https://doi.org/10.1016/j.ijcip.2022.100522. Also note that data transmitted via satellites are vulnerable to interception and diverse attack vectors, see Pietro Tedeschi, Savio Sciancalepore, Roberto Di Pietro (2022), “Satellite-based communications security: A survey of threats, solutions, and research challenges”, Computer Networks, Vol.216, https://doi.org/10.1016/j.comnet.2022.109246.]  [8:  HM Government (2025), National Risk Register 2025 edition, National Risk Register - 2025 edition, p.60.] 

3.2. Communication-energy infrastructure nexus:
The UK’s economy and the functioning of the state rely on the operations of two critical networks: the communication network (both physical and digital) and the energy network. These two networks are interdependent. Both networks are vulnerable to sabotage, accidents and extreme weather events. The cumulation of risks and threats to these networks increases vulnerability. The recent example of the North Hyde Electricity Substation incident is the latest in line to demonstrate that the disruption of one system (in this case, the energy network) can have disproportionate impacts on another system (in this case, air transport)[footnoteRef:9]. A combination of sabotage and extreme weather events impacting on both undersea cables, landing stations and their power supply stations as well as on land cables and energy connectors, can have catastrophic impacts over a sustained period, leading to serious damage to the UK’s economy and security. [9:  Department for Energy Security & Net Zero (2025), “NESO review into the North Hyde Substation outage: terms of reference”, 28 March 2025, https://www.gov.uk/government/publications/review-into-the-north-hyde-substation-outage-terms-of-reference. ] 

3.3. Asymmetry:
New and emerging technologies grant adversaries and criminals with asymmetrical attack vectors, i.e., the cost of an attack (e.g., Houthis’ drones targeting commercial shipping in the Red Sea, sabotage of communication cables in the Baltic Sea) is much smaller than the cost of the damages caused by the attack and of the response needed to address or deter the attacks (e.g., naval deployments). In other words, adversaries’ use of new and emerging technologies to disrupt the global supply chain and communication infrastructure in a cost-efficient way constitutes a threat to the UK’s economic security, particularly in the maritime domain. 
4. How to strengthen the UK’s economic security regime?
4.1. A strategy to deal with below-the-threshold activities in the grey zone:
Considering the UK’s dependence on infrastructures and flows that can be disrupted by malign actors denying their responsibility, HMG should develop a new strategy and operating principles to respond to below-the-threshold attacks in the grey zone, especially in regard to undersea infrastructures and sea lanes of communication. Indeed, the aim is to cancel adversaries’ ability to deny responsibility, whether diplomatically or legally.
4.2. Whole-of-government Economic Security Strategy 
Economic security necessitates domestic resilience and sovereign capabilities but also the capacity to deter malign actors and respond to disruptions at the global level. Thus, economic security depends on an efficient whole-of-government approach. Indeed, almost all the main ministries have a role to play: Defence, Foreign, Commonwealth and Development Office, Home Office, Business & Trade, Energy Security & Net Zero, Science, Innovation & Technology, Transport, and others, as well as many agencies. To rationalize and coordinate approaches, these stakeholders would benefit from the launch of an Economic Security Strategy that would give them direction. It would also be beneficial to set up an Economic Security Advisory Council or Expert Committee to advise on economic security questions across the board.
4.3. Private sector
The private sector is a key actor to secure the global (maritime) supply chain and communication and energy networks, whether through imposing sectoral norms and standards, sharing best practices, investing in secure systems, complying with existing guidance, and helping the public sector to prevent and address crimes and malign activities. For instance, communication cable owners and operators are instrumental in making networks more resistant, resilient and redundant to complement state efforts in deterring and responding to attacks. Similarly, shipping companies, maritime insurances, and port authorities can develop and impose stricter standards to help addressing the issue of ‘shadow fleets’ and ‘ghost ships’.
4.4. International partnering
Economic security requires both sovereign capabilities (inward looking) and a secure global supply chain (outward looking). This is why partnering is a balancing act. The UK cannot secure the global (maritime) order, supply chain and undersea infrastructure on its own. But HMG needs to retain some sovereign leverage, independently of partners. For instance, the Royal Navy grants HMG with the option of a global instrument of power able to intervene in defence of the UK’s global interests in partnership with like-minded navies and independently if necessary.
5. Suggested questions to HM Government
5.1. To what extent will the forthcoming Strategic Defence Review and the next iteration of the Resilience Framework cover economic security considerations? And is there a plan to complement them with an Economic Security Strategy?
5.2. What are the lessons learned from the North Hyde Electricity Substation incident in terms of resilience of interconnected systems, in particular energy and communication?
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