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Distributed Fibre Optic Sensing: Revolutionising Undersea Infrastructure Protection
The Challenge
The UK's digital lifeline depends on approximately 60 undersea cables that carry 99% of our international data traffic. These critical assets face increasing threats from natural events, accidents and deliberate sabotage. As global tensions rise, there is growing concern about potential hostile actions against this vital infrastructure by state actors.
An Innovative Solution: Distributed Acoustic Sensing (DAS)
A transformative technology exists that could dramatically improve the security of undersea infrastructure. Distributed Acoustic Sensing (DAS) uses the optical fibres already present within undersea cables to create an extensive network of highly sensitive detectors capable of monitoring these assets in real time.
Comprehensive Undersea Infrastructure Protection
It's crucial to recognise that optical fibres are not limited to telecommunications cables alone. They are commonly integrated within a wide range of undersea infrastructure, including:
· Electrical interconnector cables between countries
· Offshore wind farm export cables connecting to shore
· Offshore wind array cables connecting turbines
· Oil and gas pipeline monitoring systems
This extensive network of fibre-enabled infrastructure creates an opportunity to develop a comprehensive protective monitoring system across our maritime domain. By leveraging these existing optical fibres, the U.K. can significantly expand monitoring capabilities without the need for new dedicated sensor deployments.

How DAS Works
DAS technology transforms ordinary optical fibres into sophisticated sensors without any physical modification to the cables. The system works by:
1. Connecting an opto-electronic interrogator to a single, existing optical fibre, within a cable, at the landed end
2. Injecting pulsed laser energy into the fibre
3. Analysing the naturally occurring "backscattered" light that returns
4. Detecting minute vibrations and strain changes anywhere along the cable's length
This remarkable approach effectively converts hundreds of kilometres of undersea cable into a continuous sensor array, with detection points every few metres. The system can pinpoint events with exceptional accuracy, detecting disturbances such as:
· Anchor drags and fishing gear
· Seismic activity and natural seafloor changes
· Deliberate interference attempts
Integrated Maritime Defence
What makes DAS particularly powerful is its ability to integrate with existing maritime monitoring systems. By combining DAS with Geographic Information Systems (GIS), Automatic Identification Systems (AIS), and satellite data, we can create a comprehensive defensive network capable of identifying both accidental and intentional threats to undersea infrastructure. The U.K. may have additional undersea sensing systems for national defence that might also be integrated to further enhance the sensitivity and accuracy of such a network.
Advantages of DAS
· Cost-effective: Utilises existing fibre networks across multiple infrastructure types
· Non-invasive: Requires no modification to undersea cables or pipelines
· Extensive coverage: Monitors entire routes continuously, creating a mesh of protection
· Precise: Detects events with metre-level accuracy
· Real-time: Provides immediate alerts and monitoring
· Versatile: Applicable across telecommunications, power, renewable energy and hydrocarbon transport systems

The Path Forward
The UK has a unique opportunity to lead in implementing this technology to protect its diverse undersea infrastructure. By leveraging the optical fibres within telecommunications cables, power interconnectors, offshore wind cables and pipeline systems, an integrated defensive network with unprecedented coverage can be created.
With commercial components already available, a comprehensive detection and monitoring system can be achieved, well within the next decade, significantly enhancing maritime security posture while protecting the critical energy, data and resource connections that underpin the economy.
This approach not only addresses immediate security concerns but positions the UK as a global leader in undersea infrastructure protection—a critical capability in an increasingly interconnected world.
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