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Introduction 

Digital trade is increasingly important for the UK economy: roughly 25% of all UK 

trade in services and goods was digitally delivered in 2019,v a percentage that has 

likely grown due to the pandemic. The UK-Singapore DEA is the first dedicated 

digital economy agreement signed by the UK,vi and has been widely advertised as 

‘the world’s most comprehensive’ agreement on the topic. vii  The 49-page 

agreement is a actually an amendment to the UK-Singapore FTA that was signed 

in 2020, replacing the e-commerce section of that agreement entirely, and 

amending other sections in the areas of customs and trade facilitation and financial 

services (Art.2).  

Alongside the DEA text, the UK and Singapore have entered into three Memoranda 

of Understanding, focussed on digital identities cooperation, viii  digital trade 

facilitation,ix and cybersecurity cooperation.x The nature of these commitments, 

although non-binding, is reminiscent of the dynamic found in framework 

conventions - where the bulk of the substantive commitments are not agreed upon 

from the start. There is thus a risk that actual regulation will take place via MoUs, 

which are less accountable and provide less opportunities for public participation 

and Parliamentary oversight than formal treaties, such as free trade agreements.xi 

Due to the extensive scope of the digital provisions and the unusual structure of 

the agreement, it is important that the UK-Singapore DEA is properly scrutinised 

by Parliament.  

In this note we examine the digital provisions in the UK-Singapore DEA, explain 

how they differ from previous UK trade agreements, and highlight possible public 

policy implications. We also discuss the content of the MOUs. Our headline findings 

are that: 

• The UK-Singapore DEA is the UK’s most extensive agreement on 

digital trade so far, and arguably the most extensive digital trade 

agreement in the world. It builds upon other recent agreements, notably 

the Australia-Singapore Digital Economy Agreement (2020) and the UK-

Australia FTA (2022) (see Table 1). It includes novel provisions such as 

articles on Logistics (Art. 8.61-C), Lawtech cooperation (Art. 8.61-T), and 

Digital Inclusion (Art. 8.61-P) and is the first agreement to specifically 

mention the issue of decent work in the digital economy. It also goes further 



than previous UK agreements in areas such as digital identities, e-invoicing, 

electronic authentication, online safety, competition policy, and digital 

standards and conformity assessment.  

• The agreement has implications for UK digital economy policy in a 

range of areas including data protection, online safety, regulation of digital 

technologies such as AI and Internet of Things, digital identities, and cyber 

security. Careful analysis and evaluation of the provisions is important for 

ensuring consistency between the text of the treaty and areas of existing 

or proposed domestic policy, to ensure that commitments in the UK-

Singapore DEA strike an appropriate balance between different policy 

objectives such as enabling free flow of data and ensuring high levels of 

personal data protection, and promoting innovation while also ensuring 

ethical use of new technologies. In some areas there are concerns that 

commitments are too narrow and specific to ensure effective policymaking 

and may unduly restrict the government’s future ability to regulate fast-

moving technologies. 

• The agreement focuses on promoting digital trade and the adoption of 

digital technologies in the UK and Singapore, through commitments by the 

UK and Singaporean governments to refrain from imposing some forms 

of regulation in future (such as data localisation) and by promoting 

inter-operability between regulatory frameworks. In some areas of digital 

economy regulation, the Parties agree to work towards regulatory 

alignment and mutual recognition, including in digital identities, e-

authentication, and Internet of Things.  

• Compared with previous UK agreements, the UK-Singapore DEA makes 

modest steps forward in promoting consumer interests, labour 

protections and digital rights although stops short of making strong and 

specific commitments in most cases. Notably the UK-Singapore DEA is the 

first trade agreement to mention the issue of labour protection in the digital 

economy. This is important as more than 4 million people work in the gig 

economy in the UKxii and there are widespread concerns about gig economy 

employment practices. It is the first UK agreement to include articles on 

online safety and promoting competition in the digital economy, to explicitly 

acknowledge some challenges associated with new technologies such as 

unintended bias in the use of AI, and to mention the use of data trusts as 

a mechanism for improving data sharing. However, the Parties stop short 

of making strong commitments in these areas, and in the area of open 

internet access, the commitments are weaker than previous UK 

agreements. 

• Like previous agreements there are strong provisions on cross-border data 

flows. These are accompanied by a small change in the legal drafting 

of the article on personal data protection which may reduce the risk of 

downward pressure on UK standards on personal data protection. However, 

it is striking that the UK has not followed the EU’s path in negotiating more 

robust protections for its personal data regime, and the UK will also need 



to exercise caution that any data adequacy decision for Singapore does not 

undermine its own data adequacy with the EU. 

• The agreement places substantial emphasis on enhancing 

government-to-government cooperation in the digital economy, 

which is important given the rapid evolution of digital technologies and the 

challenges governments face in developing policy that. However, 

stakeholder engagement processes remain weak. In the negotiation 

of the agreement the UK government had a specific mechanism for 

consulting with UK businesses - the Trade Advisory Group on telecoms and 

technology – but there was no analogous mechanism for consumer groups, 

digital rights groups, or labour organisations (instead they had to rely on 

more general consultative committees). The UK-Singapore DEA agreement 

creates a Digital Economy Dialogue with the express aim of promoting 

stakeholder engagement but the language is vague and although it ‘may 

include participation from other interested stakeholders, such as 

researchers, academics, and industry’ no mention is made of consumer 

groups, digital rights groups, or labour unions as potential participants. 

 

Issue 1: Trade facilitation (customs duties, e-signatures, e-contracts, e-

authentication, e-payments, paperless trading) 

A series of provisions in the UK-Singapore DEA aim to make it easier for all types 

of business to leverage digitalisation to facilitate their cross-border transactions. 

Parties commit not to impose customs duties on electronic transmissions (Art 

8.59); to try an implement ‘paperless trade’ whereby all customs and other 

trade compliance paperwork can be completed digitally (Art 8.61-B); to ensure 

that contracts made by electronic means have equivalent effect to their paper 

counterparts and to facilitate the use of digital transferable records (Art. 8.60); 

to facilitate the use of e-authentication and electronic trust services (Art 

8.61) by ensuring that electronic forms of signature have equivalent legal effect 

to their paper counterparts, ensuring parties to a transaction are free to decide 

the form of authentication (subject to a limited exception), and promoting 

interoperability of e-authentication methods; to promote compatibility between 

their regulatory regimes for digital identities (Art 8.61-S); to promote 

interoperability between their respective e-invoicing systems, and promote this 

internationally (Art 8.61-A); to support cross-border e-payments by promoting 

adoption of international standards, interoperability, and encouraging innovation 

and competition (Art 8.54-A); and to implement a single window enabling traders 

to submit documentation or information required for the exportation, importation 

and transit of goods through a single entry point (Art 6.13).  

In general, the commitments ‘bind’ existing practice (e.g. in the area of customs 

duties) and promote cooperation rather than oblige either Party to make 

significant changes to existing practice. The provisions generally reflect the 

requests of UK businesses keen to ensure they can conduct cross-border business 

transactions without needing to use paper documents, and ensure interoperability 



so that they can use the same forms of electronic processes in different 

jurisdictions (e.g. e-signatures, digital identities).  

The provisions on digital trade facilitation are more extensive than previous UK 

agreements (Table 1). The agreement contains a novel article on logistics (Art 

8.61-C) although it aims to ‘share best practice and general information’ rather 

than making specific policy commitments. In the UK-Singapore DEA the parties 

will share information on last-mile deliveries, including ‘on-demand and dynamic 

routing solutions; the use of electric, remote controlled and autonomous vehicles; 

facilitating the availability of cross-border options for the delivery of goods, such 

as parcel lockers; and new delivery and business models for logistics’ (Art 8.61-

C). The aim is to make last-mile delivery cheaper and more efficient. To reduce 

costs, logistics companies have been experimenting with last-mile delivery by 

autonomous drones and delivery to parcel lockers, Singapore is rolling out a 

national network of parcel lockers that will be open to all logistics companies and 

e-commerce platformsxiii, while both the UK and Singapore have been running 

trials of delivery drones. It is noteworthy that the focus of the article is on 

efficiency and makes no mention of wider public policy objectives such as 

addressing pollution and congestion, the privacy implications of drones, or working 

conditions in the logistics sector.  

In other areas of trade facilitation, commitments on digital transferable records 

are slightly stronger than the commitments found previous agreements, with 

parties committing to ‘endeavour to establish a legal framework governing 

electronic transferable records consistent with the UNCITRAL Model Law on 

Electronic Transferable Records 2017’ (Art. 8.60). The provision is in line with 

requests from UK businesses which expect substantial efficiency gains, including 

for SMEs and recent draft legislation in the UK.xiv On electronic authentication, 

the Parties ‘shall encourage the use of interoperable electronic authentication and 

work towards the mutual recognition of electronic authentication and electronic 

digital signatures’ rather than simply ‘recognise the benefits of working towards 

mutual recognition’ (Art 8.61). Wording is also slightly stronger in digital 

identities with more details on how the Parties may cooperate to promote 

compatibility and interoperability (Art 8.61-S), and in e-invoicing where the text 

incorporates language found in the Australia-Singapore DEA and explicitly 

mentions Peppol ‘each Party shall take into account international frameworks 

when developing measures related to electronic invoicing, such as Peppol’ (Art 

8.61-A). 

The MOU on digital trade facilitation goes into more detail in these areas and sets 

out three projects to be carried by the UK and Singapore: (i) a pilot project for 

electronic transferable records to transfer simulated transferable electronic 

bills of lading; (ii) a project on e-invoicing information exchanges and capacity 

building, aimed at learning and exploring the benefits of using common standards 

(e.g. Peppol) for e-invoicing; and (iii) an e-invoicing pilot project between 

companies/organisations with cross-border transactions, aimed at demonstrating 



the benefits of e-invoicing to encourage adoption of common standards (e.g. 

Peppol) by companies in both Participants’ territories.  

In the UK-Singapore DEA text, the UK has made its most ambitious commitment 

on digital identities, going beyond what it had agreed in the UK-Australia FTA 

to also include a commitment to facilitate the development of ‘comparable 

protection of digital identities under each Party’s respective legal frameworks, or 

the recognition of their legal effects, whether accorded autonomously or by 

agreement’ (Art. 8.61-S.2(b)).  

 

Table 1: Comparison of UK-Singapore DEA provisions on digital trade with other recent agreements 

Provision UK-SG 

(2022) 

UK-NZ 

(2022) 

UK-AUS 

(2021) 

UK-JPN 

(2020) 

AUS-SG 

(2020) 

CPTPP 

(2018) 

 Issue 1: Trade Facilitation  

 

 

Customs duties (e-transmissions) 
✓ ✓ ✓ ✓ ✓ ✓ 

Paperless trade 
✓ ✓ ✓ - ✓ (✓) 

Electronic contracts  
✓ ✓ ✓ ✓  - - 

Electronic transferable records 
✓ ✓ ✓ - ✓ - 

E-authentication and trust services 
✓ ✓ ✓ ✓ ✓ ✓ 

Digital identities 
✓ ✓ ✓ - ✓ - 

E-invoicing systems 
✓ ✓ ✓ - ✓ - 

E-payments 
✓ - ✓ - ✓ (✓) 

Logistics 
✓ - - - - - 

 Issue 2: Cross-border data flows 

Free flow of data & data localisation 
✓ ✓ ✓ ✓ ✓ ✓ 

Personal information protection 
✓ ✓ ✓ ✓ ✓ ✓ 

Financial data (free flow & localisation) 

  
✓ ✓ ✓ ✓ (✓) - 

Open government data 
✓ ✓ ✓ (✓) ✓ ✓ 

Data innovation 
✓ ✓ ✓ - ✓ - 

 Issue 3: Innovation and regulation of new technologies 

Source code disclosure 
✓ - ✓ ✓ ✓ ✓ 

Standards & conformity assessment 
✓ - - - (✓) - 

Cryptography 
✓ ✓ ✓ ✓ ✓ - 

AI and emerging technologies 
✓ ✓ ✓ (✓) ✓ - 

Strategic Innovation Dialogue 
- - ✓ - - - 

Fintech and Regtech 
(✓) - (✓) - ✓ - 

Lawtech  
✓ - - - - - 

 Issue 4: Regulation of digital platforms 



ISP liability (copyright) 
✓* ✓ ✓ ✓ ✓ ✓ 

Open internet access 
(✓) ✓ (✓) ✓ ✓ (✓) 

Competition in digital markets 
(✓) (✓) 

 

- - (✓) 

 

- 

 Issue 5: Online consumer protection 

Online consumer protection 
✓ (✓) ✓ ✓ ✓ ✓ 

Spam 
✓ ✓ ✓ ✓ ✓ ✓ 

Online harms 
(✓) - - - ✓ - 

 Issue 6: Cybersecurity 

Cybersecurity 
✓ ✓ ✓ - ✓ (✓) 

Issue 7: Labour 

Labour protections 
(✓) - - - - - 

Issue 8: Stakeholder engagement, SMEs and Digital Inclusion 

Stakeholder engagement 
(✓) - (✓) - (✓) - 

SMEs 
✓ (✓) (✓) - ✓ - 

Digital inclusion 
✓ - - - - - 

Notes: ü = provision is present; (ü) = provision is present but less specific; - = 

no provision; ü* = present in the UK-Singapore FTA and not removed by the UK-

Singapore DEA 

 

This aspiration to comparable protection under each other’s legal frameworks can 

also be found in the Australia-Singapore DEA (Art. 29). The accompanying MOU 

on digital identities sets out collaboration in more detail, and inter alia will ‘develop 

a roadmap to enable the interoperability, mutual recognition and use of digital 

identities between the Participants’, and the roadmap is to be completed over the 

next 12 months. xv  This seems premature given that the early stage of UK 

policymaking on digital identities: while Singapore has an established digital 

identities regime, the UK has only been trialling one and the Government is yet to 

table legislation.xvi  

Issue 2: Cross-border data flows (including privacy, data localisation, 

open government data, data innovation, financial data) 

Cross-border data flows are vital for integrated supply chains and cross-border 

provision of digital products and services but there are also concerns that allowing 

data to flow freely may undermine policy objectives such as personal data 

protection and financial stability. Like in UK-Australia, in the UK-Singapore DEA 

text the Parties make a strongly worded commitment not to ‘prohibit or restrict’ 

cross-border flows, including personal information, if the activity is for the 

conduct of the business of a covered person, (Art 8.61-F) and not to require the 

localisation of data (Art 8.61-G). Both provisions include an exception under 

which parties may introduce non-compliant measures, but any such measure has 



to meet a 4-step test: it must be designed to (i) achieve a ‘legitimate public policy 

objective’, (ii) not be applied ‘in a manner which would constitute a means of 

arbitrary or unjustifiable discrimination, (iii) not be applied so as to be ‘a disguised 

restriction on trade’, and (iv) not impose restrictions ‘greater than are required to 

achieve the objective’.  

The UK-Singapore DEA also recognises the importance of personal information 

protection (Art 8.61-E). The Parties make more specific commitments than in 

previous UK agreements on the nature of domestic legislation, and ‘agree that the 

key principles for its legal framework, which take into account the principles of 

relevant international bodies, shall include: limitation on collection; data quality; 

purpose specification; use limitation; security safeguards; transparency; 

individual participation; and accountability’ (Art 8.61-E.3). Although Art 8.16-E 

explicitly notes that the obligation can be met via a variety of approaches, unlike 

previous UK and other recent digital trade agreements it does not include mention 

of the enforcement of voluntary undertakings by enterprises (an approach that is 

widely viewed as providing lower levels of protection and being less trade-

restrictive than the UK GDPR).  

These innovations are to be welcomed as they reduce the risks of downward 

pressure on UK’s data protection standards. In previous agreements the UK has 

explicitly recognised voluntary undertakings as sufficient for meeting data 

protection obligations and agreed to promote compatibility between regimes.xvii 

Coupled with the 4-step test (Art. 8.61-F) this arguably rendered the UK 

vulnerable to potential challenges by trading partners on the basis that the UK 

GDPR imposes measures ‘greater than are required to achieve the objective’ (step 

iv in the test).  

While the revised drafting wording reduces the vulnerability of the UK data 

protection regime to challenge, it does not go nearly as far as the EU. It is 

important to note that the EU has not made a commitment analogous to Art 8.61-

F in any of its trade agreements.xviii As EU privacy scholars have noted, the EU 

GDPR may not meet the necessity test found in the WTO’s general exceptions 

because other protection frameworks exist for personal data – such as the 2015 

APEC Privacy Framework – that are arguably less trade-restrictive. xix  Other 

experts similarly argue that the EU GDPR is unlikely to meet the type of 4-step 

test found in the CPTPP and UK-Singapore DEA. xx  Given that the UK’s Data 

Protection Act of 2018 is based on the EU’s GDPR, it is striking that the UK has 

agreed to the 4-step test.  

Moreover, the article on personal data protection found in recent EU agreements 

is very different to that in the UK-Singapore DEA. In the EU-UK TCA for instance, 

the EU insisted on a very strongly worded carve-out aimed at protecting the GDPR 

which states that ‘nothing in this Agreement shall prevent a Party from adopting 

or maintaining measures on the protection of personal data and privacy, including 

with respect to cross-border data transfers’ provided that specific instruments 

[e.g. standard contractual clauses] are provided that enable transfers ‘under 



conditions of general application for the protection of the data transferred’ (Art 

202). This carve-out is intended to help protect the EU from challenge and thereby 

ensure it retains a high level of autonomy in crafting its personal data protection 

regime. Again, it is striking that the UK has not replicated the EU approach and 

negotiated more robust protections for the UK GDPR.xxi 

In tandem with the FTA, the UK has announced that Singapore is a ‘top priority’ 

for a data adequacy partnership.xxii Singapore’s national data protection laws are 

less stringent than the EU GDPR in key areas and Singapore has not received an 

adequacy decision from the EU or UK to date.xxiii As a result, transfers of personal 

data occur mainly through standard contractual clauses, which can be 

cumbersome and costly, especially for small businesses. If the UK grants 

adequacy and the EU does not, the UK will need to be careful not to undermine 

its own adequacy decisions from the EU (which permits free flow of data between 

the UK and EU) through inadvertent onward transfers of EU data.xxiv  

In relation to financial data, the UK-Singapore DEA includes a specific article on 

financial information (Art. 8.54). The Parties make a general commitment to 

allow financial data to flow (Art 8.54(1)) and stipulate the conditions under which 

a Party may require localisation of financial data (Art 8.54(3)). Striking the 

balance between enabling financial data to flow freely (a demand from businesses, 

including the UK financial services sector xxv ) and ensuring regulators have 

sufficient access to data for regulation and supervision has been a controversial 

issue in trade agreements. While the provisions in the UK-Singapore DEA are 

similar to the UK-Australia and UK-Japan FTAs, it is notable that they place more 

conditions on regulators than the CPTPP text (where there is no commitment 

prohibiting data localisation for financial data) and the USMCA text (where the 

conditions for requiring localisation of financial data are less exacting, see USMCA 

17.18). 

Although for different reasons, UK technology companies and digital rights groups 

have been advocating for open government data. Technology companies 

particularly promote the access to large data sets, noting that they are vital to the 

development of the UK’s AI sector. Digital rights groups advocate for 

commitments by government to make data shareable and re-usable to promote 

transparency and accountability and allow citizens an opportunity to engage with 

their own governance. The UK-Singapore DEA contains a provision on open 

government information (Art 8.61-H) which is very similar to that found in the 

UK-Australia FTA, the Australia-Singapore DEA, the UK-EU TCA and USMCA. The 

Parties recognise the importance of open government data but stop short of 

making strong commitments, agreeing to strive towards ensuring that whenever 

government information is made public, it be up-to-date and easy to access and 

is ‘appropriately anonymised’.  

The UK-Singapore DEA also has an article on data innovation (Art 8.61-I) which 

is similar to articles in the UK-Australia FTA and Australia-Singapore DEA, and 

promotes the use of regulatory sandboxes to facilitate data innovation. The UK 



Information Commissioner’s Office has an established sandbox approach, so this 

provision is in line with existing practice.xxvi Regulatory sandboxes enable a direct 

testing environment for innovative products, services or business models, 

pursuant to a specific testing plan, which usually includes some degree of 

regulatory lenience combined with certain safeguards. While sandboxes can spur 

innovation and facilitate the entry of new products to the market, they also pose 

risks. Some scholars and consumer groups raise concerns that sandboxes may 

contribute to a ‘race-to-the-bottom’ in data protection standards as governments 

seek to attract start-ups and investors, particularly if their design allows the 

disapplication of substantial regulatory standards and safeguards.xxvii  

Some experts argue that large AI firms with the capacity to collect open data and 

to correlate it with the ‘closed data’ they hold benefit disproportionately from open 

government data initiatives and argue that trade agreements should help make 

privately held data made more accessible to governments, businesses, and 

citizens.xxviii Notably, in the UK-Singapore DEA specifically mention ‘cooperating 

on the development of policies and standards for data mobility, including 

consumer data portability’ and ‘sharing policy approaches and industry practices 

related to data sharing, such as data trusts’ (Art. 8.61-I.2(b-c)). Data trusts are 

widely regarded as an important mechanism for enabling data sharingxxix and, 

although the Parties stop short of making strong commitments, effective 

collaboration in this policy area could help address inequities in access to data.  

Issue 3: Innovation and regulation of new technologies – protection of 

algorithm and source code, cryptography, AI and emerging technologies 

For technology firms, the protection of proprietary algorithms and source code 

through intellectual property rights has become vital to maintaining their 

competitive edge. At the same time, as the use of technologies powered by 

algorithms, such as artificial intelligence, become more widespread, so have public 

policy concerns with the risks that could be associated with them, including 

discrimination and lack of fairness and accountability. While technology firms have 

advocated for provisions in trade agreements that prohibit governments from 

requiring disclosure of algorithms and source code except under very specific 

circumstances, consumers and digital rights groups have expressed concerns that 

this may impede effective regulation. 

The UK-Singapore DEA includes a provision on source code (Art. 8.61-K) banning 

Parties from requiring transfer of or access to source code and software as a 

condition of doing business, subject to a limited exception which provides for 

specific types of government body to ‘preserve and make available’ source code 

for ‘an investigation, inspection, examination, enforcement action or judicial 

proceeding’. While the text is very similar to previous agreements, it provides 

slightly more leeway than the Australia-Singapore DEA as it provides for more 

government bodies to require disclosure (including conformity assessment bodies) 

which would enable screening of products before they enter the market (as new 

EU legislation proposes for high-risk AI products) as well as for specific forms of 



ex poste disclosure found in this and other agreements.xxx Importantly, like in the 

UK-Australia FTA, the safeguarding exception in the UK-Singapore DEA gives 

authorities actual access to the source code, rather than following the CPTPP and 

Australia-Singapore DEA approach that merely provides for the possibility of 

requiring the modification of source code for law enforcement purposes. 

Future-proofing the carveouts to make space for all the areas of compliance and 

lawfulness where source code disclosure may be needed is difficult. The UK-

Singapore DEA text is closer aligned with experts’ recommendations for source 

code exceptions.xxxi However, considering the fast-paced nature of innovation in 

this sector, it is unclear whether the carveouts in the agreement will be sufficient 

to allow policymakers to fully mitigate existing and potential risks that could 

emerge from the widespread use of algorithms, and whether consumers and 

citizens will have means to understand how their data is collected and processed 

by algorithms outside the scope of judicial or administrative proceedings. Trade 

unions have advocated for commitments to ensure greater algorithmic and source 

code transparency to be included in trade agreements, especially in light of the 

growing use of AI in the hiring, management, and dismissal of workers.xxxii  

On the use of cryptography for information and communication services the 

language found in the UK-Singapore DEA text (Art. 8.61-J) is similar to the 

provisions included in other UK agreements. Like in UK-Australia, UK-Japan and 

Australia-Singapore DEA, the UK-Singapore DEA prohibits parties from adopting 

regulation that requires access to a particular cryptography technology or access 

key, with exceptions to networks controlled by the government bodies (including 

central banks), for the supervision and investigation of financial markets, and for 

law enforcement purposes. These provisions are important to ensure the integrity 

and security of encrypted services, and to prevent unlawful interception and 

electronic surveillance, upholding individuals’ right to privacy. There are concerns 

from the technical community, however, that exceptional access to encrypted 

communications by law enforcement, such as included in the caveat of the article, 

might be unfeasible in practice and would create systemic vulnerabilities for users 

and consumers, for example creating backdoors that could be explored by ill-

intentioned agents.xxxiii 

The UK-Singapore DEA includes an article on AI and emerging technologies 

(Art 8.61-R) under which the Parties will ‘endeavour to’ develop domestic 

governance and policy frameworks, that take into account relevant international 

principles and guidelines, for the ethical, trusted, safe and responsible 

development and use of AI and emerging technologies (Art 8.61-R.2) and ‘shall 

endeavour’ to cooperate on matters related to AI and emerging technologies, 

listing several potential areas for collaboration (Art 8.61-R.2). In a welcome 

departure from previous digital trade agreements, the UK-Singapore DEA 

explicitly provides for cooperation to address some of the challenges of AI, 

including human diversity and unintended biases, industry-led technical 

standards, and algorithmic transparency (Article 8.61-R.2(b)) although it stops 

short of placing substantive obligations on the Parties.  



Like previous agreements including the UK-Australia FTA and the Australia-

Singapore DEA, there is a mention of Fintech and Regtechxxxiv (Arts. 8.53), fast-

growing areas in which UK companies are globally competitive (Fintech refers to 

the use of digital technologies used to deliver financial services, while Regtech is 

the use of digital technologies to ensures that companies comply with increasingly 

complex regulatory requirements). However, unlike the Australia-Singapore DEA 

where there was a stand-alone provision on Fintech and Regtech that listed 

specific areas of cooperation, in the UK-Singapore DEA they are only cited as 

examples of emerging services as part of a wider article on new financial services 

(Art. 8.53). Parties only commit to endeavour to collaborate, while in the 

Australia-Singapore DEA they state they shall encourage collaboration and 

specifically list areas of cooperation (Art 32). 

The UK-Singapore DEA includes the first standalone provision on Lawtech (Art. 

8.61-T) (the use of technologies to support, supplement or replace traditional 

methods for delivering legal services). Lawtech can reduce the costs of legal 

advice to customers and enhance efficiency within legal firms, although care has 

to be taken to ensure high levels of professional service are maintained, including 

quality and ethical standards.xxxv The article lists potential areas for collaboration 

including establishing a dialogue; encouraging the sharing of knowledge between 

their respective regulators, academics, representative bodies and industry bodies; 

and encouraging service suppliers to explore new business opportunities in the 

other Party’s territory (Art. 8.61-T.1). The Parties ‘recognise the value of 

encouraging the trusted, safe and responsible use of Lawtech’ (Art. 8.61-T.2) but 

do not elaborate on how this will be pursued.  

The UK-Singapore DEA also includes a stand-alone article on standards and 

conformity assessment (Art 8.61-D), modelled on the Australia-Singapore DEA 

but not contained in previous UK agreements. The article emphasises the role 

standards can play in reducing barriers to trade by increasing compatibility, 

interoperability, and reliability, and stipulates activities for possible cooperation in 

standard-setting and conformity assessment, including cooperation in 

international fora. The specific provision on transparency goes slightly further than 

the Australia-Singapore DEA as it includes a soft commitment to ‘endeavour to’ 

ensure that information on standards, technical regulations and conformity 

assessment procedures is provided by regulatory bodies ‘within a reasonable 

period of time agreed by the Parties and, if possible, within 60 days’ (Art 8.61-

D.5). 

Issue 4: Regulation of platforms (including ISP liability, open internet 

access, competition in digital markets) 

Nations around the world have been drafting and adopting rules on internet 

liability, regulating in what circumstances internet companies are legally 

responsible for harmful or illegal content shared on their platforms, including for 

breaches of copyright. UK technology companies have been advocating for the 

adoption of safe harbours and rules that limit or except them from liability for the 



content they host or transmit, calling on the UK to adopt provisions analogous to 

those found in the USMCA, where liability provisions are based on the controversial 

s.230 of the US Communications Decency Act (CDA).xxxvi Meanwhile domestic 

policymakers in many countries have been discussing new rules requiring 

companies to take more responsibility for content they host (e.g. the UK Online 

Safety Bill). In terms of general intermediary liability, the UK-Singapore DEA does 

not include any new provisions, so directly incorporates the article on intermediary 

liability that was in the EU-Singapore FTA and incorporated into the UK-Singapore 

FTA (Art. 10.47). 

Unlike previous agreements signed by the UK, the UK-Singapore DEA has no 

stand-alone provision on open internet access – only a general mention that 

‘Parties shall endeavour to maintain an open, free and secure Internet in 

accordance with their respective laws and regulations’ within the Article on safety 

and security online (Art. 8.61-O). This is striking as Singapore has agreed to 

standalone articles in other treaties (e.g., CPTPP, Art 14.10). In the UK-Japan 

agreement (Art 8.78) and the TCA (Art 170) the Parties committed to ensure non-

discriminatory access to the internet, consistent with network neutrality principles. 

In the UK-Australia FTA the Parties agreed to a watered-down wording that was 

closer to the CPTPP, where the relevant provision merely recognises the benefits 

for consumers of having access to internet services and applications in a non-

discriminatory way. The absence of any express mention of open internet access 

goes against calls from UK consumer organisationsxxxvii and means that the UK 

missed the opportunity to obtain a stronger commitment from Singapore on 

network neutrality, commitments that are central to protect an open and 

innovative internet, prevent network managers from censoring, filtering or 

charging more for specific contents.  

However, it should be noted that in the UK-Singapore DEA there is a specific 

provision on safety and security online (Art. 8.61-O). This is the first provision 

of its kind that the UK has agreed to, despite repeated support from UK consumer 

organisations.xxxviii The provision in the UK-Singapore DEA is nonetheless much 

softer in language than the Australia-Singapore DEA. The Parties merely 

‘recognise that a safe and secure online environment supports the digital 

economy’ and ‘shall endeavour to cooperate to advance collaborative solutions to 

global issues affecting online safety and security, including in international fora’ 

(Art. 8.61-O.1&3). In contrast in the Australia-Singapore DEA the Parties entered 

stronger obligations including ‘The Parties shall create and promote a safe online 

environment where users are protected from harmful content, including terrorist 

and violent extremist content, and where businesses, innovation and creativity 

can thrive’ (Art 18.1) and ‘The Parties shall work together and within international 

fora to create a safe online environment, in accordance with their respective laws 

and regulations’ (Art 18.4). 

An article in the UK-Singapore DEA specifically addresses competition policy in 

digital markets (Art. 8.61-U), which is modelled after the Australia-Singapore 

DEA and is the most substantive article on competition issues in digital markets 



in any UK agreement to date. Aspects of this article are contained in the 

competition chapter of UK-New Zealand FTA (Art. 18.5), but no mention is made 

of competition issues in digital markets in the UK-Australia FTA or in the UK-Japan 

FTA. The article focuses on the Parties sharing their experiences in enforcing 

competition law and in developing and implementing competition policies to 

address the challenges that arise from the digital economy. Possible technical 

cooperation activities include exchanging information and experiences; sharing 

best practices; and providing advice or training, including through the exchange 

of officials (Art. 8.61-U.1). In addition, the Parties ‘shall endeavour to cooperate, 

where practicable, on issues of competition law enforcement in digital markets 

between their respective authorities, including through notification, consultation 

and the exchange of information’ (Art. 8.61-U.2). The need to address market 

concentration in digital markets has become a policy priority for competition 

authorities in many jurisdictions, including the UK, and there is widespread 

agreement that the conventional competition law toolkit needs updating to 

address the challenges of digital markets and that international cooperation is 

important. The UK’s Competition and Markets Authority (CMA) has published 

studies showing the need to rethink competition in these markets, underscoring 

the need to for effective international cooperation, and the UK Digital Markets 

Taskforce has proposed a new pro-competitive regulatory framework.xxxix The 

inclusion of this article is welcome and although it falls short of identifying specific 

anti-competitive practices and placing obligations on the Parties to address them, 

it is a step towards stronger cooperation. 

Issue 5: Online consumer protection  

The rapid shift to business online has made it a necessity for policymakers to 

ensure that digital marketplaces are safe, and that consumer trust is promoted, 

particularly when consumers engage in cross-border digital transactions. In the 

UK-Singapore DEA provision on online consumer protection (Art. 8.61-M), the 

Parties commit to maintaining laws that prohibit misleading and deceptive 

commercial activities, to fostering cooperation between their respective consumer 

protection agencies, and facilitating access to redress including for consumers 

from one Party transacting with suppliers from the other. The provision is very 

similar to that in the Australia-Singapore DEA and the UK-Australia FTA, and 

provides slightly stronger wording than UK-Japan and CPTPP, as it explicitly 

recognises the need to provide access to redress for cross-border transactions. It 

is however not as broad as the DEPA which provides explicit language both on 

what is considered to be ‘fraudulent, misleading or deceptive conduct’ prior and 

during a transaction, as well as the nature of consumer protection laws to be 

adopted at the delivery stage of goods (Art. 4 – Art. 5 DEPA). 

In relation to spam (Art 8.61-N), the Parties follow the same approach as the UK-

Australia, UK-Japan, CPTPP and Australia-Singapore DEA. This approach is weaker 

than that followed by the EU as it drops the requirement for prior consent 

(whereby a consumer must opt-in to receive commercial messages). Parties are 

however still obligated to adopt laws that enable recipients to opt out of unsolicited 



messages. The UK-Singapore DEA follows the UK-Australia FTA language, both of 

which provide slightly stronger consumer protection than the Australia-Singapore 

DEA, as they include the requirement that ‘Each Party shall ensure that unsolicited 

commercial electronic messages are clearly identifiable as such, clearly disclose 

on whose behalf they are made, and to the extent provided for in a Party’s laws 

and regulations, contain the necessary information to enable end-users to request 

cessation free of charge and at any time.’ (Art 8-61-N.2).  

Issue 6: Cybersecurity 

Cyber-attacks are an increasing source of risk in the global economy, are costly 

for businesses, and undermine trust in the digital economy. The UK-Singapore 

DEA contains an extensive provision on cybersecurity (Art 8.61-L) which is 

similar to articles in the UK-Australia FTA and UK-New Zealand FTA and more 

substantial than provisions in the CPTPP and Australia-Singapore DEA. In some 

places the wording is watered down in comparison to the UK-Australia FTA as the 

Parties merely ‘recognise the importance of’ (rather than ‘shall endeavour to’) 

building national capabilities for cyber security incident response; strengthening 

collaboration mechanisms to cooperate to anticipate, identify and mitigate 

malicious intrusions or dissemination of malicious code that affect electronic 

networks, and use those mechanisms to swiftly address cyber security incidents; 

maintaining a dialogue on matters related to cyber security (Art 8.61-L.1). The 

UK-Singapore FTA includes novel clauses recognising the importance of 

‘establishing mutual recognition of a baseline security standard for consumer 

Internet of Things devices’ and ‘collaborative cyber security research and 

development’ which were not found in previous agreements (Art 8.61-L.1). As 

with the UK-Australia FTA and UK-New Zealand FTA, agreements, each Party ‘shall 

encourage’ juridical persons within its territory to use risk-based approaches that 

rely on open and transparent industry standards to ‘manage cyber security risks 

and to detect, respond to, and recover from cyber security events’ and ‘otherwise 

improve the cyber security resilience of these juridical persons and their 

customers’ (Art 8.61-L.2). 

These collaborations are further elaborated in an accompanying MoU on 

cybersecurity cooperation. Collaboration under the MoU will include working to 

improve cyber security professional development and build a cyber security skills 

base; sharing good practices on the approach to cyber and digital technology, 

including the cyber security of emerging critical technologies and addressing cyber 

security risk associated with digital service providers (such as managed service 

providers, cloud service providers and critical software vendors); supporting IoT 

security through the development of assurance mechanisms, working towards 

mutual recognition, and working to promote strong IoT security through the 

ASEAN-Singapore Cybersecurity Centre of Excellence, the Commonwealth and 

other relevant bodies; and promoting strategic frameworks for conflict prevention, 

cooperation and stability in cyberspace; promoting a secure by default approach 

including supporting efforts to build a global consensus. xl Whilst non-binding, 



there are concerns that the decision to regulate over time through MoUs (Art. 3) 

hinders Parliamentary oversight and public participation.  

Issue 7: Labour standards  

Prior to the UK-Singapore DEA, trade agreements had made no mention of 

strengthening gig-economy labour protections. This is striking given the number 

of people working in the gig economy (more than 4 million people in the UK),xli 

widespread concerns about gig economy employment practices, and, as platform 

companies operate across borders, there is the need for regulatory cooperation. 

The provision on digital inclusion (Art. 8.61-P) is a step in the right direction, as 

it recognises ‘the importance of adopting or maintaining labour policies that 

promote decent conditions of work for workers who are engaged in or support the 

digital economy, in accordance with each Party’s laws and regulations.’ It also 

stipulates that cooperation may include ‘promoting labour protection for workers 

who are engaged in or support digital trade’ (Art. 8.61-P.2(e)). However, there is 

still room for innovation and leadership in this field, as there is no firm 

commitment to progressively improve labour conditions or any reference to 

international labour standards that should be upheld for gig workers, for instance. 

Moreover, labour standards are included in a wider provision on digital inclusion. 

Framing labour rights as a digital inclusion issue fails to take into consideration 

those workers that are already part of the digital economy, but that might have 

been adversely impacted by it. 

Issue 8: SMEs, digital inclusion, and stakeholder engagement 

Like previous agreements, the UK-Singapore DEA has a specific provision on 

Small and Medium Enterprises that aims to reduce barriers to participation in 

the digital economy. The Parties ‘shall, subject to their available resources, seek 

opportunities to’ promote close cooperation on digital trade between SMEs of the 

Parties and cooperate in promoting jobs and growth for SMEs; encourage SMEs 

participation in platforms that help link SMEs with international suppliers, buyers 

and other potential business partners; and exchange information and share best 

practices in improving digital skills and leveraging digital tools and technology to 

improve access to capital and credit, participation in government procurement 

opportunities, and other areas that could help SMEs adapt to digital trade (Art 

8.61-Q). The digital inclusion article contains similar commitments to reduce 

barriers to participation focusing on ‘women and other groups that may 

disproportionately face barriers to participation in the digital economy’ (Art. 8.61-

P.2) as well as ‘countries who face barriers to such participation’ (Art. 8.61-P.4). 

Like the Australia-Singapore DEA, the UK-Singapore DEA creates a ‘Digital 

Economy Dialogue’ between the Parties and their stakeholders (Art 8.61-V). 

This will be held ‘at times agreeable to the Parties’ and ‘to promote the benefits 

of the digital economy’ and ‘may include participation from other interested 

stakeholders, such as researchers, academics, and industry’. The wording of the 

article is vague and stops far short of creating an effective multi-stakeholder 

dialogue to address both the opportunities and challenges that arise in the digital 



economy. However, this provision is a step in the right direction, as the UK-

Australia FTA only envisioned a ‘Strategic Innovation Dialogue’ (Art. 20.5) with 

even less opportunity for stakeholder participation. 
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