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SUMMARY

Our inquiry has come at a critical time. Nearly two years have passed since
the COVID-19 pandemic emerged, placing a spotlight on the Government’s
planning for the most serious risks facing the UK or its interests overseas. The
pandemic has led to unprecedented levels of uncertainty and shock across the
world with many countries struggling to respond to the virus. Prior to the onset
of COVID-19, the UK’s approach to risk assessment and risk management was
internationally commended and viewed as rigorous. However, the pandemic
has exposed the UK’s risk management system as deficient and too inflexible to
provide the protection our nation needs.

The risks we face are changing. Technological advances have raised the threat
posed by the malicious deployment of technologies which could be used for
good or ill, while traditional threats such as those from nuclear or chemical
warfare remain. The risk of the failure of ageing critical infrastructure such as
nuclear power stations, dams and bridges grows day on day without sufficient
intervention. A reliance on electricity and the internet and the increasing
complexity and interdependence of the networks underpinning daily life have
left us vulnerable to cascading failures which could proliferate rapidly and cause
widespread devastation. The UK’s risk management system must adapt to
ensure that we are prepared for the evolving extreme and systemic risks on the
horizon to protect us today and into the future.

Many inquiries are seeking to document the Government’s actions on
COVID-19. Yet, a pandemic is only one of many risks, a fact which was clearly
demonstrated to us over the course of this inquiry. It is inevitable that an inquiry
of this nature would be overtaken by risks arising since the conclusion of our
evidence gathering programme. Through the summer of 2021, and since, the
UK has faced severe supply chain disruption and threats to the nation’s fuel
supply. This has raised concerns about the fragility of the just-in-time networks
on which our food, fuel and essential services rely. The fall of Afghanistan to
the Taliban has raised alarm about the security of the region and heightened
the threat of global terrorism. Risks will continue to materialise which require
action, prevention, mitigation or response. The Government must be able to
identify lessons from all crises quickly and ensure it can translate them into
real change. The current pandemic offers a unique opportunity to take stock
of the UK’s risk assessment and risk management process. We must assess and
strengthen our national resilience to ensure that we are better prepared for the
next crises.

Our inquiry has concluded that the UK must be better at anticipating, preparing
for and responding to a range of challenging scenarios, including those which it
has never experienced before. The Government’s current strategy of centralised
and opaque risk assessment and risk management, which fails to make adequate
preparations, has left the UK vulnerable.

The UK must adopt a whole of society approach to resilience, one which
emphasises the important role played by all sections of society in preparing for,
adapting to and recovering from the effects of risk. Risk and resilience are not
solely the concern of central Government policymakers; they have the capacity
to alter the lives of millions. The Government must ensure it properly accounts
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for and involves all elements of society in its risk assessment and planning. Our
recommendations are aimed at ensuring this.

The COVID-19 pandemic has shown that communities can step up and help
ensure national safety. The Government must see our people as an essential
building block of any response and as active participants in creating resilience.
They must provide them with the support and information to help them prepare
for the risks they face. Volunteering represents a key opportunity to involve the
public in risk management and response. The UK has a strong voluntary sector
which must form the foundation of any future reservist force used in times of
crisis.

Risk assessment and risk planning are a routine undertaking in the private
sector. Conversations between business and industry and the Government
must be held to ensure that business and industry understand what impacts
they may expect to incur from the manifestation of a risk or how they may be
expected to act in response. Such conversations would allow the Government to
understand and learn from business and industry. Conversations of this type do
occur, but currently they are ad hoc and insufficient. We urge the Government
to undertake more structured and open engagement with business and industry
on risk and resilience.

Our inquiry has raised significant concerns about the Government’s culture
and practice of risk assessment and planning. The current risk management
system is veiled in an unacceptable and unnecessary level of secrecy. The UK’s
risk plans need to be shared widely to maximise their efficacy. Only through
transparency and a healthy culture of challenge can we provide society with a
reliable foundation to respond to emerging risks. While secrecy does have an
important place, the UK Government defaults to secrecy too readily. This has
hampered our preparedness, as society’s front-line responders, including Local
Resilience Forums, local government, volunteer groups and businesses and
industry all struggle to access the information they need. Fear of criticism can
drive an unnecessary reliance on secrecy. Our recommendations aim to bring
transparency into the risk assessment process and to build better preparedness
as a result.

We found that the Government’s risk assessment process is unable to encompass
the complexity of risks facing the UK. It fails to account for interconnected
or cascading risks and chronic or long-term risks, and has a bias against low
likelihood-high impact risks. As a list of risks facing the UK, it is insufficient
to aid mitigation and preparedness efforts. The present approach of assessing
likelihood and impact may be misleading, and lead to a false sense of confidence,
particularly in terms of prioritisation of risks. The Government’s risk assessment
must be replaced by a more dynamic, data driven output, directly linked to
preparation, mitigation and response.

No matter how sophisticated the assessment of risks, it is of little value if it
is not matched by practical measures to ensure preparedness and resilience.
The Government must not only anticipate risks but prepare for and respond to
them effectively. Much of the Government’s time and resources are focused on
responding to crises and emergencies, from flooding to terrorist attacks. They
must bridge the gap between analysis and operational capability to ensure the
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safety and security of the population. We must place a premium on possessing
the competence, capacity and skills to manage these crises. Risk plans must be
frequently tested, challenged and scrutinised.

Preparation, mitigation and response plans must be scrutinised, and planners
must be accountable both within Government and to Parliament, creating a
system of audit which is appropriately resourced. We have proposed changes to
ensure a clear governance structure and sustained, independent pressure and
annual audit. Risk plans should be dynamic, resourced and every stakeholder
involved should know what the mitigation process requires.

Despite the fact that prevention is significantly cheaper than response, the
government has a traditional disincentive to invest against possible risks,
especially low-probability high-impact risks. Spending policy for risk and
resilience needs to be readdressed. Within the national security and critical
national infrastructure communities there is a strong emphasis on prevention,
leading to proactive resourcing. We urge the Government to ensure that spending
in the civic sphere emulates this approach. Government spending should, where
possible, be directed towards preparing for, preventing and mitigating disaster.

The Government will not succeed in anticipating every threat or hazard. For
that reason, the country needs to be prepared to recover from shocks to which
it is vulnerable. That capacity to recover must be based on a flexible, adaptable
and diverse population that appreciates the need for its own resilience.




Preparing for Extreme Risks:
Building a Resilient Society

CHAPTER 1: INTRODUCTION

The UK needs to be able to tackle unforeseeable and challenging risk
scenarios. The world has changed into an increasingly complex web of
interconnected systems which rely on disparate linkages across the globe.
The UK must move away from a risk management strategy which prepares
for individual risk scenarios in isolation and often ignores or fails to
appreciate the interconnected nature of our society. No two risk scenarios
will play out in the same way and many emergencies will produce cascading
effects that are capable of major disruption as they rip through society. The
UK’s risk management system must adapt to ensure that we are prepared
for the evolving extreme and systemic risks on the horizon. It must not just
anticipate risks but prepare for and respond to them effectively, bridging
the gap between analysis and operational capability to ensure the safety and
security of the population. Much of the Government’s time and attention is
focused on responding to crises and emergencies, from flooding to terrorist
attacks. We must place a premium on possessing the competence and capacity
to manage these crises.

The House of Lords Risk Assessment and Risk Planning Committee was
appointed during the COVID-19 pandemic. This was a momentous time
in which travel ground to a halt, social interactions were transformed, and
the tragic impacts of the virus were felt across the globe. The COVID-19
pandemic has illustrated the deadly potential of a novel infectious disease,
with the UK death toll far surpassing the “100 fatalities” previously projected
by the Government.! There is no evidence that the Covid-19 pandemic was
an event with malicious intent. However, the technologies needed to engineer
a biological weapon are “rapidly progressing”?, raising the threat posed by
malicious actors who may seek to emulate the chaos created by COVID-19.
However, pandemics are only one of a number of extreme risks facing the
UK. Severe space weather events could render smart technologies on which
much of society relies inoperable for weeks or longer; this would include
GPS, the internet, communications systems and power supplies. A cyber or
physical attack on our critical national infrastructure could wreak havoc. We
must be prepared to anticipate, plan for and respond to many extreme risks
in the future.

Despite the manifestation of risks being highly uncertain, attempts are made
to anticipate them and plan accordingly. For the last decade, the risk of a
pandemic was ranked as a highest priority “tier-1” security risk.> The UK’s
unpreparedness to manage the outbreak of the COVID-19 virus was and
is clear. More broadly, our inquiry has analysed the UK’s risk assessment
process and found that our current system is deficient at assessing and

\S]

Cabinet Office, National Risk Register of Civil Emergencies (September 2017) p 34: https://assets.
publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/644968/UK
National Risk_Register 2017.pdf [accessed 30 November 2021]

Q 99 (Dr Cassidy Nelson)

Joint Committee on the National Security Strategy, Biosecurity and national security (1st Report,
Session 2019-2021, HC 611, HL. Paper 195)



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/644968/UK_National_Risk_Register_2017.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/644968/UK_National_Risk_Register_2017.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/644968/UK_National_Risk_Register_2017.pdf
https://committees.parliament.uk/oralevidence/1730/html/
https://committees.parliament.uk/publications/4035/documents/40449/default/
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addressing future threats and hazards. The core of the UK’s current risk
assessment system, the National Security Risk Assessment, is not rigorous
enough to justify the confidence placed in it.

We consider that generalised resilience is the right response to the threat of
increasingly unpredictable risk. The Government’s risk management system
should change from attempting to forecast and mitigate discrete risks,
towards a more holistic system of preparedness. Reframing risk management
through the lens of resilience would produce a risk management system that
ties all sectors of society together. The UK would then be better prepared to
defend against the wide range of emerging threats and hazards that confront
us, with all elements of society able to mobilise and respond to events when
they occur.

Our inquiry

On 15 October 2020, the House of Lords appointed this Committee “to
consider risk assessment and risk planning in the context of disruptive
national hazards”.* On 13 May 2021, we were re-appointed at the start of the
new parliamentary session.” From the outset of the inquiry, we have focused
on these key questions:

. Does the Government currently have a reliable system in place to
manage the risks facing the UK?

° Can the UK risk management system adapt and evolve to combat
unpredicted, unknown and extreme risk scenarios?

° Has the UK Government built a risk management structure that can
deal with risk events that impact across multiple areas of our society?

° How should all aspects of society be engaged within the risk assessment
and risk planning system?

To answer these questions, and others, we engaged in an extensive
evidence gathering programme. This report contains our conclusions and
recommendations drafted from the evidence we have received.

We are grateful to all who contributed their expertise and time. On 23
December 2020 we issued a call for evidence and, in response, received 99
pieces of written evidence. Between 25 November 2020 and 23 June 2021,
we took oral evidence from 85 witnesses during 29 sessions. The witnesses
are listed in Appendix 2. The call for evidence is shown in Appendix 3. The
evidence received is published online.

We focused the initial stages of the inquiry on central government. Oral
evidence was taken from the Director of the Civil Contingencies Secretariat
within the Cabinet Office and former Government Chief Scientific Advisers.
We then identified specific risk case studies and heard evidence regarding
artificial intelligence, biosecurity, infrastructure and the nuclear, oil and
gas industries. Breaking away from discrete risks, we gathered evidence
on mitigation strategies from business and insurance providers. Military
witnesses gave evidence about the role of the armed forces during civil
emergencies.

4
5

HL Deb, 15 October 2020, cols 1205-1206 [Lords Chamber]
HL Deb, 13 May 2021, cols 175-176 [Lords Chamber]


https://hansard.parliament.uk/lords/2020-10-15/debates/89D26415-1D5A-4E79-AB26-3C81991ACA2E/CommunicationsAndDigitalCommittee
https://hansard.parliament.uk/lords/2021-05-13/debates/3727a30c-8fd8-4c45-94cb-a3f363f187d0/LordsChamber

10.

11.

12.

PREPARING FOR EXTREME RISKS: BUILDING A RESILIENT SOCIETY 9

We then focused on resilience and the integration of different sectors of society
within risk management. Evidence was taken from the voluntary sector,
Local Resilience Forums, senior leaders and the devolved administrations.

Our inquiry concluded with oral evidence from the then Paymaster General,
Rt. Hon. Penny Mordaunt MP, the Director of the Civil Contingencies
Secretariat, and the Government Chief Scientific Adviser, Sir Patrick
Vallance.

During the inquiry, we were granted access to the Official-Sensitive version
of the National Security Risk Assessment (NSRA). Although there is no
discussion of the content of the NSRA in this report, we used our access to
the NSRA to validate our own conclusions and recommendations regarding
the document. We held two separate, private conversations with the then
Paymaster General, Penny Mordaunt MP, and the current Paymaster
General, Michael Ellis MP QC, to advise the Government on potential
amendments to the NSRA and aspects of the UK’s risk management system.

The members of the Committee are listed in Appendix 1, alongside their
declared interests. Throughout the inquiry, we have been grateful to have
had the support of Professor David Alexander, Professor of Risk and
Disaster Reduction at University College Llondon, as special adviser to the
Committee. We would also like to thank the staff team who supported our
inquiry: Elizabeth Hooper, Sarah Jennings, Samantha Kenny, Rebecca
Pickavance and Alastair Taylor.
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Box 1: Climate Change

In its landmark 2021 report, the Intergovernmental Panel on Climate Change
(IPCC) declared it “unequivocal that human influence has warmed the
atmosphere, ocean and land. Widespread and rapid changes in the atmosphere,
ocean, cryosphere and biosphere have occurred”.® Climate Change is one of
the largest and most dominant risks facing the world, and many other risks will
be exacerbated by it. The conclusions and recommendations made within this
report should be considered in light of risks posed by climate change.

Each of the last four decades has been successively warmer than any decade
that preceded it since 1850, with the last six years being the warmest on record
globally.” The level of heating to date is almost entirely caused by human
emissions, with human actions heating the climate at a rate that is unprecedented
in at least the last 2000 years.® This heating has had a significant impact, with
every additional 0.5°C of global heating leading to increases in the intensity
and frequency of hot extremes, including heatwaves, heavy rains and drought.
Global heating above 2.5°C would increase the risk of passing irreversible
climate tipping points including Antarctic ice sheet melting, widespread forest
diebacks, or a collapse of Atlantic Ocean currents.’ Global emissions have also
risen. In 2019, atmospheric carbon dioxide concentrations were higher than at
any time in at least 2 million years, and concentrations of methane and nitrous
oxide were higher than at any time in at least 800,000 years. ! These changes
have led to the global retreat of glaciers, surface melting of the Greenland Ice
Sheet and global acidification of the ocean.!

6  Intergovernmental Panel on Climate Change, Climate Change 2021, The Physical Science Basis,
Summary for Policymakers (August 2021) p 4: https://www.ipcc.ch/report/ar6/wgl/downloads/report/
IPCC_AR6_WGI_SPM_final.pdf [accessed 30 November 2021]

7  Climate Change Committee, Independent Assessment of UK climate Risk (June 2021) p 36: https://www.
theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-Advice-
to-Govt-for-CCRA3-CCC.pdf [accessed 30 November 2021]

8 Intergovernmental Panel on Climate Change, Climate Change 2021, The Physical Science Basis,
Summary for Policymakers (August 2021) p 6: https://www.ipcc.ch/report/ar6/wgl/downloads/report/
IPCC_AR6_WGI_SPM_final.pdf [accessed 30 November 2021]

9  Intergovernmental Panel on Climate Change, Climate Change 2021, The Physical Science Basis,
Summary for Policymakers (August 2021) p 27: https://www.ipcc.ch/report/ar6/wgl/downloads/report/
IPCC_AR6_WGI _SPM final.pdf [accessed 30 November 2021]

10 Intergovernmental Panel on Climate Change, Climate Change 2021, The Physical Science Basis,
Summary for Policymakers (August 2021) p 8: https://www.ipcc.ch/report/ar6/wgl/downloads/report/
IPCC_AR6_WGI_SPM_final.pdf [accessed 30 November 2021]

11 Intergovernmental Panel on Climate Change, Climate Change 2021, The Physical Science Basis,
Summary for Policymakers (August 2021) p 8: https://www.ipcc.ch/report/ar6/wgl/downloads/report/
IPCC_AR6_WGI _SPM final.pdf [accessed 30 November 2021]
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https://www.theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-Advice-to-Govt-for-CCRA3-CCC.pdf
https://www.theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-Advice-to-Govt-for-CCRA3-CCC.pdf
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https://www.ipcc.ch/report/ar6/wg1/downloads/report/IPCC_AR6_WGI_SPM_final.pdf
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https://www.ipcc.ch/report/ar6/wg1/downloads/report/IPCC_AR6_WGI_SPM_final.pdf
https://www.ipcc.ch/report/ar6/wg1/downloads/report/IPCC_AR6_WGI_SPM_final.pdf
https://www.ipcc.ch/report/ar6/wg1/downloads/report/IPCC_AR6_WGI_SPM_final.pdf
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The key risks and challenges

Sustained global heating would lead to an increase in the frequency, intensity
and impacts of extreme weather events. Between 2000 and 2019 there were
almost double the number of climate-related disasters compared to the previous
20 years, with 510,837 deaths and 3.9 billion people affected.!? Over the same
period the number of major floods has more than doubled.!®> Warmer and drier
conditions are likely to increase the risk, timing and severity of forest fires.!*

Climate change could lead to irreversible shifts in regional climates. Global
heating could lead to a collapse of the ocean current systems that transport warm
surface waters to the North Atlantic, drastically changing weather patterns.
These currents have been destabilised over the last century and may be close to
a critical transition.!” This would cause shifts in monsoon patterns and lead to
cooler temperatures over Northern Europe, and dryer weather and increases in
winter storms across the entirety of Europe.

Global heating has caused, and will continue to cause, sea level rises through
ice melting and thermal expansion from ocean warming. By 2050, UK sea
levels could be 10-30 cm higher than they were in the period 1981-2000.! In
the most extreme scenarios, global sea-levels could rise two metres by 2100
and five metres by 2150.7 A two metre sea level rise would profoundly alter
geography. Approximately 1.05 million square kilometres of land could be lost.
A less than one metre sea level rise by 2100 could put 410 million people at risk.
18 Areas that now lie just above sea level may one day become submerged. Such
significant sea-rise levels could lead to coastal erosion, extreme flooding, soil
contamination, the loss of infrastructure services which lie in the path of rising
seas and extensive migration of displaced people. ° An increase in standing
water could increase the threat of malaria carrying mosquitos and diseases
associated with standing water such as Lyme’s disease. °

12 UN Office for Disaster Risk Reduction, Human Cost of Disasters: An overview of the last 20 years 2000—
2019 (October 2020) p 6: https://reliefweb.int/sites/reliefweb.int/files/resources/Human%20Cost%20
0f%20Disasters%202000-2019%20Report%20-%20UN%200ffice%20for%20Disaster%20
Risk%20Reduction.pdf [accessed 30 November 2021]

13 UN Office for Disaster Risk Reduction, Human Cost of Disasters: An overview of the last 20 years 2000—
2019 (October 2020) p 7: https://www.undrr.org/sites/default/files/inlinefiles/Human%20Cost%20
0f%20Disasters%202000-2019%20FINAL.pdf [accessed 30 November 2021]

14 Forest Research, ‘Forest fires and climate change’ https://www.forestresearch.gov.uk/research/
climate-change-impacts/forest-fires-and-climate-change/ [accessed 22 November 2021]

15 Niklas Boers, ‘Observation-based early-warning signals for a collapse of the Atlantic Meridional
Overturning Circulation’, Nature Climate Change, vol. 11, (2021), pp 680—688: https://www.nature.
com/articles/s41558-021-01097-4

16 Climate Change Committee, Independent Assessment of UK climate Risk (June 2021) p 36: https:/www.
theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-Advice-
to-Govt-for-CCRA3-CCC.pdf [accessed 30 November 2021]

17 Intergovernmental Panel on Climate Change, ‘Climate Change 2021, The Physical Science Basis,
Summary for Policymaker’ (August 2021) p 21: https://www.ipcc.ch/report/ar6/wgl/downloads/report/
IPCC_AR6_WGI_SPM.pdf [accessed 30 November 2021]

18 Nature.com, ‘Global LiDAR: land elevation data reveal greatest sea-level rise vulnerability in the
tropics’: https://www.nature.com/articles/s41467—021-23810-9 [accessed 22 November 2021]

19 National Geographic, ‘Sea level rise, explained” https://www.nationalgeographic.com/environment/
article/sea-level-rise-1 [accessed 22 November 2021]

20 British Geological Survey, ‘Impacts of climate change’: https:/www.bgs.ac.uk/discovering-geology/

climate-change/impacts-of-climate-change/ [accessed 22 November 2021]
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Across the world, climate change could lead to widespread food insecurity,
2l increased violent conflict, and the weakening of international law and
governance.?? As areas become uninhabitable, there will be an increase in the
number of Climate refugees.?”> Animal species and their habitats would be
threatened by increasing temperatures, water scarcity, wildfires and flooding.
24 Five per cent of all species would be threatened with extinction by 2°C
of warming, while 16 per cent of species could be lost if the average global
temperature rise exceeds 4.3°C.?

In the case of persistent high emissions, the impact on the UK would be
dramatic. By 2080, temperatures of 40°C could be exceeded as often as 32°C
is exceeded today.?® Droughts would become more likely and severe,?” while
extreme heavy rainfall events would increase.’® Extreme temperatures could
lead to interruptions of household water supplies.?’ There will be increased
pressure on the electricity network, while extreme climate events could lead
to cascading failures across multiple infrastructure networks, with devastating
impacts.?® Climate hazards in the UK and abroad would cause supply chain
disruptions, threating food security in the UK.*

21 Parliamentary Office of Science and Technology, ‘Transforming the food system to deliver beneficial
long-term outcomes’: https://post.parliament.uk/transforming-the-food-system/ [accessed 05 October
2021]

22 UK Climate Risk Independent Assessment (CCRA3), Technical Report Chapter 7: International
Dimensions (June 2021) p 3: https://www.ukclimaterisk.org/wp-content/uploads/2021/06/CCRA3-
Chapter-7-FINAL.pdf [accessed 30 November 2021]

23 UNCHR, ‘Climate change and disaster displacement’: https:/www.unhcr.org/uk/climate-change-
and-disasters.html [accessed 22 November 2021]

24 UK Climate Risk Independent Assessment (CCRA3), Technical Report Chapter 3: Natural Environment
and Assets (June 2021) p 19: https:/www.ukclimaterisk.org/wp-content/uploads/2021/06/CCRA3-
Chapter-3-FINAL.pdf [accessed 30 November 2021]

25 Nature, ‘Humans are driving one million species to extinction’: https://www.nature.com/articles/
d41586-019-01448-4 [accessed 22 November 2021]

26 Climate Change Committee, Independent Assessment of UK climate Risk (June 2021) p 134: https:/
www.theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-
Advice-to-Govt-for-CCRA3-CCC.pdf [accessed 30 November 2021]

27 Parliamentary Office of Science and Technology, Water supply resilience and climate change, POST
brief 40, May 2021

28 UK Climate Risk Independent Assessment (CCRA3), Technical Report Chapter 3: Natural
Environment and Assets (June 2021) p 73: https:/www.ukclimaterisk.org/wp-content/
uploads/2021/06/CCRA3-Chapter-3-FINAL.pdf [accessed 30 November 2021]

29 Climate Change Committee, Independent Assessment of UK climate Risk (June 2021) p 60: https:/
www.theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-
Advice-to-Govt-for-CCRA3-CCC.pdf [accessed 30 November 2021]

30 DParliamentary Office of Science and Technology, Infrastructure and climate change, POST note 621,
March 2020

31 Parliamentary Office of Science and Technology, A resilient UK food system, POST note 626, June
2020
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Addressing the risk

The UK’s Climate Change Committee have stated that adaptation action has
failed to keep pace with the worsening reality of climate risk. This is despite
the UK Government having the resources to address the risk.>? Limiting future
climate change by reducing emissions, stabilising temperatures and preparing
for climate change thorough adaptations will help reduce its consequences.
The Government have acknowledged that building the UK’s preparedness
and resilience to climate change impacts is a cost-effective and essential way to
protect our people, economy and environment.>?

Limiting temperature increases requires reductions in carbon dioxide emissions
along with significant reductions in other greenhouse gas emissions. The
frequency and intensity of extreme weather will continue to increase until this is
done. Although some changes already caused by global heating, such as sea level
rises, are irreversible, the International Panel on Climate Change advised that
“strong and sustained reductions in emissions of CO2 and other greenhouse
gases would limit climate change.”®* At the COP26 conference in Glasgow,
countries agreed to meet next year to pledge further cuts to emissions of CO2,
with an aim of limiting temperature rises to 1.5°C.*

Adaptation is also needed to reduce damage from climate change that has already
occurred or is projected to occur. This includes improving building design,
retrofitting existing buildings, greater flood defence investment, increasing
plant diversity, restoring peatlands, urban greening and adapting agricultural
practices.?®

In October 2021 the Government published its Net Zero Strategy which set
out how the UK would halve emissions by 2030 and reach net zero emissions
by 2050. The Climate Change Committee welcomed the plan as “an ambitious
and comprehensive strategy that marks a significant step forward for UK climate
policy”.’” However, they also noted that “There are some strategic gaps, as well
as uncertainties over how the Government’s ambitions will be delivered in some

sectors”.?®

Lessons to be learned from the climate change case study

13. Many of the risks facing the UK are likely to increase both in
magnitude and frequency as a result of climate change, and risk
assessment cannot be conducted without acknowledging this fact.

32 Climate Change Committee, ‘Independent Assessment of UK Climate Risk’ https://www.theccc.org.
uk/publication/independent-assessment-of-uk-climate-risk/ [accessed 22 November 2021]

33 Department for Environment, Food and Rural Affairs, ‘Climate change adaptation: policy
information’: https://www.gov.uk/government/publications/climate-change-adaptation-policy-

information/climate-change-adaptation-policy-information [accessed 22 November 2021]
34 Intergovernmental Panel on Climate Change, ‘Climate change widespread, rapid, and intensifying—

IPCC’: https://www.ipcc.ch/2021/08/09/ar6-wg1-20210809-pr/ [accessed 22 November 2021]

35 ‘COP26: What was agreed at the Glasgow climate conference?’, BBC News (16 November 2021):
https://www.bbc.co.uk/news/science-environment-56901261 [accessed 22 November 2021]

36 Climate Change Committee, Independent Assessment of UK climate Risk (June 2021) p 27: https://www.
theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-Advice-
to-Govt-for-CCRA3-CCC.pdf [accessed 30 November 2021]

37 Climate Change Committee, ‘Independent Assessment: The UK’s Net Zero Strategy’: https://www.
theccc.org.uk/publication/independent-assessment-the-uks-net-zero-strategy/ [accessed 22 November
2021]

38 Climate Change Committee, ‘Government’s Net Zero Strategy is a major step forward, CCC says’
https://www.theccc.org.uk/2021/10/26/governments-net-zero-strategy-is-a-major-step-forward-ccc-
says/ [accessed 22 November 2021]



https://www.theccc.org.uk/publication/independent-assessment-of-uk-climate-risk/
https://www.theccc.org.uk/publication/independent-assessment-of-uk-climate-risk/
https://www.gov.uk/government/publications/climate-change-adaptation-policy-information/climate-change-adaptation-policy-information
https://www.gov.uk/government/publications/climate-change-adaptation-policy-information/climate-change-adaptation-policy-information
https://www.ipcc.ch/2021/08/09/ar6-wg1-20210809-pr/
https://www.bbc.co.uk/news/science-environment-56901261
https://www.theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-Advice-to-Govt-for-CCRA3-CCC.pdf
https://www.theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-Advice-to-Govt-for-CCRA3-CCC.pdf
https://www.theccc.org.uk/wp-content/uploads/2021/07/Independent-Assessment-of-UK-Climate-Risk-Advice-to-Govt-for-CCRA3-CCC.pdf
https://www.theccc.org.uk/publication/independent-assessment-the-uks-net-zero-strategy/
https://www.theccc.org.uk/publication/independent-assessment-the-uks-net-zero-strategy/
https://www.theccc.org.uk/2021/10/26/governments-net-zero-strategy-is-a-major-step-forward-ccc-says/
https://www.theccc.org.uk/2021/10/26/governments-net-zero-strategy-is-a-major-step-forward-ccc-says/

14

14.

15.

16.

17.

18.

PREPARING FOR EXTREME RISKS: BUILDING A RESILIENT SOCIETY

Climate change is an ever more significant risk facing the UK and
action to address it needs to be undertaken rapidly and as a priority.

Defining extreme risk

There is no single accepted definition of extreme risk. It is agreed that extreme
risks have systemic, widespread, effects,*® can impact across international
borders and could cascade through many of the sectors of society.*® Through
their extensive impacts, extreme risks can erode a state’s ability to meet its
strategic objectives.*!

Definitions of extreme risks are not confined to sudden shock events. They
also include evolving chronic risks. These risks have the potential to cause
irreversible changes to the global system. These changes are likely to build
slowly over time. Examples of such risks include increasing antimicrobial
resistance and events associated with anthropogenic climate change such as
ice sheet collapse, largescale permafrost melting and forest dieback.*?

In this report, we will define extreme risk as:

‘High-impact events that, if they materialise, would cause widespread
damage to many aspects of our society and compromise the achievement
of the strategic objectives set by the Government. They can impact at
global, national or regional levels and could cause significant loss of life,
loss of value, or a substantial and detrimental societal impact.’

A distinction can be drawn between threats and hazards. The 2008 National
Risk Register refers to hazards as being natural events without malicious
intent, while threats have malicious intent.*?

Why investigate now?

The Committee was formed amid the global upheaval of the COVID-19
pandemic. Whilst the Committee never intended to undertake a COVID-19
inquiry, the pandemic has taught us daily lessons about the need for better
resilience. The whole of society currently is engaged in a fight against the virus.
It shows that people, when properly informed, will respond appropriately—
pessimism about our behaviour in the early stages of the epidemic was mis-
placed. We need to adopt a whole of society approach to resilience, learning
not only from our experiences in the UK but also from examples of best
practice internationally.

39
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Q 235 (Lord Harris of Haringey, Professor Brian Collins)

Written evidence from Warwick Manufacturing Group (RSK0059)

Suzanne Raine, ‘Half of the National Risk Register is Missing’, Royal United Services Institute, vol.
41, (2021), pp 1-3: https://nationalpreparednesscommission.uk/wp-content/uploads/2021/01/raine
web_newsbrief 0.pdf

Written evidence from The Adaptation Committee of the Committee on Climate Change (RSK0065)
Cabinet Office, National Risk Register (2008) p 3: https://assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment data/file/969213/20210310_2008-NRR-Title-Page

UPDATED-merged-1-2.pdf [accessed 30 November 2021]
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CHAPTER 2: THE UK RISK LANDSCAPE

This chapter outlines the central pillars of the UK’ risk management
framework. It will start with a description of the National Security Risk
Assessment (NSRA) and National Risk Register (NRR) before detailing the
UK’s risk governance structure and will finish with an overview of the most
recent policy developments within UK risk management.

Risk management in the UK

The National Security Risk Assessment

The Government identifies and assesses risks through the process of
creating the NSRA and its public facing version, the NRR. The NSRA is
an assessment of the most serious malicious and non-malicious, chronic
and acute, international and domestic threats and hazards facing the UK
and its interests overseas.** The creation of the document is overseen by the
Civil Contingencies Secretariat (CCS) within the Cabinet Office, and it is
undertaken every two years.®

There are approximately 130 risks identified in the 2019 NSRA. The risks
are listed with two different classifications (Official-Sensitive and Secret).
Each risk is presented in a Reasonable Worst-Case Scenario (RWCS). The
RWCS is explained in paragraph 26. Each risk is assigned an impact and
likelihood score, a position on a risk and likelihood matrix, a response
capability and recovery requirement, and a description of the uncertainty
involved in making the assessment. Each risk is then assigned to a Lead
Government Department which will assume responsibility for mitigating
and planning for it.

In order to understand the probability of a risk manifesting, likelihood scores
on a scale of one to five are assigned to each risk. A one-point increase is
equal to a tenfold increase in the likelihood of occurrence. Risks are included
within the NSRA on the basis of their likelihood of occurring in the next two
years. Likelihood assessments are estimated according to both qualitative
and quantitative data, if available, including historical data analysis and
numerical modelling.*¢

To assess how damaging a risk would be if it occurred, an impact score on
a scale of one and five is assigned to the RWCS for each risk. A one-point
increase in the score represents a ten-fold increase in impact. The impact
is assessed across multiple dimensions including human welfare, economic
damage, disruption to essential services, environmental damage, behavioural
impacts, impacts on security and impact on international relations.*

Departments are responsible for horizon scanning of the risk landscape
within their policy portfolio (e.g., environmental risks for the Department
for Environment, Food and Rural Affairs). After this scanning process the
departments then define a RWCS for each risk identified. These scenarios are
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Q 1 (Roger Hargreaves)

Cabinet Office, National Risk Register (December 2020) p 5: https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment data/file/952959/6.6920 CO_CCS_s National
Risk_Register 2020_11-1-21-FINAL .pdf [accessed 30 November 2021]

Private correspondence with the Cabinet Office

Cabinet Office, National Risk Register (December 2020) p 12: https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment_data/file/952959/6.6920_CO_CCS_s_ National
Risk Register 2020 11-1-21-FINAL.pdf [accessed 30 November 2021]
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then analysed by the CCS. Once the scenarios have been through a challenge
process, they are passed back to departments to populate risk assessment
templates. These are then reviewed by departmental Chief Scientific
Advisers. To complete the process, all the risk templates are collected for
a review by the Government Chief Scientific Adviser, the Deputy Chief
Scientific Advisers and relevant committees (including ministers) for sign-
off.*®

25. The CCS is responsible for helping government departments to prepare for
and respond to risks held in the NSRA. The CCS plays a “refereeing role”
to ensure that departments are engaging with risk management within their
portfolios.*

Reasonable Worst-Case Scenario

26. After risks have been identified through a process of horizon-scanning, risk
owners (individual government departments) are responsible for creating
the RWCS. The RWCS is a subjective judgement of a risk scenario chosen
somewhere between the worst thing that could possibly happen and the
most likely outcome to occur.’® As a subjective judgement it incorporates a
high level of uncertainty. It is a planning tool and not a prediction of likely
outcomes.

Figure 1 Reasonable Worst-Case Scenario Construction

Each risk in the risk register is identified by a risk owning department.

Risk
identified

A Reasonable Worst-Case Scenario is created by the risk owning department through
a process of consultation with experts, their departmental Chief Scientific Adviser,
other departments, the intelligence community, and industry stakeholders.

RWCS
created

The RWCS is reviewed and assured by independent expert groups formed and
coordinated by the Civil Contingencies Secretariat (CCS).

Independent

review and
assurance

Risk owning departments populate a risk assessment template with information on
the scenario. This forms the basis of the National Security Risk Assessment.

Risk
Register
creation

The compiled risk assessments are reviewed by the Government Chief
Scientific Adviser, the Deputy National Security Advisors, and Government committees
(official and ministerial). Once they are satisfied, the assessment is signed off.

N N 2 S 4

Final review,
assurance
and
sign off,

Source: Private correspondence with the Cabinet Office

48 (Q 286 (Sir Patrick Vallance)

49 Q7 (Roger Hargreaves)

50 Oral evidence taken before the Joint Committee on the National Security Strategy, inquiry on
Biosecurity and national security, 19 October 2020 (Session 2019-21), Q 35 (Sir Patrick Vallance)
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Lead Government Departments (LGDs)

Within risk management, the Government employs a Lead Government
Department (LLGD) principle. In this system, each government department
is individually responsible for risks allocated to them within the NSRA. This
principle requires the department, with the support of other Government
departments and the Cabinet Office, to lead on preparation for a given risk.

The Secretary of State for each department is responsible for preparedness
against the risks assigned to that department. Secretaries of State must, with
the support of officials, create plans which respond to, mitigate or prevent a
given risk. The CCS does not have the power to formally audit departmental
preparedness or to interrogate departmental risk plans. Secretaries of State
are held accountable for their risk plans by the Cabinet Office and, arguably,
the Prime Minister.>!

National Risk Register

The National Risk Register (NRR) is the public facing version of the NSRA.
One of its objectives is to communicate risk information to a wide range
of groups including the public, businesses, associations, charities and civil
society organisations. The NRR provides an overview of the major risks that
the UK faces. It identifies the types of emergencies that could occur because
of these risks and the mitigation practices the government are employing
against them. It also advises how individuals, families and businesses should
prepare for the risks identified in the register.”> The NRR is produced every
two-years after the completion of the NSRA. The latest version was published
on 18 December 2020.

Local governance of risk management

Management of the risks identified in the NSRA is coordinated at a national
level by Lead Government Departments and at a local level by Local
Resilience Forums (LLRFs). LRFs are multi-agency partnerships made up of
representatives from local public services, including the emergency services,
local authorities, the NHS and arms-length statutory bodies such as the
Environment Agency.>?

Emergency responders are separated into Category 1 and Category 2
organisations, defined by the Civil Contingencies Act 2004. Those in
Category 1 are organisations at the core of the response to most emergencies,
including the emergency services, local authorities, NHS bodies. They are
required to perform several tasks including:

. Assessing the risk of emergencies occurring and using this to inform
contingency planning;

. Putting in place emergency plans;
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Q 4 (Roger Hargreaves)
Cabinet Office, National Risk Register (December 2020) p 5: https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment_data/file/952959/6.6920_CO_CCS_s_National

Risk_Register 2020_11-1-21-FINAL .pdf [accessed 30 November 2021]
Cabinet Office, The role of Local Resilience Forums (July 2013), para 34: https://assets.publishing.
service.gov.uk/government/uploads/system/uploads/attachment data/file/62277/The role of I.ocal

Resilience Forums- A _reference document v2 July 2013.pdf [accessed 30 November 2021]
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o Putting in place arrangements to make information available to the
public about civil protection matters and maintaining arrangements to
warn, inform and advise the public in the event of an emergency; and,

. Sharing information and cooperating with other local responders.>*

Category 2 organisations, including the Health and Safety Executive,
transport and utility companies, are ‘co-operating bodies’. They are less
involved in planning but will be heavily involved in incidents that affect
their own sector. Category 2 responders have a lesser set of duties such as
co-operating and sharing relevant information with other Category 1 and 2
responders.”

LRFs are a forum through which local responders discharge their duties to
assess and plan for risks. To do so, LRFs are provided with hard copies of the
‘Official-Sensitive’ version of the NSRA. From this, LRFs develop their own
localised risk assessments and resilience plans. LRFs are primarily supported
by regional advisors from the Department for Levelling Up, Housing and
Communities (formerly the Ministry of Housing, Communities and Local
Government).’® These regional advisors are the contact point between
national and local bodies, particularly during a crisis. The CCS supports
the work of LRFs through the creation of guidance on risk management and
by conducting nation-wide roadshows where the findings of the NSRA are
presented.’” Local level risk accountability is built into the system through
activities conducted by the Department for Levelling Up, Housing and
Communities and the CCS’s testing programme. That takes place within
the Resilience Capabilities Programme and the training provided by the
Emergency Planning College.®

Civil Contingencies Act 2004

The purpose of the Civil Contingencies Act 2004 is to deliver a single
statutory framework for civil protection in the UK. The Act is separated into
two parts: local arrangements for civil protection (Part 1) and emergency
powers (Part 2).°

Part 1 establishes a set of roles and responsibilities for those involved in
emergency preparation and response at the local level. Part 2 of the Act
updated the 1920 Emergency Powers Act. It allows for the making of
temporary special legislation (emergency regulations) to help deal with the
most serious of emergencies.®®
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During the COVID-19 Pandemic, the Government chose not to use the CCA
as the legislative framework for their response. Instead, the Government used
the Public Health Act 1984 and passed the Coronavirus Act 2020.

Recent policy developments

Integrated Review

The Government set out the UK’s national security and international
policy ambitions in a review of foreign, defence security and international
development policies entitled: ‘Global Britain in a Competitive Age: The
Integrated Review of Security, Defence, Development and Foreign Policy’
(the IR). The IR was published in March 2021. One of the Government’s
four overarching objectives with the IR is “building resilience at home and
overseas.”® The IR set out a total of five key priority actions relating to risk
assessment and risk planning:

. To establish a “whole-of-society” approach to resilience, so that
individuals, business and organisations are central to building resilience
in the UK.

o "To consider the diverse array of threats and hazards threatening the UK
and respond to them through the integration of national security with
economic, health and environmental policy. The IR also advocated the
connection of domestic and international government policy to tackle
risks at source.

. To develop more capabilities—people, skills, and equipment—that can
be used in a range of risk scenarios.

. A review of the methodology of the NSRA.

. To strengthen the UK’s analytical, policy and operational tools to
better understand cross-cutting, complex risks.

We welcome the publication of the IR, but as this report will propose,
significant additional action will be essential to achieve the objectives it seeks.

UK Health Security Agency

In Spring 2021, the Government announced the creation of the UK Health
Security Agency (UKHSA), with responsibility for planning, preventing and
responding to external health threats, and providing intellectual, scientific
and operational leadership at the international, national and local level.®?

The UKHSA will be the UK’s permanent standing capacity for mitigating
health-related threats. The Government plan to do this through expert
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consultation with public health service experts, data analytics and genomic
surveillance, and testing and contact tracing capability.®

Office for Science and Technology Strategy

In June 2021, the Prime Minister announced the creation of the National
Science and Technology Council and the Office for Science and Technology
Strategy. The ministerial council, chaired by the Prime Minister, will seek
to set the strategic direction for scientific and technological advantage in the
UK.%* The Office for Science and Technology Strategy will support the work
of the ministerial council. It will sit within the Cabinet Office and will be led
by the Government Chief Scientific Adviser (GCSA). In addition to acting
as head of the Office for Science and Technology Strategy, the GCSA will
also act as the inaugural National Technology Adviser.

The Office for Science and Technology Strategy will provide an insights
function that will give the Government information on emerging technology,
horizon scanning and capability assessments.®> Currently there are no plans
for this insights function to inform the NSRA.°%°

The Climate Change Commattee

The Climate Change Committee (CCC) is an independent, statutory body
established under the Climate Change Act 2008. The CCC advises the UK
Government and devolved administrations on emissions targets and reports
to the UK Parliament on adaptation to the impacts of climate change.®

In 2021, the Adaptation Sub-Committee of the CCC produced an
independent assessment of UK climate risk. The assessment found that the
UK’s adaptation action has failed to keep pace with the worsening risk of
climate change and that while the UK has the capacity and resources to
respond effectively to these risks it has not done s0.%®

Biological Security Strategy

Published in 2018, the UK’s Biological Security Strategy attempted to
coordinate a cross-governmental approach to biological risks, whether they
materialised naturally, accidentally or deliberately. The Strategy identified
four main biological risks to the UK: a major health crisis; antimicrobial
resistance, a deliberate biological attack by state or non-state actors; and
animal and plant diseases.

The strategy describes how much of the governance fell within existing
departmental portfolios and governance mechanisms. Commitments
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which required cross-Government working were to be owned by a cross-
Government director-level governance board. This board was to report to
the Threats, Hazards, Resilience and Contingencies Subcommittee of the
National Security Council, through the Security Minister. The GCSA
would maintain an oversight role. However, the Threats, Hazards, Resilience
and Contingencies Subcommittee was disbanded in July 2019. ¢ A report
by the Joint Committee on the National Security Strategy on ‘Biosecurity
and national security’ concluded that there is “a striking absence of strategic
leadership of the UK’s biological security work as a whole”.”

69 Written Answer UIN 59366, Session 2019-2021
70 Joint Committee on the National Security Strategy, Biosecurity and national security (1st Report,
Session 2019-2021, HC 611, HL Paper 195), page 55
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CHAPTER 3: RESILIENCE

For over a decade a pandemic had been identified as one of the most significant
risks facing the UK.™ According to Roger Hargreaves, Director of the Civil
Contingencies Secretariat (CCS), before the onset of COVID-19 the UK’s
approach to risk assessment and risk management was viewed as a model of
best practice around the world.”” Yet the COVID-19 pandemic caught the
UK unprepared, raising fundamental questions about the robustness of this
alleged “gold standard” approach.”

We now have a unique opportunity to re-assess the UK’s approach to
risk management, learning lessons from COVID-19 as well as from other
extreme events the UK has faced. We have a particular chance to reconsider
the importance of resilience. Dr Simon Harwood, Director of Defence
and Security at Cranfield University, noted that “Covid-19 has exposed
everything that is brittle about making efficiency the priority for both the
public and private sectors”.’”* This chapter focuses on the Government’s
approach to risk and resilience, including the governance, policy and culture

changes now required to build UK resilience.

What is resilience?

There are many definitions of resilience. Our witnesses noted the following
common characteristics of resilience or resilient systems:

° The ability to absorb disturbance, shocks and stresses by adapting to
their occurrence;

. The ability to ‘bounce back’ from those disturbances;
° The ability to learn from failures or ‘bounce forward’; and,

° The ability to achieve the above regardless of what disturbance, shock
or stress one is exposed to.”

Witnesses also noted that resilience is not just a physical or material
characteristic, it also refers to emotional and psychological resilience.”
Professor Tim Watson, Director of the Cyber Security Centre, Warwick
Manufacturing Group at the University of Warwick, said that these
disturbances, shocks and stresses are not just sudden events, but can build
up slowly over time. A resilient system may be changed by the disturbance,
and may appear different in the aftermath, but it will have the capacity to
continue performingitsintended purpose and achieve its strategic objectives.””

For the purposes of this report, we will use the United Nations Office for
Disaster Risk Reduction (UNDRR) definition of resilience (Box 2), noting
that resilience refers to emotional and psychological resilience as well as
physical or material resilience.
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Box 2: United Nations Office for Disaster Risk Reduction (UNDRR)

definition of resilience

The United Nations Office for Disaster Risk Reduction (UNDRR) defines
resilience as: “The ability of a system, community or society exposed to hazards
to resist, absorb, accommodate, adapt to, transform and recover from the effects
of a hazard in a timely and efficient manner, including through the preservation
and restoration of its essential basic structures and functions through risk
management.” This applies to both hazards and threats.

Source: UNDRR, ‘Resilience’: https://www.undrr.org/terminology/resilience faccessed 30 November 2021]
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Why resilience?

For many of our witnesses, an enhanced focus on resilience offers a means
to combat the risk posed by an increasingly interconnected world which
emphasises the value of efficiency, aims to eliminate redundancy and relies
on ‘just in time’ delivery models. Resilience First, a business membership
organisation promoting enhanced resilience in the private sector, argued
for greater investment in ‘just in case’ rather than ‘just in time’ resources,
saying that: “By shaving ever more from a system in the search for efficiency
then there is a point when it becomes prone to failure.””® Professor Sir Mark
Walport, former Government Chief Scientific Adviser, said: “As societies have
become more efficient, arguably they have become less resilient.””® Increased
resilience involves a rebalancing of the efficiencies and redundancies of
modern society to ensure systems can respond to shocks.

A focus on resilience to risks also corresponds with a move away from a
system which prepares for individual risks. A resilient system is one which
can flexibly respond to a wide range of shocks, reducing the danger of
being caught unawares by an unexpected event. The Resilience Shift, an
organisation promoting global resilience, recommended to us the use of
an ‘all hazards’ or hazard-agnostic approach, suggesting: “More thought is
needed on actions and interventions within the system that will enhance its
resilience to ‘all hazards’”.8° Indeed, Professor Watson noted that focusing too
much on specific hazards can be detrimental to resilience, saying: “Specified
resilience, listing the bad things, is a really good thing to do, but it is not the
only thing you should do; you should also focus on general resilience. Often,
when we focus on optimising for those specified bad things, we damage
general resilience.”®! Sir Oliver Letwin, former Chancellor of the Duchy of
Lancaster, noted that the UK is poor at responding to unexpected shocks:

“We, in particular, are weakest in knowing how to deal with
circumstances that arise despite our best efforts, and in having flexible
responses that do not depend on having guessed what will happen and
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why it will happen but that are capable of adapting themselves rapidly
and effectively to the circumstances that we meet.”. 3828384

A resilience led approach to risk management involves a broader appraisal of
the health and security of our society and offers an opportunity to identify
and resolve weak points which are prone to failure.

The National Resilience Strategy

In the Integrated Review the Government has committed to developing “a
comprehensive national resilience strategy, in partnership with the devolved
administrations and English regions, local government, the private sector
and the public.”® The National Resilience Strategy call for evidence states
that the strategy will focus on: “the UK’s ability to anticipate, assess, prevent,
mitigate, respond to, and recover from known, unknown, direct, indirect
and emerging risks.”%® It sets out a series of core principles to help achieve
the stated vision of making the UK “the most resilient nation”. These are:

o “We should understand the risks we face, including the impacts they
could have, and our exposure to them.

. We should invest in preparation to better prevent, mitigate and recover
from risks.

. We should energise and empower everyone who can make a
contribution.”®’

We welcome the Government’s commitment to focusing on resilience,
particularly noting the role played by all sectors of society. As discussed
throughout this report, the UK Government has failed to take a whole
of society approach to resilience. Resilience is a long-term goal, and the
effort to build resilience should not cease if and when the UK achieves the
proposed vision. The severity of some risks is increasing year on year, making
resilience an ever-shifting goal. As Professor Jim Hall, Professor of Climate
and Environmental Risks at the University of Oxford, warned, “Resilience
is an issue that never goes away, but it is easy to forget about when you are
not in the middle of an emergency.”®® The proposed National Resilience
Strategy will set out a vision for UK resilience in 2030, but we welcome
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the acknowledgement by the Government that “the endeavour of improving
national resilience will stretch far beyond this timeframe”.?°

Box 3: Severe Space Weather

Space weather, which cannot accurately be predicted or fully mitigated,
represents a risk against which resilience offers the best defence. Space weather
is caused by the ejection of radiation and particles from the sun during a solar
storm which, when it interacts with Earth’s magnetic field and upper atmosphere,
can cause radio signal interference, damage to electronics, power outages and
satellite disruption.®® Solar particles interact with the Earth’s magnetic field to
produce powerful electromagnetic fluctuations that can create large electrical
currents in grounded conductors such as electricity networks, pipelines and
railway tracks.”® The most serious impacts of a severe solar storm are likely to
come from coronal mass ejections (CMEs)—explosive eruptions on the Sun
that can lead to powerful geomagnetic storms when they hit the earth.*?
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The impact of a severe solar storm could be enormous. The UK’s national
electricity grid could come under immense strain and blackouts could occur.
Grid transformers across the UK could be damaged and taken out of service
and the time to repair could be between weeks and months.”> Temporary
outages or the interruption of satellites,’® and the inability of satellite signals
to reach the Earth could throw communication and navigation systems into
chaos.”” Global navigation satellite systems such as GPS could be completely
inoperable for a time.’® The emergency communications system used by the
emergency service in the UK is dependent on GPS and could be taken offline.*’
Critical infrastructures could be disrupted by the power and communications
failures, putting lives at risk. Road traffic management systems, streetlights and
rail signalling systems could fail and navigation systems could begin guiding
maritime, aircraft and road traffic into dangerous locations. Aircraft systems
failures could lead to widespread aviation disruption.’® and passengers and crew
involved in commercial aviation could be exposed to doses of radiation three
times the radiation dose received from a CT scan.”

The northern lights could light up the skies, with the light bright enough to read
by.!%° Public behaviour in response to the event would be unpredictable. Social
order could be threatened, with widespread public disorder and panic buying.
Conspiracy theories could proliferate on social media, exacerbated by the lack of
public knowledge on space weather. Stockpiling of resources by the population
could lead to the breakdown of supply chains.!” Infrastructure failure and a
breakdown of social cohesion could lead to impacts of an unpredictable direction
and unknowable magnitude.
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A severe solar storm would occur almost without warning. The UK would
likely only have 12 hours’ notice from observation to impact. The polarity of the
storm determines whether it will impact the Earth severely or in a more limited
manner. The UK will only know this information 15-30 minutes before the
storm arrives.!? These short timescales make mitigation difficult. A severe solar
storm could last many days, up to two weeks.!?

A severe solar storm has not hit the earth in living memory. The Carrington
Event in 1859 was the largest space weather event to take place since modern
records began. No truly extreme storm on a similar scale to the Carrington
Event has occurred since the start of the space age, but there have been a number
of ‘near misses’ which have caused major damage and disruption.!®*

The world is increasingly reliant on electricity and satellite communications for
its routine operation. Emerging technologies such as autonomous navigation
systems in cars, planes and ships; 5G mobile communications; and the Internet
of Things could increase our vulnerability to space weather.!®

Given the short warning times and high impact associated with extreme
weather, mitigation is challenging. Collaboration with experts such as scientists,
behavioural psychologists and engineers could help to develop mitigation plans
which address the cascading impacts that a solar weather event would have on
society. Continued close collaboration with the National Grid could help to
improve the grid systems resilience and minimise vulnerabilities.!°® In September
2021 the Government published its ‘UK Severe Space Weather Preparedness
Strategy’ which makes commitments to: enhance our understanding of severe
space weather, its impacts, and our ability to forecast events; increase the
resilience of essential infrastructure and services and minimise the impacts
of severe space weather; and ensure the UK can respond to events effectively
and recover from them quickly.!®” Our report makes recommendations about
integrating the public into the UK’s resilience structure, implementation of
which could help limit the impact of a solar weather event (paragraphs 185, 186
and 187).

Central government approach to risk

55. While resilience is a society wide endeavour, it is the role of the Government
to set the direction and example for the whole of the UK. The rest of this
chapter will focus on the changes needed within Government to help build
resilience.
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A culture of secrecy

Government policymaking on risk and resilience is opaque. In particular, the
process of constructing the National Security Risk Assessment (NSRA) is
conducted largely behind closed doors. There islimited independent challenge
and much of the scrutiny is provided either by those within government
or those appointed by the government. Those producing risk assessments
in Government departments should, according to the Cabinet Office,
“work collaboratively with experts, including their Chief Scientific Adviser,
other departments and agencies, the intelligence community, business and
industry stakeholders, and external experts”.!°® There are also nine expert
groups, including the Natural Hazards Partnership, who scrutinise some
cross-cutting risks. The details of these groups, including membership, are
not readily available.'” This lack of scrutiny was acknowledged by Roger
Hargreaves who told us:

“Finding a way to inject some independent challenge is probably our
highest priority for the next round ... We have to find a way to get
genuinely independent but genuinely expert voices into the process,
which inject genuine challenge and fresh thought.”!1°

Witnesses outlined their concerns with the current lack of external challenge.
Lord Ricketts, former National Security Adviser, said:

“The risk is that these exercises tend to be held within government and
there is probably a lot of value in exposing the national risk process
to wider consultation but also the potential policy implications as well
through the integrated review.”!!!

Charlotte Pickles, director of the Reform think tank, said that: “we do not
have nearly enough transparency and we are not nearly open enough to
independent challenge on some of the assumptions that we make within our
risk identification and assessment process.”!'> Dr Harwood also said that “At
the moment it certainly feels like debate happens within government and
then we are told after decisions have been made.”!!3

Dr David Blagden, Senior Lecturer in International Security, University of
Exeter, acknowledged that there may be good reason for secrecy surrounding
some risks, but considered that a blanket approach was not justified:

“There are clearly very good reasons for a degree of secrecy around
malicious risks, but when it comes to non-malicious risks, because we
are not more public about how we are doing the assessment and what
underpins our assessments around likelihood or impact, we are not able
to solicit the same degree of independent challenge to those assumptions
as we would be if we were more transparent.”!!*

Currently, external challenge is sought in an ad-hoc manner. Professor
Watson described the current approach:
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“What tends to happen often is that it is felt that a subject matter expert
is needed to inject into some group that is developing some policy.
Perhaps sometimes the country would be better served by creating
more persistent teams that combine government, academia and also the
private sector in a team that persists, gets to know each other and then
can apply its diverse talents across a range of policy development tasks.”!!>

This view was echoed by Dr Blagden, who called for “some sort of
institutionalised mechanism for bringing in non-Whitehall challenge”!'®, and
by Professor Sir David Spiegelhalter, Winton Professor of the Understanding
of Risk, Statistical Laboratory, University of Cambridge, who called for a
“red team” to challenge the NSRA.!"7

Information security also reduces transparency. The NSRA is held at two
classification levels—Official-Sensitive and Secret. The high classification
level of the document acts as a barrier to robust risk assessment. The NSRA
is not shared publicly.!'® Ian Lisk, Chair of the National Hazards Partnership,
a consortium of public bodies who scrutinise elements of the NSRA, told us
that security clearance and classification are a barrier to the Natural Hazards
Partnership discharging its scrutiny duties:

“One challenge we still have is that not all our agencies have the adequate
level of clearance to fully review some of the more classified information
contained within the national security risk assessment process ... That
has proved to be a challenge in terms of being able to do a full review of
the complete process from end to end, because some of that information
is protected.”!®

We were granted permission to view the Official-Sensitive version of the risk
assessment in June 2021.

The central government risk assessment process has developed a
culture of secrecy thatimpedes thorough scrutiny, expert consultation
and information sharing with key partners. The Committee has
seen the Official-Sensitive National Security Risk Assessment
(NSRA) and believes that the secrecy surrounding the document is
unwarranted and that much of this information does not need to be
secret and should be in the public domain. As we discuss in paragraph
79, the Government should welcome greater external expertise and
challenge into the process. This would allow the process to be more
open to challenge and allow it to draw on independent scientific
advice.

Politics and risk

Witnesses identified that the UK’s risk assessment process does not
sufficiently address the influence that politics has on risk management. They
argued that there is insufficient political involvement in the risk assessment
process. They also noted that the UK risk assessment does not consider the
risks posed by the consequences of major political decisions.
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First, there appears to be limited political involvement within the risk
assessment process. This is most clearly seen by the lack of ministerial
engagement within risk assessment. The risk assessment process is conducted
at official level in government departments. Departmental officials produce
assessments of risks in their risk landscape and provide these to the CCS,
who then compile and standardise the assessments. Roger Hargreaves told
us that they were “pretty sure” that departments would all sign off their
final assessments with their Secretary of State” before they are sent to the
Cabinet Office.'?° Following compilation, the risk assessment is put to senior
officials and ministers for final sign off. For the 2019 NSRA this sign off was
done via the Threats, Hazards, Resilience and Contingencies subcommittee
of the National Security Council. The Threats, Hazards, Resilience and
Contingencies subcommittee was suspended in July 2019.!%!

Roger Hargreaves told us that they feel the current risk assessment process
is “pleasingly free of any sense of political interference”,'?? with ministers
ultimately making decisions on the basis of the completed official-led risk
assessment.!?®> Lord Ricketts agreed that while some separation between
officials and ministers was healthy, there should still be ministerial

involvement in the process:

“Political judgment comes in at the end to validate or question, challenge
and change and then validate a list of priorities on the basis of the wider
risk assessment process. I think it is healthy if those two stages are kept
separate but in the end ministers have to own the risk prioritisation that
they set.”124

Suzanne Raine, Affiliate Lecturer, Centre for Geopolitics at the University
of Cambridge, argued that a risk register “is not just bad things that might
happen randomly but things that thwart what you are seeking to achieve”.'®
Suzanne Raine argued that until the Government sets out its strategic plan,
it cannot fully assess the risks which may impact that plan.

Secondly, there is no consideration of the risks which arise as a result of
political decisions. Former Cabinet Secretary LLord O’Donnell noted in
his evidence that the assessment of the potential consequences of major
constitutional changes or political decisions are not given sufficient evaluation
within government. Lord O’Donnell argued that the analysis of political
risks should be done “before the time of war, not at the time of war.”!?® The
content of the national risk assessment should reflect all risks facing the
country, including the need to identify and mitigate the consequences of
major political decisions.

The Threats, Hazards, Resilience and Contingencies subcommittee of
the National Security Council considered threats, hazards, resilience and
contingencies strategy. It worked to coordinate resilience activity across

120 Q 41 (Roger Hargreaves)

121 Private correspondence with the Cabinet Office
122 Q 2 (Roger Hargreaves)

123 Q 3 (Roger Hargreaves)

124 Q 77 (Lord Ricketts)

125 Q 82 (Suzanne Raine)

126 Q 259 (Lord O’Donnell)


https://committees.parliament.uk/oralevidence/1295/html/
https://committees.parliament.uk/oralevidence/1295/html/
https://committees.parliament.uk/oralevidence/1295/html/
https://committees.parliament.uk/oralevidence/1654/html/
https://committees.parliament.uk/oralevidence/1655/html/
https://committees.parliament.uk/oralevidence/2346/html/

69.

70.

71.

72.

73.

PREPARING FOR EXTREME RISKS: BUILDING A RESILIENT SOCIETY 31

Government. '*” This included the governing of work on critical national
infrastructure. ?® Roger Hargreaves told us that, in light of the disbanding
of the Threats, Hazards, Resilience and Contingencies subcommittee, many
civil contingency issues were being raised through the current COVID-19
and Brexit governance structures. They said that the question of what
structures would emerge post-pandemic remained a live one.!*

The Government’s risk assessment process should not shy away
from politics, including in its content, by which we mean ministerial
engagement, parliamentary scrutiny and participation by the
devolved administrations. It should be driven by the UK’s strategic
priorities and needs greater ministerial oversight.

The Governmentshouldre-establishthe Threats, Hazards, Restlience
and Contingencies subcommittee of the National Security Council,
or an equivalent Cabinet Committee, ahead of the production of the
next National Security Risk Assessment.

Rusk appetite

In most organisations it is usual for senior management to agree the corporate
“risk appetite”. This is the level of risk it is prepared to accept in pursuit of its
objectives before further intervention is needed to try to lower the risk. The
approach to risk is balanced with possible opportunities, including financial
growth. Our witnesses contrasted this approach with the Government’s
approach to risk. Dr Adam Marshall, former Director General of the British
Chambers of Commerce, noted that: “Government, from our perspective,
is generally focused on risk management and elimination of risk, rather than
risk awareness and setting risk appetite. That is a fundamental differentiator
from the world of business.”!?° But it is impossible to eliminate all risk. Dr
Marc Schelhase, Lecturer in the Defence Studies Department at King’s
College London, stressed the value of setting a risk appetite, saying: “That
is why risk appetite is important; it is getting the organisation to think about
its priorities.”!3!

Such prioritisation has a further consequence - it creates the climate wherein
opportunities as well as threats may be considered side by side. Sir Mark
Walport said: “Regulators are held to account if they do not stop something
happening that would cause harm. On the other hand, they are not held to
account if they stop something happening that would have caused good.
There is an asymmetry.”!3?

Long-term approaches to risk

The low likelihood associated with some risks means that they may only
materialise once a decade or even once a century. Lord Harris of Haringey,
Chair of the National Preparedness Commission, questioned whether the
current political system, with short parliamentary terms and ministerial
postings, allows for the proper consideration of risk:
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“I wonder slightly whether a democratic system, where the issue is “not
in my term of office”, enables us to take a long-term view, particularly
of some of these very major potential risks that still might not happen.”!3?

This view was shared by Sir David Spiegelhalter and Dr Alexandra Freeman,
of the Winton Centre for Risk and Evidence Communication at the University
of Cambridge, who noted that:

“The likelihood of any one of these major risks actually manifesting
itself during the term of a government is low, so no government is
incentivised to prepare for them: the payoff is unlikely (and there may
be some concern that the public perception of preparation for a risk that
doesn’t manifest is ‘waste of resources’).”!3*

Risk governance

Many of our witnesses called for the establishment of a body within
Government which could provide independent challenge to the risk
assessment process and place pressure on the Government to undertake the
necessary actions to either mitigate or prevent disruptive events.

Dr Tim Stone, Chairman of the Nuclear Industry Association, said: “It is
about how we make sure that we have a group, properly accountable and
independent from electoral cycles, to manage this and to provide real wisdom
and public transparency.” '* Sir David Spiegelhalter called for a body or
person with a high profile and the ability to scrutinise risk preparedness.!*

Sir Oliver Letwin said that such a body needed to be independent and
statutorily empowered and Sir David Spiegelhalter described to us what its
purpose should be:

“I think the most urgent necessity is for the establishment of an
independent statutory public body that will do the things that all three
of us have been talking about: create constant attention to these matters,
communicate that aggressively with the media, stir it up politically and
hold the Government to account on an annual basis on whether actions
have been taken in line with its recommendations.”!?’

Professor Brian Collins, Vice-Chair of the National Preparedness
Commission, also called for a body to hold the Government to account:

“There would then be a body at arm’s length, but not totally at arm’s
length—the length of the arm is critical—which does the joining up of
all the actors and holds the feet to the fire, especially if there is some
legality involved, of both regulators and Parliament to deliver on ‘joined-
upness’.”138

Some witnesses suggested other governance changes, including the
establishment of a dedicated emergency planning agency and a Minister for
resilience. ** We have concerns that the issues noted above, particularly a
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lack of incentive to invest against high-impact low-likelihood risks, would not
be adequately addressed by the creation of either a new agency or minister.
These changes cannot be achieved within the existing Cabinet structure. As
Sir Oliver Letwin noted:

“In my view, neither a Minister nor a ministry will ever solve this
problem because the Minister and the ministry, if there is one, will be
starved of funds in just the same way for just the same reasons and will
be powerless. You will never have a Minister at the relevant rank to take
on the Chancellor of the Exchequer and the Prime Minister of the day
and tell them that they have to spend more on something that is not
happening, rather than spending it on something that is happening and
that you are worried about.”!*°

The combination of a culture of secrecy, a lack of transparency, absent or
ad hoc external input and challenge, and a high degree of short-termism is
hampering the government’s management of risk and resilience.

The Government should establish an Office for Preparedness
and Resilience as a non-departmental body, headed by a newly
created post of Government Chief Risk Officer. This body would be
responsible for producing independent analysis of UK preparedness
and monitoring Government preparedness. It would produce
assessments of UK resilience, set resilience standards, and conduct
audits of UK preparedness. It would have the ability to commission
research and establish expert task and finish groups on specific
topics to produce expert led reports and assessments. The Office for
Preparedness and Resilience should have a standing expert advisory
council to provide independent challenge, oversight and strategic
direction. It should establish an institutional memory banR, in the
Jorm of a digital library, which contains restlience literature and
the lessons learned of all major exercises and emergencies. This
should be made available to a designated set of users including
central Government officials, local responders, the devolved
administrations, and parliamentarians.

Spending on risk and HM Treasury

HM Treasury, through its control of public spending and role in setting the
direction of economic policy, has a pivotal role to play in UK resilience. Our
witnesses were critical of the Treasury’s approach to spending on risk and
resilience. Dame Margaret Beckett MP, Chair of the Joint Committee on the
National Security Strategy, noted that:

“The thing that, in my experience, has always been the hardest to
do—1I say this with all due deference to former Treasury Ministers or
civil servants—is to get the Treasury to take on board the long-term
implications of something, as opposed to what will fly in this year’s
Budget or next year’s Budget.”!¥!

Lord Ricketts echoed this, saying: “I think the Treasury approach to
government spending has tended to make it very hard for departments
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to spend to create capacity against a possible need in the future.”'*?> They
considered that this attitude spread from the Treasury to other departments:

“The problem for government departments, rather prompted by the
Treasury, is that they invest money in what is happening right now and
they tend not to invest serious money in what might happen but might
not.”!43

Dr Kristen MacAskill, Lecturer in Sustainability, Environment and
Engineering at the University of Cambridge, made a similar point, saying
that: “funding mechanisms provide support following major events, but
disincentivise up-front investment and planning”.!4*

The Government’s ‘Green Book’ provides guidance on how Government
policies, projects and programmes should be appraised and evaluated.'* In
particular, it sets out a framework measuring and comparing future costs
and benefits with those that arise today. Costs and benefits in future
years are converted to a value in today’s money through a ‘present value’
calculation. This requires a discount rate to be applied to future benefits and
costs (discounting). The effect of discounting is to give preference to present
benefits over future benefits.!*® The Government’s accounting doctrine
including the Green Book and supplementary guidance were criticised by
several witnesses as an ineffective way to assess spending on high-impact low-
probability risks. Sir Oliver Letwin said that the system of discounting and
net present value is “ not suited to insurance risk of the kind we are talking
about or to the assessment of black swan events and their consequences.”!*’
Lord Ricketts called for a “change of government accounting methodology
and doctrine.”!*8

A policy intervention or emergency plan can be based on rigorous and robust
assessment, but that is of little value if it isn’t properly funded. ALARM, a
professional association for risk and insurance practitioners in UK public
services, noted that: “Risk assessment is only one element of the process. It
is no good understanding what the risks are unless there is commitment and
funding to put appropriate mitigation measures in place.”!*’

Research suggests that investing in risk reduction and resilience yields
economic benefits which are greater than costs.!”® Research on the benefit-
cost ratio of disaster risk reduction has estimated that, on average, the
benefits of disaster risk reduction are approximately four times the costs
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in terms of avoided and reduced losses.!” This is particularly the case for
climate adaptations where the benefits substantially outweigh the costs, with
some adaptations having benefit-to-cost ratios of 10:1 or more.!*> Dr Carina
Fearnley, Associate Professor, Science and Technology Studies Department,
and Director, UCL Warning Research Centre, University College I.ondon,
described spending on disaster preparedness as “a phenomenal investment.”!>?

When proposed mitigations and plans are unfunded or underfunded, the
impact of a disruptive event is likely to be greater and it is more likely the
emergency response will be developed in haste as the event plays out, being
made up as we go along. The failure to invest adequately against risks which
the UK faces represents a significant vulnerability.

Our witnesses suggested that spending on risk needs to be more tightly linked
to risk assessment and risk planning to ensure that spending is proportionate
to the severity of the risk. Lord Harris noted that it is often unclear whether
the sums of money allocated to tackle risks are in fact sufficient: “The
National Risk Register talks about £5 billion or £6 billion being spent on
flood relief. What you cannot see, and perhaps there is detailed working
somewhere else, is whether that £5 billion or £6 billion is the right sum
of money.”!>* Without sight of the evidence and calculations used, it is not
possible to say whether government investments are sufficient. Professor Sir
John Beddington, former Government Chief Scientific Adviser, suggested
that funding should be more closely linked to the NSRA, saying: “the
possibility of a degree of separate funding for the National Risk Register,
so that resources are correlated appropriately with the position on the risk
matrix, makes a lot of sense to me.”!*

Elements of our national infrastructure, such as dams, bridges and power
stations, degrade over time and require maintenance or replacement to
ensure they are not at risk of failure. This is particularly relevant for critical
national infrastructure which is essential for the functioning of the society
and economy. Any compromise or loss of critical national infrastructure
could lead to the disruption of essential services or threaten national security,
leading to a loss of life, casualties, or significant social or economic impact.
Dr Tim Stone outlined the need to measure and publish information on
this degradation of infrastructure so we can be sure that the full lifecycle of
assets is being managed. Dr Stone told us:

“Where can I find a two-page summary of the remaining useful life of
nationally significant assets, which is updated every year and which shows
me how they are declining or not? Without visibility of measurement,
you will not get management.”!>°
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Lord Harris also noted the need for a baseline assessment of infrastructure
resilience, from which decisions on spending could be made.'" It is critical
that in doing so the whole system is considered rather than focusing on a
single asset. Chris Train, former CEO of Cadent, cautioned that: “There is a
risk of looking at individual asset resilience rather than systemic resilience”.'>®
Lord Harris also warned of a failure “to invest adequately in the maintenance
of critical infrastructure, with no one agency responsible for the effects on
the system.”’®® An example of the potential harm caused by the deterioration
of infrastructure and a lack of maintenance can be seen in the collapse of the
Ponte Morandi bridge in Genoa in 2018, causing the death of 43 people.!®®

The Government has a strong disincentive to invest against possible
risks, but prevention is significantly cheaper than cure and a failure
to invest in mitigation can cause an increase in likelihood and impact.
Government spending should, where possible, be directed towards
preventing or mitigating disaster. Business cases must represent
the future benefits of preparedness and mitigation, as well as the
costs. The discounting rates required by the Treasury’s ‘Green Book’
favour short-term gains and are disincentivising risk spending in
risk management. Elements of critical national infrastructure (CNI)
degrade over time, but this is not adequately accounted for within the
current risk management system.

The Treasury and spending departments must move away from
their current practice of disincentivising long-term, preventative
spending on risk. To address this, the Government should establish
a flexible and evidence-based spending target for spending on
restlience. This funding target should be based on the requived
capabilities and proposed mitigations outlined by the new Office
Jor Preparedness and Resilience which we have recommended in
paragraph 79. This should be assisted by an appropriate depreciation
register for Critical National Infrastructure which identifies ageing
infrastructure.

Skills and capabilities

Ensuring national resilience includes ensuring that the requisite capabilities
are in place to deal with an event when it transpires. As Deborah Higgins,
Head of the Emergency Planning College, noted:

113

the key to all of this is preparing people and building those
capabilities, so that, when we are faced with something, we can respond
competently and make those judgments and decisions based on the set
of circumstances in front of us.”!®!

Some of these capabilities are generic, including flexibility, adaptability and
incisiveness.'®? Our witnesses also stressed the importance of a diversity
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of thought and background to help guard against groupthink.!®®> These
capabilities and a diversity of background, thinking and approach, are a
benefit to the response to any event and should be cultivated and valued.

91. Some of the capabilities required are more specific, and a number of these
were highlighted to us as being absent or scarce in Government. Professor
Sir Stephen Sparks, Professor of Geology at the University of Bristol, and
Professor Willy Aspinall, Cabot Professor in Natural Hazards and Risk
Science at the University of Bristol, said that there is “nationally and
internationally a critical shortage of professionals trained in risk science”.!%
Professor Brooke Rogers, Professor of Behavioural Science and Security,
Department of War Studies at King’s College London, highlighted that
emergency planning skillsets are lacking in Government, with preparedness,
response and recovery often just one aspect of an official’s job.!®® Lord
O’Donnell noted there are shortages in procurement and digital skills.!®°
Suzanne Raine suggested that the Government’s analysis function is under-
valued and under-resourced:

“The problem is that the thing that we esteem in government is either
the collecting of information or doing something with the information.
The thinking bit is the bit that often is simply not in the conversation.”!®’

Witnesses cited several causes for these skills gaps including poor
renumeration, a lack of value placed on these skills and a lack of career
progression and development opportunities.!%®

92. Sir Oliver Letwin disagreed with the assessment that there are any specific
skills shortages in Government, instead considering that what was lacking
was the ability to locate and organise individuals with the relevant skills for a
particular crisis. Sir Oliver said that “I do not buy the thesis that we do not
have the skill, by and large; I think what we do not have is the organisation.”!%®

93. Sir Oliver Letwin conceded that there is a discrepancy in some areas between
the skills held by civil departments and those held by the military.!”” Other
witnesses too noted that the Ministry of Defence has many of these skills,
including in logistics and delivery, and that these skills have been provided in
support of emergency responses through Military Aid to the Civil Authorities
(MACA).'"""They warned, however, that this support should not be used to
plug longstanding skills gaps within wider government and that the UK has
been fortunate that defence forces have been able to meet their need for
military support.!”

94. Witnesses suggested that the use of Futures techniques and systems thinking
would help policymakers to think more long-term and systematically about
a specific policy area.
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Box 4: Futures, Foresight and Horizon Scanning

Futures, Foresight and Horizon Scanning are all terms used when describing
policymaking which considers the future. The Government Office for Science
document ‘A brief guide to futures thinking and foresight’ defines the three
terms as:

Futures: refers to different approaches to thinking about the future and exploring
factors that could give rise to possible and probable future characteristics, events
and behaviours.

Foresight: refers to the tools/methods for conducting futures work, for example,
horizon scanning (gathering intelligence about the future) and scenarios
(describing what the future might be like).

Horizon scanning: a systematic examination of information to identify potential
threats, risks, emerging issues and opportunities, beyond the Parliamentary
term, allowing for better preparedness and the incorporation of mitigation and
exploitation into the policy making process.

Source: Government Olffice for Science, Futures thinking and foresight: a brief guide (February 2021) p 3: https://

assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/964195/A
brief guide to futures thinking and foresight.pdf faccessed 30 November 2021]

95. Many witnesses praised the value of futures tools and techniques including
horizon scanning and scenarios and suggested that they should be embedded
in the risk assessment and risk planning process.!”> Futures and foresight
are extensively used within the Singaporean Government, with scenario
planning tied to strategy and the budgetary cycle.'”™ However, Dr Simon
Beard, Academic Programme Manager and Senior Research Associate,
Centre for the Study of Existential Risk at the University of Cambridge,
cautioned against being misled by the “hype” around futures and foresight.'”
Dr Beard suggested that successful futures work should be transparent, open
to challenge and involve a diverse group of participants.!’®

19

96. Systems thinking is defined by the Government Office for Science as: “a
holistic approach to analysis that focuses on the way that a system’s constituent
parts interrelate, how systems work over time and within the context of larger
systems”.!”” Professor Stephen Richardson, Emeritus Professor of Chemical
Engineering at Imperial College, outlined the benefits of systems thinking
in understanding the relationships between elements of a system. Professor
Richardson noted that “Systems thinking is not just a good thing but is
absolutely essential when you are looking at the risks associated with any
installation or anything you are doing that is more than making a piece of
toast.”!”® Dame Sue Ion, Honorary President, National Skills Academy for
Nuclear, said: “We need to do a lot better on systems thinking overall, not
just for the immediate risks but also in things like the future energy systems,

173 Q 51 (Dr Simon Beard); Written evidence from the Centre for the Study of Existential Risk (RSK0063);
Q 19 (Dr Piers Millett)

174 Q 200 (Peter Ho)

175 Q51 (Dr Simon Beard)

176 Q51 (Dr Simon Beard)

177 Government Office for Science, Futures thinking and foresight: a brief guide (February 2021) p 5:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/

file/964195/A_brief guide to_futures thinking and_foresight.pdf [accessed 30 November 2021]
178 Q 136 (Professor Stephen Richardson)



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/964195/A_brief_guide_to_futures_thinking_and_foresight.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/964195/A_brief_guide_to_futures_thinking_and_foresight.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/964195/A_brief_guide_to_futures_thinking_and_foresight.pdf
https://committees.parliament.uk/oralevidence/1522/html/
https://committees.parliament.uk/writtenevidence/21939/html/
https://committees.parliament.uk/oralevidence/1342/html/
https://committees.parliament.uk/oralevidence/2090/html/
https://committees.parliament.uk/oralevidence/1522/html/
https://committees.parliament.uk/oralevidence/1522/html/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/964195/A_brief_guide_to_futures_thinking_and_foresight.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/964195/A_brief_guide_to_futures_thinking_and_foresight.pdf
https://committees.parliament.uk/oralevidence/1861/html/

97.

98.

99.

100.

PREPARING FOR EXTREME RISKS: BUILDING A RESILIENT SOCIETY 39

with the linkages between the different sorts, such as renewables, nuclear
and hydrogen.”!”

Many of these skills and qualities are needed by ministers as well as the
officials advising them. Penny Mordaunt MP, the then Paymaster General,
was clear about the need for ministerial training, saying:

<

‘... we need to invest more in induction, training, flexion and exercising
with ministers. Ministers are the most transient part of the team, but
they are an incredibly important link and, ultimately, they are the ones
at the table, so we need to ensure that they know what they should be
doing and are equipped to do that job well.”!8°

Ensuring those responsible for the creation and execution of plans
have the appropriate skills and qualities, including flexibility and
adaptability, is vital for their success. This applies not just to the
Government, but is a challenge for all of society. Within Government
this includes ministers as well as officials. There should be a diverse
range of individuals involved as diversity of background, thinking
and approach are a benefit to resilience policymaking. We highlight
the need for a greater focus within Government on analysis skills,
emergency planning skills and project delivery skills in the civil
sphere. The skills required are determined by the risk in question and
change over time. An analysis of future skill requirements is needed
to ensure that the Government has the rolling capability to deal with
emerging threat scenarios.

The Government should bolster its skills base in the areas of
analysis, emergency planning and project delivery and make more
use of systems thinking and Futures techniques when conducting
risk assessments and developing policy. This will require offering
high quality, targeted training, sRill-based allowances, defined
career paths, and making use of the full breadth of pay bands where
market needs justify this. In developing the requisite capabilities, the
Government should ensure it builds and maintains staff diversity.
There must be more ministerial engagement in risk preparedness.
The Government should provide guidance and implement training
Jor ministers on planning and crisis response. These sRills should
also be cultivated and properly organised in broader society to
bolster general resilience.

Risk and resilience on an international stage

Risks are rarely confined to a single country; events which transpire abroad
can have significant impacts on the UK. As the Centre for the Study of
Existential Risk noted: “As many extreme risks are global in nature, national
risk mitigation efforts should also include pursuing international agreements
and action”.!8! Witnesses questioned the UK’s ability to manage events which
start abroad, or which are global in nature. Dr Piers Millett, Senior Research
Fellow at the Future of Humanity Institute, University of Oxford, told us:
“The UK is much more prepared for a localised event than a national or an
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international event.”'® Dr Opi Outhwaite, Associate Professor in Law, St
Mary’s University, Twickenham, criticised the Government’s understanding
of how risks that emerge abroad can impact the UK. Dr Outhwaite said that
the 2018 Biological Security Strategy: “did not properly understand that a
zoonotic pandemic would reach the UK. We heard these things repeatedly
characterised as unprecedented. They were not unprecedented.”!®?

Several witnesses agreed that many of the required structures and bodies
needed for productive international collaboration already exist.’®* Lord
Ricketts warned against the creation of new bodies and instead encouraged
the revitalisation of existing networks:

“I think the networks of co-operation exist. I am a bit reluctant to start
thinking about wholly new structures as a result of the pandemic. We
need to ensure that what we have works better than it has done in the
recent past.”!®

However, Dr Millett raised concerns that the UK is not as actively engaged
with these international forums as it has been previously because of a reduction
in resourcing and a loss of institutional memory due to staff turnover.!8¢

102. Witnesses called for the UK to take a more active role internationally.

103.

They encouraged the Government to see international engagement as an
opportunity for the UK to be a leader in certain areas. Dr Stephen Cave,
Executive Director at the Leverhulme Centre for the Future of Intelligence,
University of Cambridge, Dr Simon Beard, Caroline Gorski, Director of
R2 Data Labs at Rolls-Royce and John Thornhill, Innovation Editor at the
Financial Times, all highlighted the value of international efforts to tackle
the risks posed by AL!"®" Dr Cassidy Nelson, Co-Lead of the Biosecurity
Research Group at the Future of Humanity Institute at the University of
Oxford, called for the UK to take a leading role in addressing biological
threats which can impact across national boundaries.'®® Sir Patrick Vallance
noted that the response to biosecurity issues such as the threat posed by
level 4 labs and rogue actors must be led by multinational bodies with
influence from the UK as a science superpower.'®® Sir Patrick called for the
establishment of a global surveillance scheme for diseases and data sharing
agreements to ensure new infectious diseases can be identified rapidly and
information about them shared with ease. They stressed that this should be
led by the WHO and requires “long-term sustained funding”.!°°

The call for evidence for The National Resilience Strategy contains a section
on ‘Resilience in an interconnected world’ which acknowledges that “We
cannot consider our national resilience in isolation from the rest of the world.
This interconnectedness means that both challenges and opportunities are
more frequently experienced on either a transnational or global scale.” and
calls for views on “how and where we might further leverage and strengthen
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international capabilities to support our collective resilience and that of our
citizens at home.”!!

191 Cabinet Office, The National Resilience Strategy: A Call for Evidence (July 2021) p 31: https://assets.
publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1001404/
Resilience Strategy - Call for Evidence.pdf [accessed 30 November 2021]
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Box 5: Biological security, bioterror and bio-error

The COVID-19 case study within this report outlines the consequences of a
naturally occurring viral pandemic. In the wake of this pandemic, the UK must
be alive to the reality that malign actors may use biological material to inflict
harm on populations around the world. Malicious biological attacks are not a
new threat, and the Government include the risk of biological attack within
the National Risk Register.!? However, the COVID-19 pandemic has provided
renewed evidence of the deadly potential of this type of weaponry, and the risks
of bioterror and bio-error loom larger than ever.!*?

A biological risk could arise through deliberate action or by accident - bioterror
or bio-error. In 2001, powdered anthrax spores were deliberately put into letters
that were mailed through the US postal system killing five individuals and
infecting 22 people.’®* In July 1971, fisherman in the Aral Sea were infected
with smallpox after a laboratory leak from a Soviet Union biological weapons
laboratory.'® In this case, bio-error, as an accidental by-product of weaponizing
biological matter, threatened to re-introduce smallpox into global circulation. In
today’s globalised world, the deliberate or accidental introduction of biological
material could cause fast-moving and far-reaching devastation.

Dual use research, defined as research that can have beneficial purposes but
could also be used by actors to cause harm,'*® increases the magnitude of threat
posed by bioterrorism. Advances in synthetic biology have made the creation of
new, deadly biological weapons more achievable, including the ability to recreate
a known pathogenic virus and make existing bacteria more dangerous.'*’

Despite the risk posed by dual-use technologies, global oversight is limited.
Dr Opi Outhwaite argued that our current governance of biosecurity needs to
change to be more “outward looking”!°® and Dr Cassidy Nelson said that: “We
do not have oversight of that [dual-use research] industry.”!*® The necessity of
international collaboration on biological security supports the recommendation
we draw in paragraph 107.

192 Cabinet Office, National Risk Register (December 2020) p 9: https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment data/file/952959/6.6920_CO_CCS_s National
Risk_Register 2020_11-1-21-FINAL.pdf [accessed 30 November 2021]

193 Bioterrorism is the deliberate release of viruses, bacteria or other agents used to cause illness
or death in people, but also in animals or plants. Bio-error is a mistake of biological science that
endangers humankind. Biological security is the term used by the UK Government to cover the
protection of the UK from all types of biological risk, both accidental and deliberate. H. J. Jansen, F.
J Breeveld, C. Stijnis and M. P. Grobusch, ‘Biological warfare, bioterrorism and biocrime’, Clinical
Microbiology and Infection, vol. 20, issue 6, (2014), pp. 488—496: https://reader.elsevier.com/reader/
sd/pii/S1198743X146417322token=24951C1AC41B5C563493A21AA80591A2AF5976A2A4705E
B5B76219F14E999D0BD879F0CCDA312642F173800A33BCA4F3&originRegion=eu-west-1&o0-
riginCreation=20211201122317 [accessed 30 November 2021]

194 Centres for Disease Control and Prevention, ‘Anthrax’. https://www.cdc.gov/anthrax/bioterrorism/
threat.html [accessed 22 November 2021]

195 Centre for Biosecurity and Biopreparedness, Biological security threats (2016) p. 8: https:/www.
biosecurity.dk/fileadmin/user_upload/PDF_FIL.ER/Rapporter/CBB_004_trusselsbillede_ UK
WEB.pdf [accessed 30 November 2021]
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advances-in-the-field-new-report-says [accessed 22 November 2021]
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104. International engagement also represents an opportunity for the UK to learn
from the examples of other countries. The Greater Manchester Combined
Authority highlighted the value of international networks which “enable
a sharing learning, understand different conceptualisations of risk, and
help drive collaborative activity both within the UK and abroad.”?*° Lord
O’Donnell encouraged more learning from other countries:

“We should be absolutely clear that these are global issues, mostly, and
that we should learn from other countries. Has anyone else set up a
body like this? Is there something out there that is working well? I do
not know. I have not done that research. Our view about always creating
our own stuff, rather than dealing with product from others, is a bit of
a mistake, I think.”2%

105. There are many examples of best practice which could be closely studied and
drawn from. Witnesses praised the approaches taken by Canada, Australia,
and New Zealand.?°? In particular, the “Total Defence’ concept used by both
Sweden and Singapore was commended as promoting a whole-of-society
approach to preparedness and resilience.?

106. Risks do not respect national borders. They are likely to have
international impacts and will require international responses. UK
risk planning needs to acknowledge how interconnected the world
is and work internationally to plan for risk. Such engagement is an
opportunity not only for the UK to pursue its policy agenda but also
to learn from international partners. A strong UK involvement in
international forums is necessary to mitigate against the risks faced by
the UK and ensure risk planning considers international dimensions
and is not narrowly focused on domestic issues. International
agreements and research partnerships will be necessary to ensure
some risks are mitigated effectively, for example the threat posed by
Level 4 biolabs.

107. We are encouraged by the inclusion of global risks and international
partnerships in the Government’s call for evidence for The National
Resilience Strategy. The Government must ensure that the strategy
clearly outlines how it will engage in international forums and what
international agreements it would lLike to see implemented and
refreshed. It should clearly lay out what resource it will devote to these
efforts and commit long term funding. In particular, the Research
Councils should give additional focus to projects which explore the
international dimensions of risks. The Government should work
with international partners to establish a global surveillance scheme
Jor disease and establish data sharing agreements to ensure new
infectious diseases can be identified rapidly and information about
them shared with ease.

200 Written evidence from the Greater Manchester Combined Authority (RSK0072)
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202 Written evidence from the Warwick Manufacturing Group (WMG), University of Warwick
(RSK0059); Written evidence from Dr Simon Webster (RSK0014); Written evidence from Dr Kristen
MacAskill (RSK0046); Written evidence from Professor Jim Hall, Dr Raghav Pant, Dr Ed Oughton,
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203 Q 43 (John Thornhill); Q 157 (Elisabeth Braw)


https://committees.parliament.uk/writtenevidence/22164/html/
https://committees.parliament.uk/oralevidence/2346/html/
https://committees.parliament.uk/writtenevidence/21915/html/
https://committees.parliament.uk/writtenevidence/21561/html/
https://committees.parliament.uk/writtenevidence/21882/html/
https://committees.parliament.uk/writtenevidence/21898/html/
https://committees.parliament.uk/oralevidence/1522/html/
https://committees.parliament.uk/oralevidence/2000/html/

44

108.

109.

110.

111.

112.

PREPARING FOR EXTREME RISKS: BUILDING A RESILIENT SOCIETY

CHAPTER 4: A WHOLE OF SOCIETY APPROACH

Within the Government’s Integrated Review commitment to develop a
comprehensive national resilience strategy, it prioritises the establishment of
“a ‘whole-of-society’ approach to resilience, so that individuals, businesses
and organisations all play a part in building resilience across the UK.” 2%
We welcome this approach. The current UK risk and resilience landscape is
fragmented and elements such as business and industry, the voluntary sector
and the public are underused.

The Government has established the UK Resilience Forum (UKRF) to
“strengthen UK resilience by improving communication and collaboration
on risk, emergency preparedness, crisis response and recovery”. It includes
representatives of national, regional and local government, private and
voluntary sectors.?®

Whole of society approaches internationally

Many countries take a whole of society view of resilience. During the course
of our inquiry, we took evidence from several international representatives to
understand how their countries approached risk and resilience.

Sweden makes use of a ‘total defence’ concept which “makes peacetime
emergencypreparednessandresilienceabasisforwartimedefence planning.”>
When the highest state of alert is declared, all elements of society, including
the parliament, Government, government authorities, municipalities, private
enterprises, voluntary defence organisations, and individuals, are engaged in
the defence effort. Our witnesses praised the Swedish ‘total defence’ model
for its efforts to mobilise the whole of society in pursuit of national resilience
and defence.?’” Jim Kronhamn, Acting Head of the Research and Evaluation
Section, Swedish Civil Contingencies Agency, told us:

“In Sweden, there is a strong tradition of seeing people as subjects rather
than objects, as resources and not care-needing entities. We are all
subjects and decision-makers who can make a difference for ourselves
and the wider society. This mindset is something that I believe is a
strength in our approach to managing risks”?2%8

Singapore also uses a ‘total defence’ model. Peter Ho, Senior Adviser,
Centre for Strategic Futures, Prime Minister’s Office, Singapore, said that:
“Total defence starts from the premise that it is the whole system that is
being organised.”?? In Singapore, emergency exercises are regularly run at
a community level to inform and train the public. Peter Ho stressed the
value of these exercises, and said: “by getting the whole community involved

204 Cabinet Office, Global Britain in a Competitive Age: the Integrated Review of Security, Defence, Development

and Foreign Policy, CP 403 (March 2021), p 88: https://assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/975077/Global_Britain_in_a_Competitive_Age-the

Integrated Review of Security Defence Development and Foreign Policy.pdf [accessed 30

November 2021]

205 Cabinet Office, ‘Meeting notes for UK Resilience Forum’ https:/www.gov.uk/government/

publications/meeting-notes-for-uk-resilience-forum [accessed 22 November 2021]
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you are not just bringing a sense of commitment to society but getting a
commitment to building resilience in society”.?!°

In developing a whole of society approach to resilience, it will be important
to take note of and draw on what has worked internationally. Throughout
this chapter we have drawn from the experiences and views of both domestic
and international partners.

The local level

The purpose and role of Local Resilience Forums

The UK’s approach to resilience is described as being based on the principle
of subsidiarity, “where decisions and responsibilities should rest at the lowest
appropriate level, with collaboration and co-ordination at the highest level
necessary”.?!! In England, Local Resilience Forums (LRFs) are the building
block for emergency planning activities. LRFs are multi-agency partnerships
who work to plan and prepare for localised incidents and emergencies,
identifying risks and producing emergency plans.?’? LRFs are not legal
entities, but rather forums through which local responders discharge their
duties under the Civil Contingencies Act 2004.213

Our witnesses noted that the risk landscape and expectations on LRFs have
changed substantially since they were defined in the Civil Contingencies
Act 2004.2"* Dr Fiona Twycross, Deputy Mayor for Fire and Resilience and
Chair at London Resilience Forum, told us that: “It was essentially designed
to deal with civil contingencies, mainly short-term emergencies, whereas the
thinking has now moved to a broader resilience agenda.”?’> Dr Twycross
noted that:

“In some ways, it feels as if LRFs have become the default tasking
mechanism in central government for anything that falls outside existing
responsibilities or known routes for resolution. The Government need
to determine, first, what they want LRFs to do, and then put them on
the appropriate statutory footing.”?!¢

This was echoed by Chief Constable Rachel Swann, Chief Constable of
Derbyshire Constabulary and Chair of Derbyshire LRF, who also called for
LRFs to be placed on a more secure statutory footing.?!” Stuart Marshall,
Chief Emergency Planning Officer and LRF Manager, Cleveland Local
Resilience Forum, also noted that LRFs are increasingly being used as
responders, a responsibility which is not reflected in the Civil Contingencies
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Cabinet Office, ‘Preparation and planning for emergencies: responsibilities of responder agencies and
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responder-agencies-and-others [accessed 22 November 2021]
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Act. Stuart Marshall warned that this raised issues about the required
training and potential liabilities which should be addressed.?!®

Evidence also suggested that the Civil Contingencies Act should be updated
to reflect the importance of several societal organisations that are not
recognised in the Act. Stuart Marshall told us that organisations such as
higher education providers, the voluntary sector and social housing providers
had been essential to the COVID-19 response. They are not recognised in
the Act and, consequently, information sharing and co-ordination during
the pandemic was done only on a best endeavours basis.?!

An independent review of the Civil Contingencies Act and its associated
regulations and guidance is being undertaken by the National Preparedness
Commission.??® The Government are legally obligated to review the Civil
Contingencies Act (Contingency Planning) Regulations 2005 quinquennially.
The next review is due to be completed by March 2022.%%

LRFs currently do not have clarity about their purpose and expected
duties. The expectations of LRFs have grown and shifted over time
which has not been reflected in the Civil Contingencies Act, its
associated regulations or guidance.

As part of the quinquennial review of the CCA regulations, due to
report by March 2022, the Government should clarify the purpose
and duties of the LRFs and should place them on a statutory footing.
If LRFs are to take a more active role in emergency response, the
training requived, and possible liabilities increased by this change
should be addressed. The UK Government in its review of the CCA
should expand the range of named category 2 responders.

Governance and engagement

The lines of accountability for LLRFs are complex. While the Civil
Contingencies Secretariat (CCS) has responsibility for the National Security
Risk Assessment (NSRA) and associated programmes, the lead Government
department for LRFs is the Department for Levelling Up, Housing and
Communities. This confusion was raised by Helen Burton, LRF support
officer at West Mercia Resilience Forum, who said that: “CCS as the lead
HMG Dept for the NSRA, set against [the Department for Levelling Up,
Housing and Communities]being the significant driver of the work through
LRFs creates confusion and conflict.”??? John Barradell, Chief Executive
at the City of London Corporation and Deputy Chair, London Resilience
Forum, noted that much of the contact was driven by the Department for
Levelling Up, Housing and Communities:

“The Civil Contingencies Secretariat, while driving the policy and
occasionally coming to us as individuals, actually takes more of a hands-
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off and strategic role; the day-to-day involvement and liaison is done by
[the Department for Levelling Up, Housing and Communities].”???

122. When discussing the engagement between ILRFs and the CCS, representatives
of LRFs expressed a unanimous view that the current level of contact is
not sufficient.??* John Barradell told us that London Resilience would “bite
hands off” to get more contact with the CCS.?*® Witnesses described a
predominantly one-way flow of information and inconsistent engagement.

123. LRF representatives called for greater coordination and information sharing
among LLRFs. Stuart Marshall told us:

“Give us the opportunity to co-ordinate the work between ourselves,
facilitated with the ongoing work by national government. There is
often a high level of duplication. We can learn from each other, but
currently that LRF-to-LRF relationship is not co-ordinated and is not
structured.”??°

124. The UK’s risk assessment system is too top-heavy. LRFs do not have
sufficient contact with the CCS and are not viewed as trusted partners
in the process. Information flow and communication is currently
poor and the direction of information flow between national and
local level is largely one-directional. A national system which cannot
account for local knowledge is not good enough. There is a need to
facilitate the sharing of expertise and information across LRFs.

125. The Government should improve its communication and
engagement with local authorities and LRFs. In particular, the
Government should establish a forum for the seamless sharing of
information among LRFs, facilitated by central government. This
Jorum would allow for the sharing of completed risk assessments
and best practice insights both among LRFs and from LRFs to
central government. This forum should meet at least twice yearly. It
should be convened before the production of the NSRA to allow LRFs
to contribute insights on the methodology and local risk information,
and after the NSRA has been produced to allow LRFs to share local
risk assessments and prevent duplication.

Funding of Local Resilience Forums

126. As noted in paragraph 119, the expectations on LRFs have increased in
recent years. However, this increase in responsibility has not been matched
by increased funding. A report by the National Audit Office noted that local
authorities’ spending power had fallen 28.6% in real terms between 2010-11
and 2017-18, primarily driven by a 49.1% reduction in Government funding
over the same period.??” This has filtered through to emergency planning,
with a report by the Institute for Government finding that local authority
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emergency planning expenditure in 2018-19 was 35% lower in real terms
than in 2009-10.2%8

Our witnesses from LLRFs were unanimous in their view that LRFs need
funding which is proportionate to the responsibilities placed upon them.
Stuart Marshall told us: “one of the biggest obstacles is the resource at the
current time. We are geared up for the Act as it was in 2004; we are not geared
up for the additional guidance and depth that has now been identified.”?*°
Dr Twycross told us: “LLRFs need the resources to operate, and that includes
funding, trust and information.”??°

It should be noted that despite their shared purpose and role, the capabilities
and experiences of LLRFs across England can vary significantly. This
was noted by John Barradell who said: “an important distinction here is
the difference in LRFs across the country. It would be difficult to draw
assumptions across LLondon, Cumbria and other LRFs, for instance. One of
the defining characteristics here is difference of scale and complexity.”?! It
is important that these differences be accounted for in allocating funding.

Expectations on Category 1 responders have increased since the CCA
entered into law. The CCA was designed to respond to short-term
emergencies, but the responsibilities placed on LRFs are now more
in line with a resilience agenda. LRFs have become a default tasking
mechanism for resilience policy at a local level. Whilst the obligations
placed on LRFs have increased, local government budgets have been
subjected to significant cuts. This has hampered their ability to
undertake their statutory duties.

The Government should ensure the funds allocated to LRFs are
appropriate and sufficient to allow them to carry out the full range
of their responsibilities. Ring-fenced funding should be allocated
to allow LRFs to operationalise the necessary capabilities and
standavrds set out by the Government.**?

Community risk registers

LRFs make use of the NSRA when preparing their community risk registers.
However, it appears that the NSRA is produced without sufficient engagement
of LRFs, undermining the validity of the assessments and threatening local
preparedness. The Hampshire and Isle of Wight LRF noted that:

“Mostly we have experienced a patchy engagement with the technical
risk process—with excessive changes to the risks (like incorporating all
the home office risks in one go and completely changing the scoring and
the weighting) without consultation and little support to enact it locally,
often meaning an excess of work for local risk groups”?*

228 Institute for Government, How fit were public services for coronavirus? (August 2020) p 31:
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132. Witnesses described serious difficulties accessing the NSRA and other
information they required to assess risks. Dr Twycross said:

“The use of the National Security Risk Assessment is quite limited,
given how restricted access to it is. Clearly, the information in it is very
sensitive, but the documentation is not shared in a trusting capacity. It
is locked down prohibitively.”23*

Dr Fiona Twycross called for LRFs and their partners to be treated as
“trusted partners by government”.?*> Chief Constable Swann said: “It is very
difficult to plan if you are not in possession of the information that you need
in order to make some planning assumptions and build from that.”??¢

133. The format in which the NSRA is provided to LRFs was also criticised.
Evidence we received from LLRFs noted that information from the NSRA
requires to be manually transposed from an online platform into a local risk
assessment template before the local risk assessment process can begin.>*"This
represents a significant duplication of effort, both in the creation of the
templates and the transposing of data. Witnesses also said that the regular
changes in methodology and increasing number of risks increases the
workload for LRFs.?*® Stuart Marshall suggested that more could be done
nationally to prevent this duplication:

“There would be some real benefit in looking at how we get more value
out of the national product—a tool or similar for L.ocal Resilience Forums
to which we could then apply local knowledge, rather than us having to
spend countless hours redeveloping a tool that we know counterparts
elsewhere are doing.”?*°

Greater engagement and communication, both between LRFs and with the
CCS, would allow the creation of a risk assessment product which fits the
needs of LRFs and limit unnecessary duplication of effort.

134. LRFs struggle to access relevant information to inform their risk
assessments due to the current high levels of secrecy. This hampers
local preparedness. LRFs also face duplicating work performed
centrally or by other LRFs due to a lack of communication and
coordination between groups, the lack of a single risk assessment
template, and the inability to copy and paste information on risks.
There is a need to facilitate the sharing of expertise and information
across LRFs.

135. LRFs should be engaged in the production of the NSRA through
the forum described in paragraph 125. The CCS should commit to
sharing information as a default with LRFs. Information on the
consequences of security threats should be provided at a minimum.
Wherever possible, to prevent duplication of effort, information
should be produced once at a national level and cascaded down to a
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local level. The Government should produce a single risk assessment
template for use by LRFs to imit the duplication of effort and should
ensure that information on risks can be directly copied from the
NSRA into the local risk assessment.

The devolved administrations

Civil protection, including risk assessment and risk planning, is largely a
devolved matter and arrangements differ in each of the devolved nations.
In areas of devolved responsibility, the Government of the devolved
administration is typically the designated lead on relevant issues. In reserved
areas, the UK Government acts as the lead but works in consultation with
the relevant administration. A summary of devolved and reserved powers
relevant to risk and resilience can be found in Annex 1. Our witnesses from
the devolved administrations, however, described the engagement they have
with central government as “variable”,24°

We were told that inconsistent understanding of devolution by those working
in central government acts as a barrier to good engagement. Shirley Rogers,
Director of Organisational Readiness, Scottish Government, told us that:

“There is a variable degree of understanding about what devolution
settlements look like and what devolved Administrations’ powers are ...
My observation is partly that there is a tendency to treat us as if we are a
department and consult us on the things that people think we will need
to know about, rather than the totality.”?*

Reg Kilpatrick, Director-General of Covid-19 Crisis Co-ordination at the
Welsh Government, noted that this experience of partial engagement also
extends to ministerial level: “I think our Ministers would say that they were
sometimes a bit frustrated that they were invited into those meetings, rather
than being there as a partner Government, if you like.”?42

Both Reg Kilpatrick and Shirley Rogers called for an agreed set of engagement
structures and processes between the UK Government and the devolved
administrations at all levels, including ministerial.?*3

In particular, the NSRA was noted as an area where all three devolved
nations would value greater engagement. Both Scotland and Wales use the
NSRA in the production of their National Risk Registers.?** Shirley Rogers
told us of the importance of early engagement in the risk assessment process
to ensure consistency:

“When something is being developed at a UK level, it is really
important that there is engagement from Scotland at the earliest
possible opportunity, so that, where something requires us to respond in
conjunction with something else, we do not find that there are gaps in
that two minutes after we need it.”?%

This need for greater engagement was echoed by Reg Kilpatrick who said
that the Welsh Government needs more engagement in the production of
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the NSRA, having had little engagement around the 2019 document.?*® Reg
Kilpatrick also called for greater sight of information in the NSRA, saying:

“However, we would like more information about the national risks. As
a devolved Administration, we hold a lot of the levers for responding to
incidents and crises. Unless we have that complete information about
the nature, scale and detail of the risk, it is quite difficult for us to make
sure that our preparedness covers all eventualities.”?*’

140. Engagement of the devolved administrations by the UK Government
is superficial and ad-hoc and often an afterthought, particularly
on reserved matters which may have implications for the resilience
systems in the devolved administrations. Resilience is a devolved
capability and as a consequence a more formalised engagement
process is needed.

141. The UK Government needs to produce an agreed set of
communications structures at all levels of seniority, including
ministerial level, to facilitate effective resilience dialogue between
central government and devolved administrations. This must be
done in consultation with the devolved administrations. This should
define the frequency and terms of engagement, at what stage the
devolved administrations should be consulted and/or informed and
tdentify key points of contact.

Building resilient business and industry

142. Building UK resilience cannot just be an undertaking for the public
sector; business and industry also have a critical role to play. While this
is particularly true of the UK’s critical national infrastructure operators,
many other sectors are vital to the continued smooth operation of the
nation. A UK resilience strategy, if it is to be comprehensive, must take note
of the role business and industry can play in building resilience and what
mechanisms can be used to incentivise more resilient behaviour. Dr Justin
Okoli, Senior Lecturer at De Montfort University, in reflecting on lessons
from COVID-19, focused on “improving business resilience and making
firms better prepared to withstand major disruptions and to thrive amidst
turbulence” and recommended that “the UK government finds appropriate
ways to create awareness amongst businesses regarding the various resilient-
building tools that can enhance their crisis preparation efforts”.?*® The Fire
Industry Association summarised that “Working together in partnership
with the private sector will ensure long term and robust resilience”.?*° Leigh
Pomlett, President of Logistics UK told us that: “It is incumbent upon us
to help the industry with a set of tools it can use that will enable it, going
forward, to be more resilient”.?>°

Insurance

143. Insurance has an important role to play in building resilience, both in helping
those affected by events to recover more quickly, and in encouraging policy
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holders to mitigate or avoid the impact of risks.?”! However, Julian Enoizi,
Chief Executive at Pool Re, raised a concern that the link between insurance
and the risks outlined in the NSRA is insufficient: “When you look at the
Government’s National Risk Register, there is very little, if any, mention of
the ability to use insurance to mitigate the risks for which the Government
are essentially the insurer of last resort.”?>2

144. Julian Enoizi noted the difficulty faced by the insurance industry in managing

145.

catastrophic risks. They highlighted the challenges faced in modelling
catastrophic risks, and noted that the size and scale of losses incurred can
exceed the premiums collected or even the capitalisation of the insurance
industry.?*? Professor Paula Jarzabkowski, Professor of Strategic Management
at the City University of London, warned that the insurance industry will
struggle to cover pandemic risk in the private market, at least in the short
term. Professor Jarzabkowski told us: “It will do it in different ways, either
through high prices or exclusions that mean there is no meaningful product
at an affordable price.”** Kate Nicholls, CEO, UKHospitality, noted that
this was already being seen by the hospitality industry: “as we come out of
the Covid crisis, the impact on hospitality and tourism has been so severe
that, given the appetite for risk of banks, landlords, insurance companies
and utility suppliers, across the board we are having a refusal to supply to
hospitality businesses.”?® Professor Jarzabkowski warned that if increasing
premiums lead to decreased coverage “we end up with a bigger set of risks
that sit on a government balance sheet.”?>°

Our witnesses suggested the need for closer partnerships between the
insurance industry and the Government to help address the emerging gap in
insurance cover and bolster national resilience. Dr Harwood argued that the
Pool Re insurance model should be applied to a wide array of risk scenarios:

“given the success of this current public private model and the strength
of the Pool Re culture, it would be logical to maintain existing structural
arrangements and extend the remit of this successful company to cover
a range of ‘catastrophic shocks’ that may occur in the UK, including for
example cyber and pandemics.”?’

146. Julian Enoizi also argued for the extension of the re-insurance model to other

systemic risks which would help “align social and private sector objectives
and integrate the insurance industry firmly into the national resilience and
disaster risk-financing architecture”. >°® A re-insurance scheme for extreme
risks such as a pandemic was also called for by Dr Adam Marshall.>*°
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Box 6: Pool Re

Pool Re is a mutual reinsurance company, established in response to a market
failure in the terrorism insurance market. Pool Re is owned by its members
who are primarily commercial insurers. The Government have extended an
unlimited, but repayable, public financial guarantee to Pool Re. This guarantee
ensures that the Government will financially support Pool Re if it ever has
insufficient funds to pay a legitimate claim, regardless of the scale of the claim.
Pool Re pays a premium to the Government for this guarantee and would repay
the money over time if it ever used this facility.

In the event of a loss resulting from an act of terrorism, each member must first
pay losses up to a threshold that is determined individually for each insurer.
If losses exceed that threshold, the insurer can claim upon Pool Re’s reserves.
These reserves have been accumulated by the members of Pool Re since its
inception. It is only if these reserves are exhausted that Pool Re would draw
upon Government support.

Source: Pool Re, ‘Reinsurance’: https://www.poolre.co.uk/reinsurance/ faccessed 01 September 2021]

147. The COVID-19 pandemic has exposed the difficulties posed by the
insurance industry in providing affordable cover for catastrophic
or systemic risks. Rising premiums will impact insurance coverage
and expose the Government to increased risk and damage national
resilience. Public-private schemes, such as Pool Reinsurance, have
helped to address market failures and distribute risk between the
public and private sector.

148. The Government should work with the UK insurance industry to
explore mechanisms which allow for the transfer, management
and mitigation of risks which are too large for the private sector to
address alone and for which the Government is the insurer of last
resort, but may in fact find itself the insurer of first resort.

Regulation

149. Regulation is also a mechanism by which the Government can incentivise
resilient behaviour in business and industry. The Greater Manchester
Combined Authority highlighted the value of effective regulation which they
said: “reduces the risk of emergencies occurring, or reduces their impact
should they happen” and “provides a means for government to seek assurance
that risks are being effectively managed at the local level”.?%° Professor Hall
echoed this, telling us: “We found that the sectors that had tighter regulations
and more reporting requirements were making more progress with respect
to their adaptation around climate-related risks”.?%!

150. Given how interconnected many sectors are, regulation cannot be conducted
in siloes. Lindsey Fussell, Group Director for Networks and Communications,
Ofcom, noted: “Fundamentally, telecoms depends on power and energy is
ever-increasingly dependent on communication.”?%? Cathryn Scott, Director
of Enforcement and Emerging Issues at Ofgem, stressed the importance of
cross-regulator working: “As we go into the future, as the system digitises
and changes, it will become increasingly important to adopt a whole-system
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approach and to have more cross-regulatory engagement.”?%> Lindsey Fussell,
Cathryn Scott and Professor Collins all noted the importance of the UK
Regulators Network (UKRN), a network formed by 13 of the UK’s sectoral
regulators.>%*

Near misses?®® can reveal weaknesses or vulnerabilities in a system but may go
ignored if they do not result in damage or loss. Our witnesses drew attention
to the value of acting promptly on near misses. Professor Richardson told
us “Near-misses are where we can really learn things”.?°® Dame Sue Ion
agreed, telling us that an analysis of near misses can help identify systemic
issues and implement improvements.?®” Cathryn Scott told us that Ofgem
have the powers to request information on and explore near-misses, but that
operators of essential services?*® are not obligated to inform Ofgem of near
misses. They told us that Ofgem and the Department for Business, Energy
and Industrial Strategy (BEIS) are considering implementing a requirement
on operators of essential services to notify Ofgem of near misses.?%

The UK’s critical national infrastructure is essential for the functioning of
the society and economy. Any compromise of critical national infrastructure
could lead to the disruption of essential services or threaten national security,
leading to a loss of life, casualties, or significant social or economic impact.
Lord O’Donnell particularly drew attention to the importance of regulation
in ensuring the resilience of the UK’s critical national infrastructure.
They suggested that all public or private regulated bodies in the critical
infrastructure space should have an audited business continuity plan and
that there should be a statutory duty for that plan to be published.?™

Regulation is crucial for bolstering national resilience, particularly
for the critical national infrastructure sectors. While there is a need
to balance resilience with the cost to the consumer, that trade off
should not move too far away from resilience. Near-miss reporting
is critical to ensure vulnerabilities are caught before they can lead
to disaster. Cross regulator working is essential given the cross-
sector implications of many risks and this can also help avoid siloes
in business and industry. The UK Regulators Network is a valuable
development in this regard.

A statutory duty should be placed on all public and private regulated
bodies who operate critical national infrastructure to produce and
publish an audited business continuity plan. We encourage Ofgem
and BEIS to implement a requirement for the operators of essential
services to notify regulators of near misses, with the publication of
an annual summary of near miss events.
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Using the voluntary sector

155. The voluntary sector is another important actor in building UK resilience,
with many voluntary bodies having important roles to play in emergency
responses. As an illustrative example, St John Ambulance have been a
major part of the UK’s COVID-19 response. They have provided almost
700,000 hours of support for the NHS, through services such as volunteer
ambulance crews, supplying volunteers to hospitals to perform nonhealthcare
professional tasks, and undertaking outreach services to homeless and hard-
to-reach communities. They have trained 27,500 vaccinators to support the
vaccination programme.?”! Adrian Clee, Emergency Response Lead at The
Salvation Army, noted that:

“... the past 16 months have shown that emergency response teams and
the rest of the voluntary sector have played an invaluable role and have
come together like never before. To be frank, without the extra capacity
that the voluntary sector has given, government at local and national
level would have really struggled.”?"?

The Civil Contingencies Act 2004 and the voluntary sector

156. Our witnesses told us that, particularly at a local level, the valuable
contribution of the voluntary sector is not fully appreciated or used. Alistair
Read, National Training Officer at Mountain Rescue England and Wales,
said: “The challenge is that engaging with the voluntary sector is not a
widely endorsed viewpoint, certainly in terms of responders.”?”> Adrian Clee
described the engagement as sporadic, and said: “Very often, when a major
emergency occurs, the vital role that the voluntary sector can play in welfare
and humanitarian support is still very much an afterthought rather than part
of well laid-down exercise plans.”?"*

157. Our witnesses acknowledged that resource constraints impacted the ability of
LRFs to engage with the voluntary sector.?”” Under the Civil Contingencies
Act 2004 (Contingency Planning) Regulations 2005, Category 1 responders
must “have regard to the activities of voluntary organisations” in the course
of carrying out their emergency and business continuity planning duties.?’
We received evidence that this obligation is not sufficient. Adrian Clee said:

“The Civil Contingencies Act mentions that category 1 responders
should have regard to the activities of voluntary organisations in carrying
out their emergency planning. To be frank, that is pretty lame; it is a
throwaway comment with no implied obligation.”?"’

Mountain Rescue England and Wales questioned how the clause must
“have regard” is “tested and compared between different LRFs to provide
assurance that a cooperative national response and recovery framework is
developed and supported”.?”® More generally, the British Red Cross called
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for the role of the voluntary and community sector to be strengthened under
the Civil Contingencies Act.?”

The voluntary sector is a rich source of information and assistance
on risk and response at a local level. However, the obligation on
Category 1 responders to “have regard to the activities of voluntary
organisations” is unclear and interpretations vary between LRFs.

The Government should clarify what “have regard to the activities
of voluntary organisations” means and outline what best practice in
voluntary sector engagement would look like through the production
of improved guidance for LRFs.

A volunteer reservist cadre

The Integrated Review of Security, Defence, Development and Foreign
Policy states that the Government will consider the establishment of a
“civilian reservist cadre for support in times of crisis”.?®° A reservist cadre was
recommended to us by several witnesses, as a means for trained members of
the public to support emergency responses. 28!

However, in evidence to us the then Paymaster General and Roger Hargreaves
described a much smaller body. They outlined a force of approximately
1,000 people, predominantly retirees with skills in emergency planning
and response. They noted that this would reduce dependency on military
planners or government liaison officers who are often called on to support
local responses.?8?

We put the proposed reservist cadre, as it was outlined in the Integrated
Review, to voluntary sector leaders to ascertain their views. They roundly
rejected the idea that a new reservist force should be created from scratch.
They urged that the existing voluntary sector should form the basis of any
reservist force, with better central government coordination and facilitation.
Adrian Clee said:

“Use the strength of the voluntary sector in those areas where it is
established, trusted and rooted in those communities, and encourage
people to volunteer for them. The creation of such a reserve could be an
extremely damaging thing to those local community groups.”?8?

Richard Lee, Chief Operating Officer at St John Ambulance, echoed this,
saying:

“St John Ambulance feels strongly that the answer here is a cadre of
volunteers, not as a stand-alone, but as a knitted-together model of
existing organisations with existing capabilities, each being given a role
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within that cadre so that it would be funded, prepared, exercised, tested
and equipped to deliver across the country when required.”?8*

164. Alistair Read also agreed, noting that anything established from scratch
would be unlikely to be superior to existing voluntary forces:

113

. the impact might be better if the development of a volunteer
civilian reservist cadre was focused on already established volunteer
organisations. They have established links; they have interoperability;
they have communication systems. Everything else that may have been
suggested within the integrated review adds an extra layer of newness
to it. That would bring additional challenges. A huge amount of our
resilience-type work relies on local knowledge and connections, which
take a long time to establish.”?%

165. Representatives of the Ministry of Defence were cautious about these
proposals. Paul Wyatt, Director of National Security in the Ministry of
Defence, contrasted the proposed cadre with the current military reserves
saying:

“l worry that an additional generic resilience capability would not
necessarily be the way to go. It is very important to have good resilience
plans and capabilities, but something that looked a bit like us, in terms
of being enthusiastic but not knowledgeable, might not necessarily add
value.”?8¢

Major General Charles Stickland, Assistant Chief of the Defence Staff
(Operations and Commitments) at the Ministry of Defence, also cautioned
that: “You have to think very carefully about its design and what it is for.
From a perspective of essentially having things at readiness, the idea of
people sitting about without a specific function does not sit well.”?%7

166. Richard Lee highlighted that an important first step towards better utilisation
of the voluntary sector is mapping the existing capability: “... we simply do
not have a map of the capabilities of the third sector across the country. We
do not know locally what is available everywhere.”?®® There already exist
initiatives aimed at coordinating the voluntary sector, including the Voluntary
and Community Sector Emergencies Partnership (VCSEP). Adrian Clee
praised the VCESP as having “made a real difference to partnership working
and coordination for the voluntary sector and across the country”.?8° Adrian
Clee said that “as we move out of the pandemic it is vital for the Government
to continue to engage actively with that partnership, provide funding to keep
it going”.2%°
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Box 7: The Voluntary and Community Sector Emergencies Partnership

The Voluntary and Community Sector Emergencies Partnership (VCSEP) is
a government-backed coalition of over 250 national and local voluntary and
community sector organisations. It was formed in response to learnings from
several 2017 national crises. The VCESP advocates increased collaboration
between government and the voluntary and community sector in an emergency.
It aims to improve responses to major emergencies by pooling resources and
intelligence.

Source: Written evidence from British Red Cross (RSK0077)

167. Ourwitnessesnoted thatsometimesvolunteers can have existing commitments
which mean they are not able to respond to sudden emergencies.?”! They
welcomed any initiatives which would allow volunteers to respond at shorter
notice, including leave or pay schemes modelled on the army reserves.>?

168. Education is an important element of building the population’s resilience
skills. Professor Brooke Rogers told us about the value of educating “schools
and communities so that they have the fundamentals to deal with any risk
or uncertainty and know that uncertainties can exist and how they should
manage those”.?”> Stuart Marshall noted the need to develop and tap into
skills in the population which build resilience, particularly highlighting the
value of first aid lessons in schools.?**

169. The proposed reservist cadre lacks ambition and is not in line with
the views of the voluntary sector. The voluntary sector should be
supported to organise existing voluntary forces into a response
mechanism. The Government should map existing voluntary
capability and use this as the basis of any response. There should
be a central coordinating point for a national voluntary response,
mapping capability regularity, directing volunteers to wunder
resourced voluntary forces and facilitating better liaison amongst
voluntary groups and between the sector and the Government.
The Government should be prepared to pay volunteers for days of
work missed through participation in any coorvdinated response to
risk events. The Government should consider adding emergency
response skills to the post-16 curriculum, with schools and further
education colleges providing volunteering opportunities to students.

The use of volunteers internationally

170. We received significant evidence on the ways in which volunteers are utilised
in emergency planning and response internationally. These countries were
flagged to us as examples of best practice which could be studied and
borrowed to inform UK policy.

171. Professor Alexander Fekete, Professor of Risk and Crisis Management at
the Technical University of Cologne, discussed the success of the German
scheme Technisches Hilfswerk (THW). The THW is a civil protection
organisation controlled by the German federal government. 99% of its
approximately 80,000 members are volunteers. One of their duties is to
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provide technical relief in Germany as part of national civil protection
measures.?> Professor Fekete said that: “The success story is their technical
equipment and their highly skilled staff—they get training—and their long-
standing good reputation.”?*® They said that the THW chapters act like a
local identity group and help build community resilience.?*’

172. The Swedish approach to emergency preparedness emphasises the
contributions of volunteers as part of its whole of society approach to security
and defence. In Sweden, there are 18 voluntary defence organisations tasked
with recruiting and training volunteers in different fields including as
logistics, transport, staff support, communications, animal disease control,
and aviation. Jim Kronhamn said: “We find that volunteer engagement
strengthens the resilience of the individual and contributes to building
popular support as well for contingency policy.”?® They noted that an
important element of the Swedish approach was ensuring their volunteer
forces were diverse and that different types of volunteers are given suitable
tasks and responsibilities.?*°

173. In the Netherlands, regional water authorities use dike armies to support
the safety and security of Dutch anti-flooding infrastructure. Harold van
Waveren, Chair, National Crisis Team for Flood Risk, at the Rijkswaterstaat,
also noted the improved community resilience and flood awareness borne by
volunteering as part of the dike armies. However, they provided two points
to consider. The first was providing adequate training to ensure the safety
of volunteers. The second was that volunteers may not always be available,
particularly during extreme events, and that this should be accounted for in
emergency plans.>°°

174. Simon Webster promoted the Australian model of local volunteering, the
State Emergency Service. Simon Webster said: “Australian states have an
immediately available body of local volunteers (State Emergency Service) to
take responsibility when disaster strikes (or is threatened) and to support the
full-time emergency services”.>® SRSRM Ltd, a resilience advice company,
also noted the State Emergency Service as an example to be emulated.???

Mobilising the public

175. The materialisation of many of the most serious risks facing the UK would
have significant impacts on members of the public and require them to
undertake extraordinary measures to ensure their own safety and the safety
of others. However, in spite of this, the UK population are not widely engaged
in building resilience and planning for risks.

176. Professor Duncan Shaw, Professor of Operational Research and Critical
Systems at the University of Manchester, said that: “we need to take a strategic
approach to supporting communities, to supporting the public to prepare for
and respond to emergencies, given that the public are usually the first to
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[accessed 15 April 2021]
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arrive at and the last to leave a disaster.”>%> Roger Hargreaves agreed that “for
most emergencies, the interaction between the authorities and the public,
and the behaviour of the public, are key determining factors in the success of
any response”.’** However, there is very little public communication on the
topic of risk or emergency response. Roger Hargreaves said that there was a
“chequered history” of public engagement in the UK and that the question
of how best to engage the public in risk and resilience remained “an open
policy question”.’>

Elisabeth Braw, Visiting Fellow at the American Enterprise Institute, told
us that: “We are lacking any skill among the wider population ... the whole
population is essentially a lost opportunity, because nobody, apart from the
people who have skills as part of their professional career, really knows what
to do.”3% Professor Shaw warned that, “We cannot have a passive public who
are waiting for everybody to come to save them.”3%7

By contrast, other countries more actively engage their populations in the
resilience effort. In Sweden, for example, the public are viewed as one of
the elements of the nation’s ‘total defence’ structure. Information is actively
provided, and the public are encouraged to be prepared. Jim Kronhamn
said: “We do not want people to be concerned, but it is important that you
are aware of what can happen, how it can affect you and what you can do to
affect your own safety and preparedness of the people close to you.”?%

Another example highlighted to us is Finland’s national defence courses.
These aim to “provide civilian or military persons in a leading position with
a total overview of Finland’s foreign, security and defence policy, improve
collaboration between different sectors of society in emergency conditions
and promote networking between people working in different areas of
comprehensive security”.?? Elisabeth Braw described it as “a fantastic way
of building cohesion within the leadership of any country”?'°

During the COVID-19 pandemic the population has shown itself to be
willing, even eager, to ‘step-up’ to the challenge of risk response. Professor
Shaw described the last year as a “masterclass” in communities supporting
each other, managing their own preparedness and needs.?'! Roger Hargreaves
said that “this vast exercise in national response to the COVID crisis has
hugely relied upon the actions of the public”.?'? This effort should not be
wasted, and this public capability must be encouraged and built on so that it
is available in good times and in bad.

In order to improve public preparedness and bolster national resilience, the
public should be supported with the information they need in an effective
format. Professor Duncan Shaw, Dr Jennifer Bealt and David Powell noted
that: “Encouraging preparedness at individual and organisational levels
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reduces the pressures on local responders and authorities, and balances out
the responsibilities of risk planning between local government, their partners
and individual members of the public”.?’® Previous attempts have been made
to share information on preparedness with the public, including the National
Risk Register (NRR) and the 2004 ‘Preparing for emergencies: What you
need to know’ booklet.>*

182. A more considered and consistent approach to communication is needed.
Our witnesses set out what information should be provided and how. Sir
David Spiegelhalter said: “You have to tell people what you know, what you
do not know and what you are doing about it, what people can do, what the
public can do, and then you emphasise that you will come back to them and
things will change.”®"> Professor Rogers also stressed the need to “provide
credible rationale for the guidance itself and the subsequent changes”.>?!®
The Royal Society said that: “ensuring that decisions, and the evidence that
underpin them, are transparent is key to earning public support for steps
to build resilience, many of which may compete against other priorities.”>!”
Professor Fekete noted that there is no evidence that providing the public with
information on risk and resilience leads to panic amongst the population.>'®

183. Misinformation poses a threat to societal resilience and could disrupt
an emergency response. Our witnesses noted that a benefit of active
communication is the improved ability to counteract misinformation. Sir
David Spiegelhalter stressed the value of taking note of misinformation and
pre-empting it early: “There is a huge need to pre-empt misinformation,
to get in there first and to realise what is going on, to listen to what is
circulating.”?

184. An example of best practice in encouraging preparedness is the Swedish
booklet (also available in English) entitled ‘Om krisen eller kriget kommer’
(If crisis or war comes)”. It provides citizens with information about
building personal preparedness and responding to crises. It prompts citizens
to consider how they would be able to cope in a situation where society’s
services were not working as normal, or what risks might affect them and
their local area. It contains a brief guide to countering false information,
how to respond in the event of a terror attack, and a guide to emergency
warning signals. It also includes a checklist for home preparedness.??° Jim
Kronhamn told us the brochure had been a success, being well received and
the information within remembered by recipients.?*!

185. It is important to encourage the public to increase their preparedness and
play a more active role in emergency responses. This must come with the
recognition that not all individuals have the same capacity to be resilient. Linda
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Battarbee, Director of Operations at the Trussell Trust, said: “Although it is
the same storm, we are in very different boats.”??> Matthew Gah-Kai Leung,
PHD student at the University of Warwick, said that vulnerable groups may
not have the same ability to weather a disaster. Matthew Gah-Kai Leung
recommended that preparedness measures should target a wide array of
communities to attend to their needs and that response policy must be fine-
tuned to address problems specific to these groups. Leung said that “this
will ensure that vulnerable groups do not suffer disproportionate burdens as
a result of the catastrophe”.?*

186. The UK population is not sufficiently encouraged to engage in
emergency planning or build a level of personal preparedness. At
present, the NRR is the primary tool for public education employed
by the Government. This approach falls short and does not empower
the public to make informed decisions about personal safety. There
is little evidence to suggest that providing information leads to panic.
Providing individuals with knowledge about how to respond in a
crisis and guidance to help build personal preparedness will improve
societal resilience. It should be recognised that socio-economic
disparities threaten to undermine civilian resilience capability.
Moreover, misinformation poses a direct risk to civil cohesion and
resilience. This risk has been exacerbated by the growing influence
of social media platforms. Misinformation should be identified, pre-
empted and countered as early as possible.

187. The Government should commit to a biennial publication of a
brochure on risk preparedness. This brochure should educate the
public on general resilience principles, outline how individuals
could improve their preparedness, provide guidance on what to do
in an emergency, and signpost further information on resilience.
This should be modelled on the Swedish brochure ‘If crisis or war
comes’ and supplement the NRR.

188. The Government should consider the organisation and provision
of a residential, intensive course on national security, resilience
and defence for rising leaders in the public and private sectors. The
Government should lay a written statement on with the findings of
its constideration in both Houses within 6 months of publication of
this report.
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Box 8: COVID-19 Case Study

Our inquiry would not be complete without acknowledging the consequences
that the COVID-19 pandemic has wrought on the UK. It was against the
backdrop of the pandemic that the Liaison Committee recommended the
appointment of this Committee to investigate the UK’s risk assessment and
risk planning system.??* This investigation has never been an inquiry into the
Government’s handling of COVID-19, but the pandemic has highlighted gaps in
our risk management system. A pandemic, like any extreme risk, will challenge
many of the interconnected linkages that make up our society. This case study
illustrates that extreme risks must be mitigated through the whole of society
approach outlined in the previous chapter.

The pandemic

The COVID-19 pandemic is a global pandemic caused by the SARS-CoV-2
virus. The virus was first identified in December 2019 in Wuhan, Hubei
Province, China. The World Health Organisation (WHO) declared a Public
Health Emergency of International Concern on 30 January 2020, and later
declared a pandemic on 11 March 2020.>?> The first cases of COVID-19 in
the UK were confirmed on 31 January 2020.32¢ The UK entered a nationwide
lockdown on 23 March 2020. This initial lockdown ended in June, but the UK
entered a second lockdown between 5 November 2020 and 2 December 2020.
On 4 January 2021, the UK entered a third lockdown which was gradually eased
from March 2021.3%"

After the first wave of the pandemic, the UK had the highest cumulative excess
mortality rate in Europe.??® As of 18 November 2021, 166,730 deaths had been
recorded with COVID-19 listed as the cause of death.??

UK pandemic preparedness

A pandemic was a foreseeable risk, one the Government was aware of and had
taken steps to address. The Government had categorised pandemic influenza as
a highest priority ‘tier-1’ risk in the National Security Risk Assessment (NSRA)
since 2010. In 2018, the Government said: “One or more major hazards can be
expected to materialise in the UK in every five-year period. The most serious
are pandemic influenza, national blackout and severe flooding.”>*°
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In response to the high likelihood of pandemic threat, the UK put in place
pandemic mitigation practices. In the 2019 Global Health Security Index the
UK was ranked second internationally for health security capabilities.**! In
2018 the UK developed and published its Biological Security Strategy which
provided a framework for understanding, preventing, detecting and responding
to biological risks. The strategy is 48 pages long, with one page devoted to
implementation. Dr Opi Outhwaite said, by the start of the COVID-19 pandemic
in 2019, “very little” implementation of the strategy had taken place.?*?

In the 2017 National Risk Register (NRR), pandemic influenza and emerging
infectious diseases were rated four out of five for likelihood of occurrence in the
next five years. It was estimated that pandemic influenza would have a more
severe impact than emerging infectious disease. Pandemic flu was assigned an
impact threshold of up to 50% of the UK population experiencing symptoms,
which had the potential to cause between 20,000 and 750,000 fatalities.
Emerging infectious diseases, such as novel coronaviruses, were assigned an
impact threshold of “several thousand people experiencing symptoms” with the
potential for “up to 100 fatalities”.?*?

In 2016 the Government conducted Exercise Cygnus to simulate a pandemic
event. This was a major exercise to explore the impact of an influenza pandemic
on the UK. The exercised focused mainly on the healthcare impacts of a
pandemic. It involved ministers and officials from central and local government,
NHS organisations, prisons and local emergency response planners. Part of
the report’s conclusions were that: “the UK’s preparedness and response, in
terms of its plans, policies and capability, is currently not sufficient to cope
with the extreme demands of a severe pandemic that will have a nation-wide
impact across all sectors.”®** Dr Karen Reddin, Senior Lecturer in Disaster
Management at Bournemouth University, a participant in Exercise Cygnus,
said that due to the competing government priorities of the EU referendum and
Brexit, there was a “lack of will” to implement the lessons of the exercise.?*® Dr
Reddin said that this may have contributed to the subsequent problems such as
shortages in hospital surge capacity and the lack of coordination between the
health and social care sectors.>*®
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Another exercise, Exercise Alice. held in 2016, imagined a large scale outbreak
of the coronavirus MERS-CoV (Middle East respiratory syndrome). It was
designed to “explore existing arrangements and to scrutinise the challenges
presented by a large scale MERS-CoV outbreak in the UK.”**” Many of the
lessons identified have relevance to the UK’s experience of COVID-19. The
lessons identified included “quarantine versus self-isolation and the clarity
required about the options; PPE level and the need for instruction on use;
community sampling planning and effective proportional communications to
both front line staff and consistent public messaging.”3*®

Inquiries into the handling of COVID-19

The House of Commons Health and Social Care and Science and Technology
Committees have performed an in-depth analysis of the lessons that can be
learned from the COVID-19 pandemic to date. We draw attention to their
findings with particular support for their recommendations relating to the
UK’s risk management landscape. This includes a recommendation that the
resourcing and capabilities of the Civil Contingencies Secretariat should be
improved to ensure that Departments have their risk plans stress tested.?** We
also draw attention to the National Audit Office report titled “The government’s
preparedness for the COVID-19 pandemic: lessons for government on risk
management’. It concluded that there had been: a failure to plan for many non-
health consequences of the pandemic; a failure to learn lessons from exercises;
limited oversight and assurance of plans; a variation in capacity, capability
and maturity of risk management across government departments; a need to
strengthen the end-to-end risk management process to ensure that it addresses
all significant risks, including interdependent and systemic risks; a need for
greater collaboration within and outside of Government; a need to define a risk
appetite; and a need to strengthen national resilience.?*°

The UK’s Assessment of COVID-19

Prior to the emergence of COVID-19, the UK had a high degree of confidence in
its assessment of, and preparedness for, a pandemic. Roger Hargreaves said that
the UK found itself “very well prepared for pandemic flu and being very highly
regarded internationally for our preparedness.”**!' Much of the Governments’
preparedness efforts were singularly focused on pandemic influenza. As Roger
Hargreaves said, “pandemic flu was the risk on which there was absolute
consensus: this was the manifestation of a pandemic.”?*2

337 Public Health England, Report - Exercise Alice Middle East Respiratory Syndrome 15 Feb 2016 (October
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Our witnesses criticised this narrow focus on pandemic influenza and the
Government’s confidence in its preparedness. Sir Oliver Letwin said: “Part of
the problem about Covid is that we had monomaniacal attention on pandemic
flu.”3**> Dr Piers Millett said that senior policymakers within Government met
the idea that a disease event could still happen that would lead to tens of millions
of cases and millions of dead with “incredulity”.?*

The UK response to COVID-19

It will be for future inquiries to undertake a comprehensive account of the
pandemic and judge how successful the Government was in protecting this
country from the virus. This section outlines three areas that our witnesses
identified as shortcomings in the Government’s response to the virus: the
machinery of government, external involvement and capabilities and powers.

The machinery of government and COVID-19

Witnesses described a machinery of government as a system which could not
handle the scale of challenge posed by the pandemic. Pandemics are not solely
health emergencies, and the response to COVID-19 impacted every government
department. However, in advance of the pandemic, many departments had done
little specific planning for such an emergency.>*® According to Charlotte Pickles,
the Government’s use of the LLead Government Department model exposed the
UK system to “a severe level of under planning” and that:

“while there were fundamental flaws in the planning of the LLead Government
Department for the pandemic—that is, the Department of Health and Social
Care—there was almost no planning in some other government departments
for risks that were well anticipated in the event of a pandemic”.34°

This failure to create holistic policy also extended to the pandemic response.
Alex Thomas, Programme Director at the Institute for Government, described
the weaknesses of the Government’s decision-making structures during the
pandemic. Alex Thomas noted that in the initial stages of the pandemic, the
Cabinet Office lacked the strength to coordinate a cross-Government response:
“There was not a strong enough unit in the middle of the Cabinet Office that
could draw all this stuff together and serve up decisions for senior Ministers and
the Prime Minister to make.”?*

External input

Alex Thomas also described a tendency for Government to “retrench and go
back into the bowels of 70 Whitehall or Downing Street” and make decisions
without adequate external input. Alex Thomas noted that decision-making
during the pandemic was most effective when departments reached out to
local government and the people most affected by policy decisions.?*® This is
consistent with the culture of secrecy described in Chapter 3.
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Chief Constable Rachel Swann said that there was a lack of support offered
during the early stages of the pandemic. Chief Constable Swann considered
that Government Liaison Officers were spread too thinly across the country
and that this had led to “a real absence of consistency and of information going
both ways”.?%

Capabilities and powers

Witnesses also noted the absence of specific capabilities which impacted the
UK’s pandemic response. The military has played a crucial role in the UK’s
response to COVID-19, providing valuable skills through the Military Aid to
the Civil Authority system. However, the armed forces cannot also act as a civil
protection force. Paul Wyatt observed that further Government dependency on
the military for enhancing resilience is not an option. Paul Wyatt said that risk
management systems must be on “the right side of the line between resilience
and reliance”.?*° Witnesses said that during COVID-19 and other emergencies,
the UK has been fortunate that defence forces have been able to meet their need
for logistical support and other forms of military aid.>*!

The ability to test for the virus, to trackits progress and isolate infected individuals
has been a crucial element of the global pandemic response. Dr Cassidy Nelson
said that one of the “disappointing features” of the Government’s early pandemic
response was a lack of testing capacity for the virus.?? Dr Nelson argued that the
necessity of community testing should have been foreseen, and that a failure to
partner with more private laboratories or expand Government testing capability
led to the cessation of community testing in March 2020.%>3

Response to risks is increasingly reliant on rapidly accessible data to help
inform policymaking, but barriers to data access and sharing have hampered
the COVID-19 response.*** Roger Hargreaves acknowledged that the pandemic
response has shown that “Some of our systems for recording information are
some way away from real time”. 3> Sir Patrick Vallance said that at the start of
the pandemic “we had enormous difficulty in getting the data required in order
to understand exactly what was going on.”?>°
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As COVID-19 emerged and then spread to the UK, the UK Government
opted to manage the pandemic using both existing and new legislation.
Legislative power was provided by the Public Health Act (Control of Disease
Act) 1984%°7 and the Coronavirus Act 2020.>°® The Government opted not to
use United Kingdom-wide emergency powers under the Civil Contingencies
Act 2004. An analysis of the reasons given for this choice and an assessment
of the impact of these legislative choices on co-ordination of the response to
the COVID-19 pandemic across the UK can be found in the report by the
Constitution Committee on COVID-19 and the use and scrutiny of emergency
powers.?® We draw attention to the conclusions and recommendations drawn
by the Constitution Committee. In particular, we support the recommendation
that the Government should review the use of emergency powers, and the
scrutiny of these powers by Parliament, in advance of any public inquiry into
the COVID-19 pandemic.?®°

Lessons learned from the COVID-19 case study

189. Many of our conclusions and recommendations apply to COVID-19 as well
as other disruptive events. We wish to draw attention to two specific areas.
The first is the failure to implement fully the lessons learned from Exercise
Cygnus in 2016 and the second is the need for a renewed commitment to the
Biological Security Strategy.

190. Exercise Cygnus should have been a unique opportunity to address
known shortcomings in the UK system. Many of the lessons identified
during Exercise Cygnus have come to bear during COVID-19. We had
not implemented central lessons from the exercise before the start of the
pandemic and as Professor Hall noted: “We have been looking back wistfully
at Exercise Cygnus during this epidemic.”?®! This suggests that criticism of
the UK’s response to the pandemic cannot fairly be attributed to hindsight.

191. In particular, Exercise Cygnus recommended the production of a
“Pandemic Concept of Operations” to assist with operationalising
the response to a pandemic by clarifying the role of organisations
and the rules of engagement. Based on the evidence we have received
about the decision making in Government at the outset of the
pandemic, it appears that this was not properly implemented prior
to the COVID-19 pandemic. During the early stages of COVID-19
there was significant confusion in decision-making which hampered
the UK’s response.

192. A Pandemic Concept of Operations should be produced, as well as
Concepts of Operations for other major risks, to ensure that the
confusion surrounding governance does not arise in future crises.

193. The Biological Security Strategy provided a framework for understanding,
preventing, detecting and responding to biological risks. Dr Piers Millett
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told us that: “Implementing the existing national biosecurity strategy would
go a long way to addressing the current gaps.”>%2

194. The 2018 Biological Security Strategy was a welcome development
but the Government’s failure to implement it fully has rendered it
ineffectual. The emergence of COVID-19 has demonstrated the
importance of strengthening the UK’s biological security.

195. The Biological Security Strategy needs to be renewed, refreshed
and implemented, whilst also incorporating the lessons learned
Jrom COVID-19. At present, the non-implementation of the Strategy
represents a significant gap in UK preparedness and should be
rectified as a priorvity. The updated strategy should be published
alongside an implementation plan so that its progress can be tracked.
Time in both Houses should be devoted to a debate on the refreshed
Strategy.
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CHAPTER 5: RISK ASSESSMENT

Risk assessment is both a process and a product. As a process, it entails
identifying and analysing potential events which may cause harm. Asa product,
it is typically a register of the most serious risks facing an organisation. Within
Government, risk assessment is the responsibility of every Government
department and is overseen by the Civil Contingencies Secretariat (CCS).
There are two outputs of the Government’s risk assessment process - the
National Security Risk Assessment (NSRA), an internal document for use
by planners and decision makers; and the National Risk Register (NRR), a
more high-level document aimed at the general public.

According to Roger Hargreaves: “the NSRA is the basis for all of the
contingencies work in government: it is the starting point for all our
preparedness activity.”?%®> In this chapter we will focus on the NSRA and
discuss the process of risk assessment at five levels: central government; Local
Resilience Forums (LRFs); business and industry; the voluntary sector; and
the general public. It will focus primarily on the NSRA methodology and the
current approach to consultation at all levels.

We were able to view the Official-Sensitive version of the NSRA in June
2021. This report, however, is based on the evidence we have received during
our inquiry rather than our personal reflections on the content of the NSRA.

The National Security Risk Assessment

We wish to clarify that we are of the belief that the NSRA should continue to
be produced by the CCS, with inputs from individual departments.

Timeframes and the velocity of risk

The NSRA currently assesses risks on a two-year timeframe. This approach
was justified by Roger Hargreaves who said: “The shorter the timeframe, the
more nuanced a story we can construct about the risk. On longer timeframes,
we have a greater degree of uncertainty about the direction the risk takes.”>%*

Risks which emerge over a longer timeframe or risks which have a low
likelihood of occurring within the next two years are not properly accounted
for by the current assessment timeframe of the NSRA. The short-term
approach taken was criticised by Lord Harris who told us that one of the
problems with the NSRA “is that it focuses on the next two to five years—
things that are immediately foreseeable—so it misses out some of the long-
term issues that come forward.”?*® Dr Fearnley, also criticised the two-year
timeframe of the NSRA, saying: “The National Risk Register has a two-year
time-frame so we are not seeing a number of different hazards that we need
to prepare for.”?%¢ Sir Patrick Vallance summarised that: “If you take a two-
year outlook, you get the wrong answer.”>®’

Witnesses also noted that the two-year timeframe does not account for the
rapid pace of change in some risks, particularly technological risks. The
Trustworthy Digital Infrastructure for Identity Systems programme at the
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Alan Turing Institute note that: “a failure to recognise the speed at which a
risk can change from low likelihood to high is a significant blind spot.” They
term this attribute the “velocity of a risk” and recommend that the velocity
of a risk also be examined as well as the risk itself.?*® Airmic, the Association
of Insurance and Risk Managers in Industry and Commerce, suggested
to us that the NSRA and NRR should “be updated more frequently than
it typically has been, otherwise organisations will be using a Register as a
benchmark which will not be synchronised with their reality, nor reflect the
velocity of change”.?%° A blanket approach which uses a two-year time frame
for all risks is not appropriate and will lead to inaccurate risk assessments.

203. Our witnesses proposed that the NSRA should become a ‘live’ document,
with risks being continually reassessed. The Institute of Risk Management,
a professional body in Enterprise Risk Management, said that it “should be
a ‘live’ and constantly updated tool that supports decision-making, not an
end in itself.”?”° Professor Gideon Henderson, Chief Scientific Adviser at
the Department of Environment, Food and Rural Affairs, stressed to us,
however, that a regular deadline was still valuable:

“You need a continuous assessment of what risks look like and how they
are evolving, but, if you do not have some sort of regular repeat, it does
not force action; it does not make you draw a line under things and look
at things on paper. Some sort of deadline in the process is quite a useful
component, but it is no surrogate for continually inspecting the risks.”>"!

Impact and likelihood

204. The NSRA assesses the impact and the likelihood of a particular risk scenario
occurring in the next two years and plots the results on a matrix. The risk
matrix is a primary tool in the NSRA to enable assessment and prioritisation
of risks, with each risk assessed on the basis of the combination of impact
and likelihood. Although impact may be more straightforward to estimate in
terms of ‘reasonable worst case scenarios’, in many cases there is considerable
uncertainty in estimating the likelihood. This can result in in likelihood
uncertainties spanning at least an order of magnitude. This is particularly the
case for risks where statistical data is not available such as malicious risks. In
such cases of high uncertainty, where likelihood is very difficult to estimate,
it is questionable as to what confidence can be placed in the risk matrix and
how it can be meaningfully used in terms of prioritisation, planning and
strategic direction. Our witnesses raised a number of concerns regarding
how likelihood is determined and understood by decision makers. Sir Patrick
Vallance noted the difference in calculating the likelihood of malicious
and non-malicious risks can result in “a potentially skewed planning and
funding system.”®’? Sir Patrick cautioned against decision makers reading
directly across from the impact-likelihood matrix to determine what level of
attention they should give a particular risk.>”> Dr Millett said: “It is very easy
to get caught up in the likelihood” and that “We can often forget the impact
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assessment and therefore forget that very unlikely and very infrequent risks
have an impact that is so large that we cannot afford to set them aside.”*™

Witnesses also told us that the current impact scale is too simple. Sir
John Beddington said that the current impact scale, which is achieved by
taking the average of the impact scores across a range of dimensions, is
not meaningful.>” Sir John suggested that what is needed is “a significant
disaggregation of impact effects” and that “the potential impact and the
variation of that should be more widely publicised, alongside the basic risk
register and some disaggregation of key risks.”?"

Risk or consequence

The NSRA focuses on discrete risk events, assessing their individual impact
and likelihood. However, witnesses suggested that it would be more valuable
for the NSRA to give more attention to the consequences of a disruptive
event rather than to the cause. As Andy Bord, Chief Executive of Flood Re,
summarised, “... it is not the flooding itself; it is the consequence of flooding
that is of risk to the country.”>”’

Sir David Spiegelhalter and Dr Freeman noted that rather than specific
disruptive events, “It is the downstream, knock-on consequences of
disruptive events that are important, and these are often very similar to each
other”. They recommended that “It might therefore make more sense to
think in reverse—from ‘bottom up’: focussing on the proximal impacts first”.>"8
Sir Oliver Letwin pointed to the value of being able to respond to a wide
range of possible events, saying that the UK needs “the capacity to deal in a
non-specific way not with the thing that is afflicting us but with the fallout
from it—the consequences of it.”*” Similarly, Resilience First said that “it
would be better to focus again on the potential consequences (impacts) and
pay less attention to a matrix based on past experiences or uncertainty of not
knowing.”?°

Our witnesses also suggested that the NSRA should go beyond a list of
assessed risks and should also include information on vulnerabilities and
possible mitigations. Sir Mark Walport said:

“a good risk register should drive thinking about how risks can
be prevented, mitigated, handled if they transpire and cleared up
afterwards. The NRA [as previously named] is used fairly effectively
for the handling and clearup but variably to derive decisions about
prevention and mitigation.”>8!

This absence of mitigation was also noted by Lord Harris who said: “you
have the National Risk Register but you do not have next to it the series of
mitigations that are in place, which you would normally get in a risk register.”>8?
Sir Oliver Letwin suggested to us what such a document could look like:
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“If the strategy turned into a short document that identified the main
risks, set out plans for strengthening our resilience against those risks
and, above all, established a mechanism for a flexible, ex-post response
in the light of the unknown or unanticipated occurring, it would be a
very valuable exercise.”?%?

210. Dr Kristen MacAskill suggested that the current impact/probability
assessment could be replaced by an impact/capability assessment which
would “focus on possible impacts of a threat or hazard and then consider
how well a system can respond to it”.?®* Professor Jim Hall, Dr Raghav
Pant, Dr Ed Oughton, Dr Elco Koks, Dr Edoardo Borgomeo, Dr Scott
Thacker, and Tom Russell proposed: “a vulnerability-based approach, which
identifies points in infrastructure networks with the most potential to cause
disruption”, to focus surveillance and preparedness.>®

211. Professor Ortwin Renn, Scientific Director at the Institute for Advanced
Sustainability Studies, described to us the classification system they have
devised. Professor Renn noted that plotting likelihood and impact does not
allow for a full understanding of the context and specific properties of risks.>8¢
Professor Renn’s categorisations are designed to group risks based on how
they need to be managed. The detail of Professor Renn’s classification
system is outlined in Box 9. Variations of this system are used by Germany,
the Netherlands and Switzerland.?®’

212. The common consequences of risks contained within the NSRA, and their
maximum plausible scale, duration and magnitude, are drawn together
to form the National Resilience Planning Assumptions.’®® The National
Resilience Planning Assumptions are used to develop generic plans which
can respond to the common consequences of many risks.

383 Q 250 (Sir Oliver Letwin)

384 Written evidence from Dr Kristen MacAskill (RSK0046)

385 Written evidence from Professor Jim Hall, Dr Raghav Pant, Dr Ed Oughton, Dr Elco Koks, Dr
Edoardo Borgomeo, Dr Scott Thacker, and Tom Russell (RSK0052)

386 Q 22 (Professor Ortwin Renn)

387 Q 22 (Professor Ortwin Renn)

388 College of Policing, ‘Civil emergencies: Planning” https://www.app.college.police.uk/app-content/

civil-emergencies/civil-contingencies/planning/ [accessed 22 November 2021]



https://committees.parliament.uk/oralevidence/2346/html/
https://committees.parliament.uk/writtenevidence/21882/html/
https://committees.parliament.uk/writtenevidence/21898/html/
https://committees.parliament.uk/oralevidence/1342/html/
https://committees.parliament.uk/oralevidence/1342/html/
https://www.app.college.police.uk/app-content/civil-emergencies/civil-contingencies/planning/
https://www.app.college.police.uk/app-content/civil-emergencies/civil-contingencies/planning/

74 PREPARING FOR EXTREME RISKS: BUILDING A RESILIENT SOCIETY

Box 9: Professor Ortwin Renn’s Risk Classification System

An alternative way to characterise and represent risk was developed by Ortwin
Renn using nine indicators to provide a more in-depth representation of the
risk. These nine indicators were: extent of damage, probability of occurrence,
incertitude (uncertainty), ubiquity, persistency, reversibility, delay effect (latency
between event and impact), violation of equity and potential of mobilization
(social disorder).

Renn’s system suggests these risks should be treated differently, both in evaluation
of the impact and in management strategies. Renn distilled these nine criteria
into six risk classes, and assigned them names from Greek mythology:

e Damocles sword: high impact, low probability risks e.g., technological risks
such as nuclear energy and largescale chemical facilities

e Cyclops: high impact risks with significant uncertainty in the likelihood
assessment e.g., natural events, such as floods and earthquakes.

e Pythia: risks where the extent of impact, the size of impact and the
likelihood are highly uncertain e.g., human interventions in ecosystems

e Pandora’s box: risks where there is uncertainty in both impact and
likelihood, and the damage would be irreversible, persistent and wide-
ranging e.g., the use of organic pollutants

e (assandra: risks where the likelihood and impact are both high and
relatively well known but there is delay between the triggering event and the
occurrence of damage leading to low societal concern e.g., anthropogenic
climate change

e Medusa: low probability and low damage risks where there is a large gap
between public risk perception and expert risk analysis e.g., mobile phone
usage and electromagnetic fields

Given its grounding in Greek mythology, Professor Renn’s classification system
may not represent the most public-friendly taxonomy. However, grouping risks
in the manner is valuable in helping policymakers to consider families of risks
which required similar management strategies.

Source: Government Olffice for Science, Blackett Review of High Impact Low Probability Risks (Fanuary 2012)

pp 42—44: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/278526/12-519-blackett-review-high-impact-low-probability-risks.pdf [accessed 30 November 2021]

Interdependencies and systemic risk

213.

It is important that a risk assessment process can account for interdependent
or systemic risks. These are risks which would have wide ranging impacts
which go far beyond the failure of one part of a system. As noted by Dr
Justin Okoli: “Modern day risks are hardly ever linear or discrete; a single
risk factor could impact upon a system in both direct and indirect ways, and
sometimes create a perfect storm for the more significant risks to occur”.?®’
Several witnesses raised concerns about the risk posed by an increasingly
interconnected society, and warned that the failure of any one part of the
system was likely to produce significant and unexpected consequences. *°° The
Warwick Manufacturing Group at the University of Warwick warned that
“The most significant extreme risks are likely to be those that are linked or
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systemic”.’*! Robert Harris, novelist, warned about the fragility of increasingly
sophisticated societies, saying: “Sophisticated societies do collapse. Every
civilisation collapses. You cannot think of one that did not face some terrible
crisis, partly because they became so sophisticated.”???

214. As an example, Professor Hall described work done for the National
Infrastructure Commission and Environment Agency which found that:

“If you stress the electricity system, 40% of the failures we tested lead
to failures of other infrastructures that are dependent on electricity. In
some analysis we did for the Environment Agency, while 15% of the
homes in this country are at risk from flooding, 60% of homes are
dependent upon infrastructure that is itself at risk from flooding. These
interdependencies mean that the impacts from extreme events can be
much greater than one might otherwise have thought.”**?

215. However, the NSRA predominantly looks at discrete risks rather than
interconnected risks. Suzanne Raine said that, within the NSRA, “There is
something about the interconnectedness of the world and our dependencies
on it that I think is not articulated.”?** Ed Butler, Chief Resilience Officer at
Pool Reinsurance, suggested that the NSRA must consider not just the risk
in isolation, but also “what systemic consequences result from such a high-
impact event.”?’

216. Accounting for linked or systemic risks is not an easy task. Ian Lisk warned
that:

“it is not a nut that any country has cracked in a way that provides this
nice, seamless, “There’s a bit of weather; there’s some flooding. Here’s
the impacts and all the other things that can play a part in making that
worse or better’.”’?

217. The Trustworthy Digital Infrastructure for Identity Systems programme at
the Alan Turing Institute also said: “While discrete risks are reasonably well
understood and relatively easy to identify and assess (though not necessarily
manage), systemic and linked risks provide a major challenge.”?*” One area
where there may be potential for improvement is in assessing the risk posed
by the interdependencies between infrastructure sectors. Professor Hall
noted that computational models of interconnected systems can help identify
interdependencies and potential weak points.>*8

The number of risks and their breadth

218. The Cabinet Office acknowledge that the NSRA does not include every
possible risk that the UK faces.>*®* However, the NSRA and NRR have
increased in size with each successive iteration. Lord Ricketts expressed
concern about the NRR’s swelling size:
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“Now I look at the 2020 National Risk Register and I see it has grown
again and become much more complex. It now has 38 risks measured
along axes with five different levels of impact and five different levels of
likelihood. While I am sure that is rigorous and valuable, I do not think
it is much guide to prioritising resources.”*%°

Dr Blagden suggested that the ever-increasing size may be due to a desire
not to be caught off guard: “We do not want to be proven wrong, so we
either add more things to the lists or we broaden the categories.”*°! Sir Oliver
Letwin warned that: “I do not think, on the whole, that doing something
comprehensive is likely to be productive. By its nature, you cannot
comprehensively deal with risks. There are loads of things that you will not
be able to anticipate in advance.”*%?

Even within risks there is significant potential for multiple different
scenarios to emerge. The fact that there are many different ways a risk might
manifest was raised to the Committee by three Government Chief Scientific
Advisers. They all suggested the need to use multiple scenarios to visualise
the differences. Sir Mark Walport said that: “Within each risk, more of
a scenario approach might be a better way of looking at it.”** Sir John
Beddington said that there is “enormous variation you see within an impact
category between the very worst case, the reasonable worst case and the most
probable case” and suggested the use of scenario analysis to address this.*%*
Sir Patrick Vallance told us that one area which needed more attention was
whether multiple scenarios were needed to visualise a risk.*

Data - access and analytics

The NSRA and the public facing NRR are presented as static, word-based
documents. Increasing volumes of data and improved abilities to process
and present data represent an opportunity to improve the accuracy and
presentation of the NSRA and NRR. Witnesses were enthusiastic about the
potential for data to be better used in the risk assessment process. Ian Lisk
told us that:

13

. the policy area I am most interested in would be about better
facilitating the exchange of data across the various agencies involved
in coming up with the interoperable development of hazard-impact
models, to inform both near-time risk assessments and the longer-term
side of things.”40¢

Both Sir Patrick Vallance and Professor Brooke Rogers noted the need to
understand what data are held, what data is needed, where it sits or who owns
it, and how it will be made available, and for this to be known in advance of
an emergency.*’” Sir Patrick also drew attention to the value of data analytics
and data visualisation to support decision makers during a response.*’®
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The current National Security Risk Assessment timescales and
impact assessments are not suitable to address either high impact-low
likelihood or chronic risk events. The two-year timeframe currently
in place leads to an underappreciation of the risks associated with low-
likelihood or chronic risks and will result in outdated assessments for
risk areas with a high velocity of change. There is also a high degree
of uncertainty associated with the reasonable worst-case scenario
(RWCS) and likelihood calculations. The likelihood of many risks
cannot be accurately quantified. The likelihood-impact matrix of the
NSRA may be misleading and lead to a false sense of confidence.

The NSRA must be produced with mitigation and response in
mind. The methodology of the NSRA and the Lead Government
Department principle favour the assessment of discrete risks. This is
an ineffective strategy given the interconnected nature of many risks.
Risks are currently grouped by thematic areas, but risks within a given
thematic area may require very different responses. Risk planning
should focus on the outcome rather than the specific risk, and the
NSRA should facilitate this. The national planning assumptions are
one means to understand the capabilities required to respond to a
range of possible scenarios.

The current format of the NSRA and NRR is too rigid. We believe
that the current PDF format of the NSRA and NRR is difficult to
navigate and may deter readers due to its cumbersome size. The
NSRA is too long to be a useful document, and it increases in size
with each successive iteration. Its purpose as a planning document is
hampered by its attempts to be exhaustive. A shorter, more dynamic,
web-based platform would facilitate access, make the underlying
data more visible, and allow for the improved representation of
interconnectedness.

We propose that instead of a simple risk assessment, the UK should
produce a ‘National Security Risk and Resilience Assessment’.
This should place more emphasis on preparedness and resilience.
The NSRA as a list of risks is of imited use and should be linked to
emergency plans, stmulations, capability development and proposed
mitigations. This should be achieved through the following changes:

. The NSRA must focus more on the outcomes of emergencies. The
document should be oriented around common consequences to
allow for preparedness efforts which are not overly focused on
discrete risks. This should be supplemented by a smaller list
of very high-consequence risks or risks for which specialised
planning is required.

. Risks should be grouped using Ortwin Renn’s categories (box 9)
to ensure risks which require stmilar responses are considered
together. We accept that the labelling of these categories may
need to change to avoid any confusion.

. Risks should be assessed on an impact-vulnerability matrix,
as well as an impact-likelihood matrix.
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. Where a risk may manifest in a number of ways, the NSRA
should present several scenarios, not just the Reasonable Worst
Case Scenario.

. The NSRA should include a number of cascading risk scenarios,
whose development has been informed by interdependent
infrastructure modelling.

. The NSRA should move to a five-year timeline, with risks
refreshed and reassessed annually. Risks which are identified
as having a high velocity of change should be assessed more
regularly. Chronic risks, chronologically unpredictable risks,
low-lLkelithood risks and the most significant risks should also
be accompanied by a long-term assessment of 15 years.

. The Government should actunder a presumption of publication,
and should publish the content of the Official-Sensitive National
Security Risk Assessment except where there is a direct national
security risk.

. The data required for emergency response should be identified
at the point that a risk is assessed, and all efforts should be
made to ensure that data can be accessed from the outset of a
Crisis.

. The NSRA and NRR should be presented in a more dynamic,
data driven web-portal which allows users to visualise the risk
summary, access the underlying data and easily navigate to
related risks.

Business, industry and risk assessment

Industries would be affected by any of the risks identified in the NSRA
materialising, and they have important roles to play in the response to
those risks. However, our witnesses described an ad hoc or entirely absent
engagement effort with business and industry by central government.
Amongst our witnesses, only UKHospitality, a hospitality trade association,
had any involvement in conversations about risk with central Government.*%
Dr Marshall said:

“I do not recall ever having been invited by central government to a
discussion around risk and its systemic impact on society or the
economy, by the Civil Contingencies Secretariat or any other part of the
machinery of central government.”*'°

Huw Evans, Director General of the Association of British Insurers, noted
that the Government has typically engaged with the insurance industry in an
ad hoc manner and called for a standing forum for industry expertise.*!!

Leigh Pomlett, told us that:

“We, as an organisation and as a sector, were unaware of the risk register
or any risk planning the Government did that was of any particular
relevance to the supply chain industry. I come from a point of ignorance.
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I do not know about the government risk register. I am unaware of it. I
do not know what work has been going on.”*!?

. Many conversations about risk take place locally and Dr Marshall praised
the engagement undertaken by LRFs, saying that: “Local-level discussions
on risk pre-pandemic were far stronger than they were centrally.”*'®> Trade
associations and professional bodies represent an appropriate level for nation-
wide conversations.*'

These conversations represent not just an opportunity for the Government to
inform business and industry of the risks it may face, but also to learn from
them. Risk assessment is a routine process within business and industry,
from small and medium enterprises (SMEs) to the operators of safety
critical infrastructure. The Institute of Risk Management note that “risk
identification exercises can benefit from broad ‘crowd funding’ input” and
that “key players inside and outside Government should be asked for their
input to challenge and sense-check the risk assessment”.4®

The inclusion of industry and businesses in the production of the
NSRA is necessary to ensure that information on business and
industry capabilities is correct and up to date. This would also allow
the Government to inform business and industry of the likely impact
on their sectors of the realisation of any risks in the NSRA. Trade
associations and professional bodies represent a good level at which
to conduct these meetings. Conversely, the Government should draw
on the expertise within business and industry to ensure the creation
of the NSRA and NRR is driven by best practice. The Government
should elicit information on risk assessment methodologies and
modelling capabilities, particularly from the insurance sector,
critical infrastructure and safety-critical industries.

The Government should establish a forum, made up of
representatives of trade associations and professional bodies, which
should meet in advance of and following the production of the NSRA
or twice a year, whichever is more frequent. After five years, the
Forum could then meet once a year. This body should be convened
by the Office for Preparedness and Resilience and used to ascertain
information about business sector capabilities, inform business and
industry of risks which may require a response on their part, and
allow the Government to seek out best practice. Attention should be
paid to ensuring representation from the full breadth of UK business
and industry, with a particular focus on the logistics sector. The
Government should deliver annual presentations on realistic risk
assessment and risk planning to business and industry bodies.

The voluntary sector and risk assessment

The voluntary sector often has close ties to a local community and a deep
knowledge of the area they operate in.*'® As Richard Lee reminded us,
“‘Volunteer’ does not mean ‘amateur’.*’” Volunteers are often situated
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within the community they serve, and as such are an established and trusted
link to the community.*'® Alistair Read told us about the experience of some
Mountain Rescue volunteers: “Volunteers buy into the cause and are often
engaged for the long term ... I have team members who have been around
for 30 or 40 years and have that long-standing, in-depth knowledge of how
we have evolved what we are doing today.”*

In spite of the capabilities offered by the voluntary sector, the level of
engagement between both central government and LRFs and the voluntary
sectoris variable. Alistair Read told us that: “itis a challenging communication
process in peacetime and does not seem to get any easier if we are fighting
any of the battles.”*?° Alistair Read noted that engagement locally was often
better than it was at a national level.*?! Richard Lee told us, however, that
sometimes decisions made nationally would not be communicated to the
local level, leading to confusion: “As for communication difficulties, during
the pandemic it felt that there was sometimes a disconnect between central
and local.”#??

Mountain Rescue England and Wales argued that the knowledge held by
the voluntary sector could be better utilised in the national risk assessment
process:

“... 1t is not uncommon to have volunteers with 30-40+ year experience
(often at the front of community incidents) but there is little national
level engagement to bring that expertise to bear, gather information
and develop a broader and deeper process to inform national risk
assessment.”4??

The Government should recognise that voluntary organisations often
operate to professional standards of delivery and have unparalleled
depth of practical and local knowledge.

At a national level, the Government should involve major voluntary
organisations in the production of the NSRA. This is to ensure
that the knowledge they possess on risks and levels of community
restlience, as well as information on their operational capabilities,
can be included. The Government needs to recognise that the
voluntary sector possesses many sRills that will be crucial to building
soctetal resilience. This should be facilitated through the single point
of contact we recommended in Chapter 4.

Communication with the public

The value of communicating risk

Active communication with the public about risk is a crucial element of
a comprehensive resilience strategy. Both Sir Mark Walport and Sir John
Beddington argued that the public have a moral right to be informed about
the risks they might face, and that informing the public properly leads to a
more effective emergency response.*** Sir Mark noted that in countries such
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as New Zealand and Japan, the population have a greater awareness of the
risks they may face and how they can protect themselves against them.*?> As
raised in paragraph 185, there is no evidence that providing the public with
risk and resilience information leads to panic amongst the population.*?®

Dame Sue Ion said that building trusted and reliable risk communication
strategies would be central to the management of the UK population’s
response to emergency events. Dame Sue’s evidence highlighted the need
for trust to be built between people and “those best placed to give advice”
in order to foster a proportionate response to a Fukushima style nuclear
disaster.*?” Dame Sue said:

“All the information coming out of Fukushima indicates that the
radiation risk was minimal and that far more issues, in terms of health,
mental wellbeing and everything else, have been caused due to the stress
of evacuation rather than the effect of radiation at the incident. [... ] There
are many fears that are unfounded, but it has been almost impossible for
the nuclear community, and Governments generally, which are often ill-
informed, to get the facts as opposed to the myths across.”*?®

In Sweden, the public is considered a key building block of national resilience.
Jim Kronhamn told us about the Swedish approach to communication:

“Our attitude is openness with this kind of important community
information to the population. We find that people have the right to
know what potential threats we are facing and, most important of all,
how they can prepare themselves and handle a difficult situation.”*?°

Public engagement also helps to improve the Government’s understanding of
the capabilities and vulnerabilities of the population, creating a more robust
risk assessment. Dr Fearnley told us that: “The public are a very useful
source of information and we should be leveraging that and integrating that
into the communication processes and decision-making processes.”*3°

We appreciate the difficulties associated with undertaking a population level
engagement exercise to inform the NSRA and NRR. Roger Hargreaves said:
“We cannot just open the floodgates and have everybody with any passing
interest in any risk throwing in their two penn’orth because they feel they
have some thoughts on what we should be doing.”.**® The national risk
assessment and its associated plans have the capacity to substantially impact
the lives of the population. A mechanism needs to be created by which the
public can be effectively encouraged to have a say in its construction.

The value of community level communication and engagement was
highlighted by our witnesses. Professor Shaw said:

“communities should be able to pinpoint vulnerabilities more effectively
than somebody who is quite distant from a community” and that two-
way communication between Government and communities means
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that “when something changes in the community there is a surveillance
mechanism there to ensure that local knowledge can be pushed up into

government, so it can begin to adapt its understanding of what the risk
18,7432

We believe that voluntary and community organisations represent an
appropriate level at which to undertake engagement, particularly as
it would allow the Government to target support towards vulnerable
or at-risk groups. We also consider that Parliament offers a means of
indirect engagement between the public and Government.

The National Risk Register

There is very little active communication from the Government to the general
public about the risks they face. The main form of public communication
by the Government is via the publication of the NRR. The NRR is a 140-
page PDF document, hosted on GOV.UK. It includes a risk matrix based
on the NSRA and individual risk summaries. It also contains information
directed at individuals and communities including preparedness advice and
information on volunteering, mental health needs in crises, and vulnerable/
at-risk groups.

Our witnesses were roundly sceptical of the value of the NRR as a risk
communication tool. Dr Fearnley said: “The risk registers and risk matrices
are very important in terms of cataloguing what the risks are out there, but
I do not see them as an effective tool to communicate risk to the public.”**
Lord Ricketts said that: “I am not sure many people would know of its
existence to guide them in how to deal with a risk that arose.”*** Sir David
Spiegelhalter noted the lack of media coverage or publicity around the
NRR.**> This view was also echoed by the then Paymaster General who told
us: “Nobody here is expecting people to go and rummage through GOV.
UK and apprise themselves of how they engage with and contribute to the
resilience of the nation by reading the risk register.”*3¢

The NRR was primarily envisaged as a document to guide local emergency
planners, resilience professionals and businesses in their risk assessment and
risk planning.**” Professor Rogers noted that it is difficult for the NRR to
fulfil both this role and to act as a public communication tool: “Thinking
about it as a public communication tool requires more of a transformation.”*®
This was echoed by Dr Fearnley who noted that in order for the NRR to
have impact, it would be crucial to determine what it is trying to achieve
first.**®

The Government must recognise that informing the public about
the risks they face is both morally justified and benefits societal
resilience. Knowledge on how the public understands risk and
the population’s level of resilience is crucial to the development of
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rigorous risk assessment and planning. Voluntary and community
groups can provide key insights on these issues. There needs to be a
new culture within Government which recognises that not shielding
the population, and instead providing information on risks, will
lead to a more cohesive risk response. Better publicity of the NRR
is essential to ensure that the public are aware of the risks that they
may face and to outline the expectations on them in any risk scenario.
This will require a re-consideration of the format of the NRR.

The NRR should, in line with the NSRA, be presented via a dynamic,
data driven web-portal which is easily navigated, evolves in
response to identified threats and which provides practical, targeted
advice to individuals. Its profile must be increased through an active
and continuing media campaign, including via social media. This
campaign should heighten whenever substantive changes are made
to the risk register. It should focus on informing soctety of the content
of the NRR and how they could use the NRR to bolster their personal
preparedness.

When conducting the mnational risk assessment process, the
Government should engage with voluntary and community groups
to ascertain information on risks and population level resilience.

Box 10: Eyjafjallajokull Volcanic Eruption Case Study

During our inquiry we received evidence on the handling of the Eyjafjallajokull
eruption. This case study highlights the weaknesses of the UK’s risk assessment
process with specific reference to identifying and planning for risks which
originate overseas and have a low likelihood of impacting the UK.
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Eyjafjallajokull is a subglacial volcano in the south of Iceland which erupted
in 2010. The eruption lasted for 39 days, from April to May 2010, reaching
level 4 on the Volcanic Explosivity Index (VEI) and caused ash to disperse
widely across Southern and South Eastern Iceland and Western Europe.**° The
London Volcanic Ash Advisory Centre (VAAC) issued ash warnings depicting
the presence of ash over large parts of Europe and the North Atlantic.**! In
response to concerns that the volcanic ash could damage aircraft engines,
windscreens and avionics, 300 airports in 12 European countries were closed
between 15 April and 21 April 2010. This impacted air travel across the world,
affecting 7 million customers and costing the airline industry $1.7 billion USD.**
The extensive closure of airspace highlights how a lack of preparedness and an
adherence to the precautionary principle can lead to an excessive response.

Within the UK Government, the Department for Transport and the Foreign
and Commonwealth Office (FCO) were identified as the LL.ead Government
Departments with GO-Science to support SAGE providing scientific advice to
COBR.*#

Assessing the risk of volcanic eruption

Prior to the eruption of Eyjafjallajokull, the risk posed by a volcanic eruption
in Iceland had not been fully appreciated by the UK Government. Sir John
Beddington, the Government Chief Scientific Adviser at the time of the
incident, said that, in spite of the high frequency of eruptions, “nobody had
thought about any risk from volcanoes in Iceland.”*** As a consequence of this,
the 2008** and 2010%*® National Risk Registers did not include any reference to
volcanic activity. Debbie Lewis, a resilience preparedness consultant for Axiom
Limited, said that due to this blind spot on the risk assessment, no preparation
to mitigate against the effects of a volcanic eruption had occurred.*” Moreover,
Ian Lisk acknowledged that scientific projections from within the Government
advice network underestimated the severity and longevity of Icelandic volcanic
threats.**8
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The risk assessment process is not well equipped to assess risks of which the UK
has not previously had direct experience. Many of these events can be considered
‘black swans’: risks that are nearly impossible to foresee, risks that we know little
about or known risks which the country is unprepared for because of the high
cost of the mitigation required to minimise the threat.**° Black swan events
are unpredictable due to their rare occurrence and the corresponding lack of
historical evidence from which to make frequency predictions which might
anyway be unreliable. Dr Simon Harwood said that the current risk registers
contain mostly grey swans in the form of known threats. Dr Harwood argued
that the UK does not have a robust process to identify black swans.*°

The Government’s risk assessment programme should not be dependent on
historical data. As noted by the Resilience Shift, historical data cannot account
for black swan events and “historical datasets (e.g., historical climate data or
performance data) are no longer reliable indicators of future risk.”*! Ian Lisk
acknowledged that the 2010 volcanic eruption was a “wake-up call” for the
government who need to be prepared for risks that they were not expecting.*>?
However, even now, the NRR focuses primarily on the risk posed by an Icelandic
volcanic eruption.*>
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CHAPTER 6: RISK PLANNING

Risk assessment is only one step in the process of managing risk and must be
followed by thorough risk planning. As Sir Mark Walport summarised: “The
risk assessment is the starting point. It is then a decision as to how much
energy you put into each of the possible scenarios.”***This chapter discusses
risk planning, which we understand to mean all the efforts undertaken to
ensure the UK is prepared for a risk before it manifests. This includes efforts
to prevent the risk manifesting or limiting its impact.

Planning for risk occurs at all levels, from international efforts to prevent
terrorism to personal efforts to limit the impact of household flooding. This
chapter looks at risk planning at three levels: central government; Local
Resilience Forums (LRFs); and business and industry.

Central government
The Lead Government Department and siloes

Planning for risks identified in the National Security Risk Assessment
(NSRA) is undertaken by the relevant Lead Government Department
(LGD) at a national level. A LGD is responsible for planning and preparing
for risks contained in its portfolio, and the Secretary of State ultimately
is accountable for departmental preparedness. A LGD is only the ‘lead’,
it is expected to convene discussions with all other departments that hold
an interest in that risk. The Civil Contingencies Secretariat (CCS) play a
refereeing and arbitration role in those discussions.*>

Witnesses agreed that the LGD principle is a sound one in theory,
representing the simplest and most practical way to allocate responsibility
for a given risk.*® However, witnesses also highlighted that almost every risk
implicates multiple departments.**” Planning for specific risks in the NSRA
must involve all relevant departments to ensure there are no major gaps in
preparedness which could heighten disruption should a risk materialise.

In practice, the LGD principle leads to siloed planning and a failure to
consider risks in the round. Charlotte Pickles said that the LGD principle
“... has ended up exposing us to a severe level of under planning in areas
that are not the responsibility of the LLead Government Department for a
particular risk.”**® For example, Charlotte Pickles noted that the Department
for Education had no specific policy on how to respond to a pandemic.*”
Professor Collins said: “We just do not do “joined-upness” very well at all. I
do not believe that we do risk assessment and planning in a joined-up way,
with sufficient depth and accuracy, and with sufficient foresight that enables
us to do a better job.”4%0

Kate Nicholls said that one issue with siloed risk planning is the failure to
learn lessons from the experiences of other departments, saying, “When you
look at what government does, it tends to be very siloed. They are risk-owning
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departments and you do not necessarily learn the lessons from one to the
other. You do not necessarily translate across all those risks.”#! This failure
to plan across departments was noted by representatives of the Ministry of
Defence who drew attention to an issue identified during an exercise they
ran to explore the impact of both COVID-19 and Brexit:

“Departments were potentially planning in isolation and not
understanding the interdependencies between their needs for support or
their need to support each other.”*%?

There is no formal mechanism to ensure departments work together on risks
which cross departmental boundaries. Sir Mark Walport called into question
the ability to ensure there is cross-government working: “The question is
who holds the stick to ensure that departments work together effectively. It is quite
difficult to see any mechanism over and above them.”**> The CCS do not have
the ability to compel departments to work together to produce plans. They
can encourage the involvement of other departments and arbitrate in the
case of disagreements, but this light touch approach was identified as an area
requiring improvement by the Director of the CCS.*%*

Assurance and audit

There is no formal auditing of departmental preparedness for risks identified
in the NSRA. Charlotte Pickles described a “woeful lack of scrutiny and
accountability” in ensuring preparedness.*®®> Dr Stone noted that “we are
missing a complete level of governance and accountability of big risks in the
UK?”.%¢ Within Government, the CCS do not formally audit departmental
planning, instead they “bring pressure to bear on departments if we think
that there are risks that are not being dealt with properly”.#®” The Director
of the CCS, Roger Hargreaves, described the current approach taken by the
CCS is “one of support rather than audit ... It is carrot rather than stick.”*¢®
Witnesses were critical of this lack of internal auditing. LLord Ricketts said:
that “there is no point in setting priorities and taking decisions to do things
unless they are followed up and progress chasing is done systematically.”#%°

SRSRM Ltd noted that: “at national, regional and local level ministers and
officials have no effective assurance that plans are in place and that they are
effective”.*7°

Alex Thomas was sceptical of the ability of the CCS to undertake such an
audit role, saying that they do not have “the levers or the authority to make
sure that departments ... are embedding risk into their decision-making”.*"!
As discussed in Chapter 3, we recommend the creation of an Office for
Preparedness and Resilience which would be responsible for producing

independent analysis on UK preparedness.
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Outside of the Government, Parliament has a key role checking and
challenging the work of Government. However, witnesses felt that this role
had not been adequately performed in the area of risk planning Charlotte
Pickles said:

“Parliament played no role whatever in scrutinising whether we were
ready for a lot of these risks. Scrutinising the Executive is one of the
primary roles of Parliament, yet the last report on the risk of a pandemic
was over a decade ago, produced by a LLords committee. I think that tells
us something about how involved Parliament is in the scrutiny process.”*”

Witnesses called on Parliament to take a more active role in scrutinising
preparedness against risks in the NSRA.*”®> Charlotte Pickles noted that
the current format of departmental select Committees in the Commons is
unlikely to break down the siloed approach to risk planning.*’

Mitigation and prevention

Planning does not just involve work to plan a response when an emergency
occurs. It should also involve work to mitigate the impact of an emergency
or prevent it where possible. Dr Fearnley noted that the cost-benefit analysis
favours mitigation or prevention over response.’” Unlike in corporate
settings, where risk assessments are linked to mitigating actions, witnesses
criticised the failure to use the NSRA for mitigation or prevention. Sir Mark
Walport said:

“IfI had to identify one substantive weakness, it is that the risk assessment
has been used mainly for clearup and management, and not enough for
prevention.”*7°

Witnesses noted that those dealing with threats, such as the Ministry of
Defence or those working with elements of critical national infrastructure,
often sought to avert the threat. By contrast, they noted that civil departments
dealing with hazards were less inclined towards mitigation or prevention.
Witnesses praised the Ministry of Defence’s work on preventing hazards and
suggested it should be emulated elsewhere. Sir Oliver Letwin said:

“Inside the Ministry of Defence, there are all sorts of people planning
for things that have not yet happened. They do that very seriously, and
they spend a lot of time and a lot of our money doing that sort of thing.
Whether they do enough of it and do it well enough, I do not know, but
they are serious about it. Outside the Ministry of Defence, government
is not serious about these matters.”*"”

Roger Hargreaves said that for those managing critical national infrastructure
“getting them to behave in a resilient way is more straightforward, because
there is either a legal obligation or obvious and direct government support”.*’8
Lord Houghton of Richmond, Former Chief of Defence Staff of the British
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Armed Forces, suggested the need for a “switch in the mindset” of other
government departments towards more contingency planning.*”

We note that the NSRA and NRR contain both threats and hazards. However,
their production is overseen by the Civil Contingencies Secretariat, a name
which implies a focus on civil issues rather than national security. This
naming disconnect was noted by Dr Blagden who said: “It is interesting,
first of all, that this National Risk Register and National Security Risk
Assessment—merged things that they are—is ultimately owned by the Civil
Contingencies Secretariat.”*8

It is unlikely that emergencies will transpire in precisely the way they were
planned for. Sir Oliver noted dealing with these unexpected emergencies:

“We, in particular, are weakest in knowing how to deal with
circumstances that arise despite our best efforts, and in having flexible
responses that do not depend on having guessed what will happen and
why it will happen but that are capable of adapting themselves rapidly
and effectively to the circumstances that we meet.”*8!

Witnesses were, however, at pains to stress the value of planning even if
the plan and scenario are not perfectly in agreement. Paul Wyatt stressed
to us that, “A plan, even if on the title it says it is for a particular thing, can
become applicable to other things. Templating is quite powerful.” 48

Preparedness and planning for risks in the National Security Risk
Assessment (NSRA) should cover all possible impacts of a risk
and must aim for mitigation or prevention where possible. Within
the national security, defence and critical national infrastructure
communities there is a strong emphasis on prevention, which should
be replicated in all areas. There is currently an excess of siloed
planning and a failure by departments to plan for risks for which
they are not the LGD. This creates significant vulnerabilities. The
CCS currently do not have sufficient power to compel departments to
work together or to compel preparation on specific risk areas. More
cross-departmental working is needed, and departments must plan
for all risks which may affect them, not simply those for which they
are nominally responsible. There is, overall, an absence of auditing of
departmental risk planning at all levels. In particular, the Committee
recognises that Parliament has been too passive in its responsibility
to scrutinise risk plans and should assist the audit of Government
preparedness.

Central government risk planning should be benchmarked against
the National Security Risk Assessment (NSRA), with standards
of preparation and requived capabilities set by the Office for
Preparedness and Resilience (see paragraph 79). The CCS should
convene cross-departmental working groups to address the most
significant cross-cutting risks and to ensure that risk scenarios
that cross departmental boundaries have risk plans that cover the
Sull spectrum of possible impacts. These risks should be considered
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discretely by the Threats, Hazards, Resilience and Contingencies
subcommittee of the National Security Council to ensure that there
ts manisterial discussion of these risks.

267. A yearly debate on the National Security Risk Assessment (NSRA)

268.

269.

270.

should be held by both Houses of Parliament. To ensure more in-
depth scrutiny, the Office for Preparedness and Resilience should
audit departmental preparedness and conduct deep dives into
departmental risk management. These audits should be based on the
standards of preparation and requirved capabilities as set out by the
Office for Preparedness and Resilience, with annual reports signed
off by ministers and laid before Parliament for debate. They should
tnvestigate where there has been a failure to invest in preparedness,
and conduct assessments of the cost of such failures. A new Joint
Select Committee should be created to scrutinise and democratise
the UK’s risk planning approach and the work of the CCS. The
Committee propose that this should be called the Joint Resilience
and Contingencies Select Committee and should have access to all
relevant information, including the NSRA. The National Audit Office
has the power to itnvestigate the Government’s risk preparedness
through the lens of public spending. The NAO should continue its
valuable work scrutinising risk management in Government.

The Government should change the name of the Civil Contingencies
Secretariat in acknowledgement that the secretariat no longer
manages ctuil emergencies alone. A name should be chosen which
reflects its broad portfolio of threats and hazards. The Committee
recommend the use of the ‘Resilience and Contingencies Secretariat’.

Exercising

Exercising is integral to planning and preparation, allowing for plans to be
validated, individuals to form essential relationships, test their capabilities
and practise their roles, and procedures to be tested. The evidence received
by the Committee was unanimous in its support for the value of exercising,
with calls for increased exercising and war-gaming,*®> Athena said:

“At the root of all good risk management and resilience is business
continuity training and exercising, especially when risks are pan
Government in nature. Multiple studies have shown that exercising
not only exposes second and third order effects that might not have
otherwise been uncovered, but that teams who have exercised together
in any form of emergency are better placed to cope with the next one
that comes along.”*8

Airmic also noted the importance of exercising, writing that “an untested
plan is doomed to fail”.*®> However, exercising must be conducted in a high-
quality manner to ensure it is effective in reaching its goals.

Witnesses set out a series of characteristics of high-quality exercising. Dr
Karen Reddin noted that exercises should have a clear purpose and should
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be tailored to the maturity of the plans being tested, with more mature plans
requiring more stretching exercises.*®® Dr Schelhase highlighted the need to
exercise to the point of failure and to exercise the unexpected, rather than
just exercising scenarios only slightly beyond business as normal.*®” Several
witnesses emphasised the need to exercise a wide range of scenarios and
warned against trying to learn general lessons from specific scenarios.*8

Exercises help to build capabilities and practise roles. Several witnesses drew
the Committee’s attention to the importance of ensuring the correct level of
participation in an exercise. John Thornhill highlighted the importance of
the “top-level leadership” participating in exercises. This was “so that the
top leadership are absolutely aware of what the issues are and that they are
the ones who are prioritising the response.”*® John Curry, Senior Lecturer
in Games Development and Cyber Security at Bath Spa University, echoed
this, suggesting that ministerial level involvement in exercises is key to their
success and that “for plans to work the leaders need to have practised them”.**°
They suggested that short exercise or war-games would be better suited for
senior leaders.*! John Curry also noted the value of ensuring the participants
of an exercise are as diverse as possible to get a wide variety of perspectives.**?

Exercises and war-games are an opportunity for plans to be tested in a no
consequence environment. The benefit of exercises is that inadequacies
or errors can be identified in an exercise and corrected in advance of an
emergency. Deborah Higgins said that exercises must take place in a safe
place and that there must be “a culture of honesty and transparency in the
organisation and among the team to allow for mistakes to be made. There
must not be a fear of failure.”**> Deborah Higgins also noted the importance
of inviting challenge and including red-teaming in exercises “to challenge
and to avoid the typical responses you might get if you are looking internally
in an organisation”.*** Red-teaming is the practice of rigorously challenging
plans, policies, systems and assumptions by adopting an adversarial approach.
A red team may be a contracted external party or an internal group which
uses strategies to encourage a variety of perspectives.

Exercises present an excellent opportunity to study a response and identify
where improvements could be made. Deborah Higgins identified this
‘lessons learned’ process as “the most critical part of exercising”, saying
“There is no point doing it if you are not going to then identify and follow up
on the lessons”.**> Both John Curry and Dr Karen Reddin emphasised the
importance of a feedback loop, whereby the lessons learned from exercises
inform both risk assessment and risk planning.*°

However, in reality, lessons are often identified but not followed through on.
Dr Reddin said:
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“The lessons are often identified, a report is made and actions are
identified to implement those lessons, but taking that forward is very
difficult, because often there are competing priorities for different
organisations following an exercise.”*"’

The frequency of exercising is important. While exercises should be frequent
enough to ensure that skills remain sharp and plans are not out of date,
exercises can be a significant time and resource drain. Witnesses suggested
that there should be more frequent exercising, with Deborah Higgins
recommending that there should be increased mandating of exercising in
Government. ¥ Witnesses also suggested that the value placed in exercising
differs significantly across Government, with the military placing a higher
premium on exercising than the civil sphere.*® The frequency of exercising
will depend on the nature of the risk, but it is clear that exercising should be
more highly valued and undertaken more frequently, particularly by senior
leaders.

Exercising and wargaming should be at the heart of UK preparedness
as they are crucial to ensure plans are tested and those responsible
for executing them are well-trained. Exercises must be regular,
short and involve the most senior figures responsible for the plans,
including ministers. To challenge group-think, exercises should
include red-teaming where appropriate. They should test a wide
range of scenarios, including compound or cascade risks, and should
be followed up on with lessons learned, which in turn should feed into
a loop which informs both risk assessment and planning.

Risk plans must specify how frequently they are to be subjected to
exercising or wargaming. The Government must ensure that these
testing obligations are met. Exercises should abide by the principles
laid out in paragraph 265. These exercises must include involvement
by the most senior figures, senior officials and ministers. These
exercises must be followed up with a thorough ‘lessons learned’
process, with these lessons learned published so they can be
scrutinised. Scrutiny of lessons learned should be followed up on
after one, two and five years.

Local planning: information access and adequacy

Many risks are planned for and managed at a local level, a fact acknowledged
by Roger Hargreaves when they said: “We are very clear that local responders
are the foundation and building block of effective response, so we look to
give them maximum support.”’°® However, the evidence we received from
LRFs indicates that they do not have access to the requisite information or
correct resources to discharge this duty.

Work is undertaken nationally to plan for and mitigate against risks in the
NSRA. Our witnesses noted that there is little value in LRFs duplicating
this work. Instead, it would be more valuable to use limited resources to
understand where LRFs could provide added value. Stuart Marshall said:
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“QGive us the tool, we will put the quality of local knowledge into it, and
then we can start to get something of real value out of it, rather than
what at times feels like a list of things that could happen. I would rather
have someone say, “These are the capabilities we require to mitigate
against these risks”, but we are not currently resourced to undertake the
work to that level.”>"!

This sentiment was echoed by John Barradell who said:

13

. it would be extremely helpful to understand the mitigations that
central government is putting in place for the risks that it identifies.
That would allow us to consider where, locally, we could add value, if
I could put it that way, to mitigate the risks that are not being handled
centrally.”>%?

This would require central government to put a greater emphasis on
producing plans at a national level and cascading this information down to
the local level. Chief Constable Swann noted that this would also ensure
consistency of plans and provide assurance on the adequacy of planning
arrangements.>®

Planning for disruptive events requires LRFs to have access to information
so that those plans can be as accurate and up-to-date as possible. However,
our witnesses told us that the information they require is regularly not
provided to them. Dr Twycross told us: “Frequently, when we are asked to
plan, we do not necessarily have the information that government has access
to. We think that LRFs, and partners within those partnerships, should be
treated as trusted partners by government.””** Dr Twycross noted that even
the highest quality assessments and plans are of limited value if they are not
shared with those responsible for enacting them, that “you are hampered
even before you start the process.””® John Barradell called for a statutory
responsibility on government departments to share information with LRFs.>%

We acknowledge that there are security concerns associated with the
information held on malicious risks, and that it may not be feasible to share
assessments and plans on these risks as widely. However, LRFs must still
be able to plan for the consequences of these threats manifesting. Both
Hampshire and Isle of Wight LRF and Thames Valley LRF called for sight
of consequence management plans at an Official-Sensitive level. >°%

The NSRA, as a list of risks, is insufficient for risk planning at a local
level. LRF representatives called for greater sight of national plans
and mitigations to allow them to identify where they could best add
value. LRFs must have access to the information required to build
planning assumptions, including the required capabilities to mitigate
risks.
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The Government must share all civil contingencies documentation
with LRFs, except in cases where there is a national security reason
to withhold information. In these cases where national security
threat analyses are withheld, at a minimum, information must
be given to LRFs to allow them to prepare for the consequences
of the materialisation of national security threats. The national
preparedness benchmarR, developed by the Office for Preparedness
and Resilience, should be shared with LRFs along with guidance on
translating the specified capabilities and standards of preparation
to the local level.

Business and industry: planning and response

As discussed in Chapter 4, risk assessment and planning are a routine
capability in the private sector. Indeed, we note that when compared to
the Government, business and industry often has a much more dynamic
approach to risk. This is shown through practices of regularly considering
principal risks, setting risk appetites and creating risk frameworks.’°® Eoin
Murray, Head of Investment, Hermes Investment, told us that, in his view,
“businesses and investors can learn as much from how government manages
risk as vice versa”.>%®

When planning for risks, two-way conversations between business and
industry and the Government allow for business and industry to understand
any impacts they may incur or how they may be expected to act in a response,
while also allowing the Government to understand business and industry
capabilities. The value of these conversations was noted by Elisabeth Braw
who suggested that: “You could, for example, also train or have regular
consultations with business leaders, so that they would better understand
the national security situation in which their companies operate.””*°

Ed Butler also spoke of the value of involving business and industry, alongside
academia, in risk management, saying: “if you get the power of the three,
of academia, government and business working together, whether it is for
risk financing or engaging the capital markets to come and invest in risk
mitigation and resilience measures, it is all in everyone’s interest.”>!!

From the evidence we received from business and industry leaders, it does
not appear that these conversations are widespread. Leigh Pomlett told us:

“As an industry, we have no visibility of what the Government do in
terms of risk management ... We do not have visibility of what the
Government do in planning for these things. The industry has templates
and methods for managing risk, which are probably just as useful to
government officials as they are to industry leaders such as me.”>!?

Dr Simon Harwood suggested that a fear of potential conflicts of interest may
be to blame for the lack of engagement with business and industry, but noted
that, “there has to be a better way of working together in the interests and
protection of this country.””!® Even in the cases where the Government does

508 Q 163 (Dr Adam Marshall)
509 Q 163 (Eoin Murray)

510 Q 157 (Elisabeth Braw)
511 Q 89 (Ed Butler)

512 Q 163 (Leigh Pomlett)

513 Q 90 (Dr Simon Harwood)


https://committees.parliament.uk/oralevidence/2001/html/
https://committees.parliament.uk/oralevidence/2001/html/
https://committees.parliament.uk/oralevidence/2000/html/
https://committees.parliament.uk/oralevidence/1782/html/
https://committees.parliament.uk/oralevidence/2001/html/
https://committees.parliament.uk/oralevidence/1655/html/

2809.

290.

201.

202.

293.

PREPARING FOR EXTREME RISKS: BUILDING A RESILIENT SOCIETY 95

engage with business and industry, it appears to be done on a departmental
basis. Information and insights gained through this engagement is not shared
with other departments, leading to duplication of effort.>!*

It is important that this engagement is not just instigated when a disruptive
event occurs, and is well embedded during peace time also. Kate Nicholls
said this was not always the case: “My observation would be that, once we get
out of a crisis, everybody breathes a sigh of relief and that does not continue
on an ongoing basis. We need to build it back into the system, to make sure
that it is kept fresh, and the lessons are learned from it.”>"

As is the case with risk assessment (see paragraphs 229 and 230),
businesses and industry should play a more active role in the national
planning process. Information on their levels of preparedness and
ability to respond in a crisis is critical for the development of robust
plans. Likewise, the Government should be clear about what the
expectations may be on them in the event of a crisis. This two-way
communication is in place at a local level, but at a national level it is
limited. The forum we recommend in paragraph 230 would play a key
role in facilitating this.

Beyond direct engagement, there are more passive mechanisms the
Government can use to inform business and industry about how it can
manage in the event of a disruptive national hazard. Guidance published
on GOV.UK provides a means for the Government to encourage business
and industry to plan for major risks in the NSRA. However, much of this
guidance has not been recently updated. As an example, the Government
webpage outlining the guidance on Pandemic Flu was published in 2013.%
It links to a ‘Pandemic flu checklist for businesses’ which was published in
2011.°" The failure to update guidance was noted by Kate Nicholls who said:

“There is government guidance to business on business resilience
planning. That was last updated in 2015, so the Government have a
role to make sure that, at the same time they are doing their national
risk registers, they update their guidance to business to talk about what
businesses should do for their own business resilience planning.”>!8

Guidance should be clearly labelled as such, to avoid confusion between
guidance and requirements.

Much of the guidance published on GOV.UK to help inform businesses
planning for major disruptive events is out of date. This guidance is
one means by which the Government can outline the expectations
on industry and businesses. The Government should renew and
streamline this information, and clarify what is a legal requirement
and what is government guidance.

The Government should commit to updating all resitlience related
guidance on GOV.UK to ensure it is accurate, clear and up to date.
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Box 11: Toddbrook Reservoir Case Study

During the course of our inquiry, we received evidence on the major incident
at the Toddbrook Reservoir. This case study provides an example of how local
responders manage risk and how ageing infrastructure can lead to serious
damage. Chiefly it shows that risk planning must go beyond implementing
regulations.

Between 27 July and 1 August 2019, a period of heavy rainfall caused a significant
increase of water to flow into the Toddbrook dam. On 1 August, this increased
water concentration triggered a partial collapse of the concrete slabs that
formed the reservoir’s spillway chute.’® A complete breach of the slipway would
have presented a grave threat to life for those in the town of Whaley Bridge.>?°
The partial collapse triggered a major emergency response. 1,500 people were
temporarily evacuated from their homes in Whaley Bridge and water was drawn
down from the reservoir to reduce the likelihood of collapse. LLocal and national
agencies coordinated the response to the emergency. Following the reduction
of the threat of collapse and flooding, it was deemed safe to allow residents to
return to their homes on 7 August 2019.>2!

UK Planning

The extreme rainfall which led to the collapse of the spillway was a rare
occurrence. The second period of rainfall had an estimated annual probability
of about 1%. However, the rain had been well forecast in advance.’*> More
generally, the Government has long been aware of the significant risk posed
by flooding. As previously mentioned in box 8, in the 2018 National Security
Capability Review, the Government said: “One or more major hazards can be
expected to materialise in the UK in every five-year period. The most serious
are pandemic influenza, national blackout and severe flooding.”>%

Despite awareness of the risk, the incident at Toddbrook reservoir came as a
surprise.’?* Professor David Balmforth, former President of the Institution of
Civil Engineers, who led the independent review into the Toddbrook incident
told us: “That spillway should have been capable of handling a one-in-10,000-
year flood. It failed during what was a little under a one-in-100-year flood
event”.’®”® Greater Manchester Combined Authority noted that while the risk
posed by a reservoir flooding may be well known, the high cost of mitigation or
wide range of impacts can lead to a lack of preparedness.>?¢

519 Environment Agency, Advice note following the Toddbrook reservoir incident (August 2019) p 6: https:/
britishdams.org/assets/documents/News Item Docs/2020/200511 - EA Tech Bulletin/EA Technical
Bulletin_Toddbrook review 190320 _FINAL.pdf [accessed 30 November 2021]

520 Environment Agency, ‘Looking back at Toddbrook twelve months on’: hzzps://environmentagency.blog.
gov.uk/2020/07/31/looking-back-at-toddbrook-rwelve-months-on/ [accessed 30 November 2021]

521 ‘Whaley Bridge dam: Evacuated residents can return home’, BBC News (7 August 2019): htrps://www.
bbc.co.uk/news/uk-england-derbyshire-49261977 [accessed 22 November 2021]

522 DEFRA, Toddbrook Reservoir Independent Review Report (February 2020) p 1: https:/assets.
publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/872769/
toddbrook-reservoir-independent-review-reporta.pdf [accessed 30 November 2021]

523 Cabinet Office, National Security Capability Review (March 2018), para 9: https://assets.publishing.
service.gov.uk/government/uploads/system/uploads/attachment_data/file/705347/6.4391_CO
National-Security-Review_web.pdf [accessed 30 November 2021]
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Safety and Compliance

The reservoir was fully compliant with legislation prior to the 2019 incident,
raising concerns about the adequacy of current legislation.’?” As Professor
Balmforth concluded: “My conclusion was that the failure was due to both poor
design and incomplete maintenance, but perhaps the most important lesson
from that was that compliance with current legislation does not necessarily
assure the safety of a reservoir.”?® This was acknowledged by both the Canal
and River Trust and the Environment Agency who stated that compliance with
statutory legislation is not the same as safety.’*’

The compliance of the Toddbrook gives further evidence to support the
conclusion we draw in paragraph 88, on the degradation of critical national
infrastructure (CNI). The Toddbrook Reservoir incident highlights the need
to quantify the progress of infrastructure degradation and prioritise spending
accordingly.

Government communication and powers

The local response to the Toddbrook incident was led by Chief Constable
Rachel Swann. Chief Constable Swann praised support provided by central
Government during the crisis, noting that government liaison officers “were
vital in both passing the information through and passing back the support
that was available to me in what is very complex machinery”.”*®* Government
liaison officers provided Chief Constable Swann with information on the
support and resources available from central Government.>* The value of these
liaison officers emphasises the importance of close working between central
government and local responders, as noted in paragraphs 122 and 124.

Chief Constable Swann drew our attention to the failure to make use of
emergency powers under the Civil Contingencies Act 2004. Part 2 of the Civil
Contingences Act permits the evacuation of citizens from an area of high threat
to loss of life.”*? Evacuation was a core element of the emergency response, with
approximately 1500 people evacuated from the downstream town of Whaley
Bridge to reduce the impact of a potential dam failure.>>®> However, because the
powers within the Act were not used, there were no legal powers to instruct that
individuals leave their homes. A small number of individuals chose to remain,
placing the responders who had to repeatedly ask them to leave at risk. >
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During the incident response, use was made of an off-site reservoir plan to
manage the crisis. Chief Constable Swann described the value of this plan,
which mapped where water would flow, who would need to be evacuated, what
roads should be closed and what the rendezvous points would be. However,
there is no requirement for off-site plans to be produced, it was fortuitous that
Derbyshire LRF had directed some surplus funds into creating the off-site
plans.>®® Chief Constable Swann recommended mandating the creation of off-
site reservoir plans, mirroring the statutory responsibilities already placed on
Control of Major Hazard (COMAH) sites.

Lessons learned from the Toddbrook Reservoir case study

294. The off-site reservoir plan for Toddbrook Reservoir was itnvaluable
during the emergency responsetothe2019incident. Off-sitereservoir
plans, such as had been voluntarily created for Toddbrook Reservoir
prior to the 2019 incident, should be a statutory requivement for
reservoirs.
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SUMMARY OF CONCLUSIONS AND RECOMMENDATIONS

Lessons to be learned from the climate change case study

Many of the risks facing the UK are likely to increase both in magnitude
and frequency as a result of climate change, and risk assessment cannot be
conducted without acknowledging this fact. Climate change is an ever more
significant risk facing the UK and action to address it needs to be undertaken
rapidly and as a priority. (Paragraph 13)

Chapter 3: Resilience

The central government risk assessment process has developed a culture of
secrecy that impedes thorough scrutiny, expert consultation and information
sharing with key partners. The Committee has seen the Official-Sensitive
National Security Risk Assessment (NSRA) and believes that the secrecy
surrounding the document is unwarranted and that much of this information
does not need to be secret and should be in the public domain. As we discuss
in paragraph 79, the Government should welcome greater external expertise
and challenge into the process. This would allow the process to be more
open to challenge and allow it to draw on independent scientific advice.
(Paragraph 62)

The Government’s risk assessment process should not shy away from
politics, including in its content, by which we mean ministerial engagement,
parliamentary scrutiny and participation by the devolved administrations. It
should be driven by the UK’s strategic priorities and needs greater ministerial
oversight.(Paragraph 69)

The Government should re-establish the Threats, Hazards, Resilience and
Contingencies subcommittee of the National Security Council, or an equivalent
Cabinet Commuttee, ahead of the production of the next National Security Risk
Assessment. (Paragraph 70)

The Government should establish an Office for Preparedness and Resilience as
a non-departmental body, headed by a newly created post of Government Chief
Risk Officer. This body would be responsible for producing independent analysis
of UK preparedness and monitoring Government preparedness. It would produce
assessments of UK resilience, set resilience standards, and conduct audits of UK
preparedness. It would have the ability to commission research and establish expert
task and finish groups on specific topics to produce expert led reports and assessments.
The Office for Preparedness and Resilience should have a standing expert advisory
council to provide independent challenge, oversight and strategic direction. It
should establish an institutional memory bank, in the form of a digital library,
which contains resilience literature and the lessons learned of all major exercises and
emergencies. This should be made available to a designated set of users including
central Government officials, local responders, the devolved administrations, and
parliamentarians.(Paragraph 79)

The Government has a strong disincentive to invest against possible risks,
but prevention is significantly cheaper than cure and a failure to invest in
mitigation can cause an increase in likelihood and impact. Government
spending should, where possible, be directed towards preventing or mitigating
disaster. Business cases must represent the future benefits of preparedness
and mitigation, as well as the costs. The discounting rates required by the
Treasury’s ‘Green Book’ favour short-term gains and are disincentivising risk
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spending in risk management. Elements of critical national infrastructure
(CNI) degrade over time, but this is not adequately accounted for within the
current risk management system.(Paragraph 88)

The Treasury and spending departments must move away from their current
practice of disincentivising long-term, preventative spending on risk. To address
this, the Government should establish a flexible and evidence-based spending target
for spending on resilience. This funding target should be based on the required
capabilities and proposed mitigations outlined by the new Office for Preparedness
and Resilience which we have recommended in paragraph 79. This should be
assisted by an appropriate depreciation register for Critical National Infrastructure
which identifies ageing infrastructure. (Paragraph 89)

Ensuring those responsible for the creation and execution of plans have
the appropriate skills and qualities, including flexibility and adaptability,
is vital for their success. This applies not just to the Government, but is a
challenge for all of society. Within Government this includes ministers as
well as officials. There should be a diverse range of individuals involved as
diversity of background, thinking and approach are a benefit to resilience
policymaking. We highlight the need for a greater focus within Government
on analysis skills, emergency planning skills and project delivery skills in
the civil sphere. The skills required are determined by the risk in question
and change over time. An analysis of future skill requirements is needed to
ensure that the Government has the rolling capability to deal with emerging
threat scenarios. (Paragraph 98)

The Government should bolster its skills base in the areas of analysis, emergency
planning and project delivery and make more use of systems thinking and Futures
techniques when conducting risk assessments and developing policy. This will require
offering high quality, targeted training, skill-based allowances, defined career paths,
and making use of the full breadth of pay bands where market needs justify this.
In developing the requisite capabilities, the Government should ensure it builds
and maintains staff diversity. There must be more ministerial engagement in risk
preparedness. The Government should provide guidance and implement training
for ministers on planning and crisis response. These skills should also be cultivated
and properly organised in broader society to bolster general resilience. (Paragraph
99)

Risks do not respect national borders. They are likely to have international
impacts and will require international responses. UK risk planning needs
to acknowledge how interconnected the world is and work internationally
to plan for risk. Such engagement is an opportunity not only for the UK
to pursue its policy agenda but also to learn from international partners.
A strong UK involvement in international forums is necessary to mitigate
against the risks faced by the UK and ensure risk planning considers
international dimensions and is not narrowly focused on domestic issues.
International agreements and research partnerships will be necessary to
ensure some risks are mitigated effectively, for example the threat posed by
Level 4 biolabs.(Paragraph 106)

We are encouraged by the inclusion of global risks and international partnerships
n the Government’s call for evidence for The National Resilience Strategy. The
Government must ensure that the strategy clearly outlines how 1t will engage in
mnternational forums and what nternational agreements it would like to see
implemented and refreshed. It should clearly lay out what resource it will devote to
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these efforts and commit long term funding. In particular, the Research Councils
should give additional focus to projects which explore the international dimensions of
risks. The Government should work with international partners to establish a global
surveillance scheme for disease and establish data sharing agreements to ensure new
nfectious diseases can be identified rapidly and information about them shared with
ease.(Paragraph 107)

Chapter 4: A whole of society approach

LRFs currently do not have clarity about their purpose and expected duties.
The expectations of LRFs have grown and shifted over time which has not
been reflected in the Civil Contingencies Act, its associated regulations or
guidance.(Paragraph 119)

As part of the quinquennial review of the CCA regulations, due to report by March
2022, the Government should clarify the purpose and duties of the LRFs and
should place them on a statutory footing. If LRFs are to take a more active role in
emergency response, the training required, and possible liabilities increased by this
change should be addressed. The UK Government in its review of the CCA should
expand the range of named category 2 responders.(Paragraph 120)

The UK’s risk assessment system is too top-heavy. LRFs do not have
sufficient contact with the CCS and are not viewed as trusted partners in
the process. Information flow and communication is currently poor and the
direction of information flow between national and local level is largely one-
directional. A national system which cannot account for local knowledge is
not good enough. There is a need to facilitate the sharing of expertise and
information across LRFs. (Paragraph 124)

The Government should improve its communication and engagement with local
authorities and LRFs. In particular, the Government should establish a forum for
the seamless sharing of information among LRFs, facilitated by central government.
This forum would allow for the sharing of completed risk assessments and best
practice insights both among LRFs and from LRFs to central government. This
Sforum should meet at least twice yearly. It should be convened before the production
of the NSRA to allow LRFs to contribute insights on the methodology and local risk
information, and after the NSRA has been produced to allow LRFs to share local
risk assessments and prevent duplication.(Paragraph 125)

Expectations on Category 1 responders have increased since the CCA entered
into law. The CCA was designed to respond to short-term emergencies, but
the responsibilities placed on LRFs are now more in line with a resilience
agenda. LRFs have become a default tasking mechanism for resilience
policy at a local level. Whilst the obligations placed on LLRFs have increased,
local government budgets have been subjected to significant cuts. This has
hampered their ability to undertake their statutory duties.(Paragraph 129)

The Government should ensure the funds allocated to LRFs are appropriate and
sufficient to allow them to carry out the full range of their responsibilities. Ring-
fenced funding should be allocated to allow LRFs to operationalise the necessary
capabilities and standards set out by the Government. (Paragraph 130)

LRFs struggle to access relevant information to inform their risk assessments
due to the current high levels of secrecy. This hampers local preparedness.
LRFs also face duplicating work performed centrally or by other LRFs
due to a lack of communication and coordination between groups, the lack
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of a single risk assessment template, and the inability to copy and paste
information on risks. There is a need to facilitate the sharing of expertise
and information across LRFs. (Paragraph 134)

LRFs should be engaged in the production of the NSRA through the forum described
n paragraph 125. The CCS should commit to sharing information as a default
with LRFs. Information on the consequences of security threats should be provided
at a mimimum. Wherever possible, to prevent duplication of effort, information
should be produced once at a national level and cascaded down to a local level.
The Government should produce a single risk assessment template for use by LRFs
to limat the duplication of effort and should ensure that information on risks can be
directly copied from the NSRA into the local risk assessment. (Paragraph 135)

Engagement of the devolved administrations by the UK Government is
superficial and ad-hoc and often an afterthought, particularly on reserved
matters which may have implications for the resilience systems in the devolved
administrations. Resilience is a devolved capability and as a consequence a
more formalised engagement process is needed.(Paragraph 140)

The UK Government needs to produce an agreed set of communications structures
at all levels of seniority, including ministerial level, to facilitate effective resilience
dialogue between central government and devolved administrations. This must
be done in consultation with the devolved administrations. This should define the
frequency and terms of engagement, at what stage the devolved administrations
should be consulted and/or informed and identify key points of contact. (Paragraph
141)

The COVID-19 pandemic has exposed the difficulties posed by the
insurance industry in providing affordable cover for catastrophic or systemic
risks. Rising premiums will impact insurance coverage and expose the
Government to increased risk and damage national resilience. Public-private
schemes, such as Pool Reinsurance, have helped to address market failures
and distribute risk between the public and private sector.(Paragraph 147)

The Government should work with the UK insurance industry to explore mechanisms
which allow for the transfer, management and mitigation of risks which are too large
Jor the private sector to address alone and for which the Government is the insurer
of last resort, but may in fact find itself the insurer of first resort.(Paragraph 148)

Regulation is crucial for bolstering national resilience, particularly for the
critical national infrastructure sectors. While there is a need to balance
resilience with the cost to the consumer, that trade off should not move
too far away from resilience. Near-miss reporting is critical to ensure
vulnerabilities are caught before they can lead to disaster. Cross regulator
working is essential given the cross-sector implications of many risks and
this can also help avoid siloes in business and industry. The UK Regulators
Network is a valuable development in this regard.(Paragraph 153)

A statutory duty should be placed on all public and private regulated bodies who
operate critical national infrastructure to produce and publish an audited business
continuity plan. We encourage Ofgem and BEIS to implement a requirement for the
operators of essential services to notify regulators of near misses, with the publication
of an annual summary of near miss events. (Paragraph 154)

The voluntary sector is a rich source of information and assistance on risk and
response at a local level. However, the obligation on Category 1 responders
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to “have regard to the activities of voluntary organisations” is unclear and
interpretations vary between LRFs.(Paragraph 158)

The Government should clarify what “have regard to the activities of voluntary
organisations” means and outline what best practice in voluntary sector engagement
would look like through the production of improved guidance for LRFs. (Paragraph
159)

The proposed reservist cadre lacks ambition and is not in line with the views of
the voluntary sector. The voluntary sector should be supported to organise existing
voluntary forces into a response mechanism. The Government should map existing
voluntary capability and use this as the basis of any response. There should be a
central coordinating point for a national voluntary response, mapping capability
regularity, directing volunteers to under resourced voluntary forces and facilitating
better liaison amongst voluntary groups and between the sector and the Government.
The Government should be prepared to pay volunteers for days of work missed
through participation in any coordinated response to risk events. The Government
should consider adding emergency response skills to the post-16 curriculum, with
schools and further education colleges providing volunteering opportunities to
students. (Paragraph 169)

The UK population is not sufficiently encouraged to engage in emergency
planning or build a level of personal preparedness. At present, the NRR is
the primary tool for public education employed by the Government. This
approach falls short and does not empower the public to make informed
decisions about personal safety. There is little evidence to suggest that
providing information leads to panic. Providing individuals with knowledge
about how to respond in a crisis and guidance to help build personal
preparedness will improve societal resilience. It should be recognised
that socio-economic disparities threaten to undermine civilian resilience
capability. Moreover, misinformation poses a direct risk to civil cohesion
and resilience. This risk has been exacerbated by the growing influence of
social media platforms. Misinformation should be identified, pre-empted
and countered as early as possible. (Paragraph 186)

The Government should commit to a biennial publication of a brochure on risk
preparedness. This brochure should educate the public on general resilience principles,
outline how mdividuals could improve their preparedness, provide guidance on what
to do in an emergency, and signpost further information on resilience. This should be
modelled on the Swedish brochure “If crisis or war comes’ and supplement the NRR.
(Paragraph 187)

The Government should consider the organisation and provision of a residential,
ntensive course on national security, resilience and defence for rising leaders in the
public and private sectors. The Government should lay a written statement on with
the findings of its consideration in both Houses within 6 months of publication of this
report.(Paragraph 188)

In particular, Exercise Cygnus recommended the production of a “Pandemic
Concept of Operations” to assist with operationalising the response to a
pandemic by clarifying the role of organisations and the rules of engagement.
Based on the evidence we have received about the decision making in
Government at the outset of the pandemic, it appears that this was not
properly implemented prior to the COVID-19 pandemic. During the early
stages of COVID-19 there was significant confusion in decision-making
which hampered the UK’s response.(Paragraph 191)
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A Pandemic Concept of Operations should be produced, as well as Concepts of
Operations for other major risks, to ensure that the confusion surrounding governance
does not arise in future crises.(Paragraph 192)

The 2018 Biological Security Strategy was a welcome development but the
Government’s failure to implement it fully has rendered it ineffectual. The
emergence of COVID-19 has demonstrated the importance of strengthening
the UK’s biological security. (Paragraph 194)

The Biological Security Strategy needs to be renewed, refreshed and implemented,
whilst also incorporating the lessons learned from COVID-19. At present, the non-
implementation of the Strategy represents a significant gap in UK preparedness and
should be rectified as a priority. The updated strategy should be published alongside
an implementation plan so that its progress can be tracked. Time 1n both Houses
should be devoted to a debate on the refreshed strategy. (Paragraph 195)

Chapter 5: Risk Assessment

The current National Security Risk Assessment timescales and impact
assessments are not suitable to address either high impact-low likelihood or
chronic risk events. The two-year timeframe currently in place leads to an
underappreciation of the risks associated with low-likelihood or chronic risks
and will result in outdated assessments for risk areas with a high velocity
of change. There is also a high degree of uncertainty associated with the
reasonable worst-case scenario (RWCS) and likelihood calculations. The
likelihood of many risks cannot be accurately quantified. The likelihood-
impact matrix of the NSRA may be misleading and lead to a false sense of
confidence. (Paragraph 222)

The NSRA must be produced with mitigation and response in mind. The
methodology of the NSRA and the L.ead Government Department principle
favour the assessment of discrete risks. This is an ineffective strategy given
the interconnected nature of many risks. Risks are currently grouped by
thematic areas, but risks within a given thematic area may require very
different responses. Risk planning should focus on the outcome rather
than the specific risk, and the NSRA should facilitate this. The national
planning assumptions are one means to understand the capabilities required
to respond to a range of possible scenarios. (Paragraph 223)

The current format of the NSRA and NRR is too rigid. We believe that the
current PDF format of the NSRA and NRR is difficult to navigate and may
deter readers due to its cumbersome size. The NSRA is too long to be a useful
document, and it increases in size with each successive iteration. Its purpose
as a planning document is hampered by its attempts to be exhaustive. A
shorter, more dynamic, web-based platform would facilitate access, make
the underlying data more visible, and allow for the improved representation
of interconnectedness. (Paragraph 224)

We propose that instead of a simple risk assessment, the UK should produce a
‘National Security Risk and Resilience Assessment’. This should place more
emphasis on preparedness and resilience. The NSRA as a list of risks is of limited
use and should be linked to emergency plans, simulations, capability development
and proposed mitigations. This should be achieved through the following changes:
(Paragraph 225)
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. The NSRA must focus more on the outcomes of emergencies. The document
should be oriented around common consequences to allow for preparedness
efforts which are not overly focused on discrete risks. This should be
supplemented by a smaller list of very high-consequence risks or risks for which
specialised planning is required.

. Risks should be grouped using Ortwin Renn’s categories (box 9) to ensure
risks which require similar responses are considered together. We accept that
the labelling of these categories may need to change to avoid any confusion.

. Risks should be assessed on an impact-vulnerability matrix, as well as an
impact-likelihood matrix.

° Where a risk may manifest in a number of ways, the NSRA should present
several scenarios, not just the Reasonable Worst Case Scenario.

. The NSRA should include a number of cascading risk scenarios, whose
development has been informed by interdependent infrastructure modelling.

. The NSRA should move to a five-year timeline, with risks refreshed and
reassessed annually. Risks which are identified as having a high velocity
of change should be assessed more regularly. Chronic risks, chronologically
unpredictable risks, low-likelihood risks and the most significant risks should
also be accompanied by a long-term assessment of 15 years.

. The Government should act under a presumption of publication, and should
publish the content of the Official-Sensitive National Security Risk Assessment
except where there 1s a direct national security risk.

. The data required for emergency response should be identified at the point that
a risk s assessed, and all efforts should be made to ensure that data can be
accessed from the outset of a crisis.

° The NSRA and NRR should be presented in a more dynamic, data driven
web-portal which allows users to visualise the risk summary, access the
underlying data and easily navigate to related risks.

The inclusion of industry and businesses in the production of the NSRA is
necessary to ensure that information on business and industry capabilities
is correct and up to date. This would also allow the Government to inform
business and industry of the likely impact on their sectors of the realisation of
any risks in the NSRA. Trade associations and professional bodies represent
a good level at which to conduct these meetings. Conversely, the Government
should draw on the expertise within business and industry to ensure the
creation of the NSRA and NRR is driven by best practice. The Government
should elicit information on risk assessment methodologies and modelling
capabilities, particularly from the insurance sector, critical infrastructure
and safety-critical industries. (Paragraph 230)

The Government should establish a forum, made up of representatives of trade
associations and professional bodies, which should meet in advance of and following
the production of the NSRA or twice a year, whichever is more frequent. After
five years, the Forum could then meet once a year. This body should be convened
by the Office for Preparedness and Resilience and used to ascertain information
about business sector capabilities, inform business and industry of risks which
may require a response on their part, and allow the Government to seek out best
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practice. Attention should be paid to ensuring representation from the full breadth
of UK business and industry, with a particular focus on the logistics sector. The
Government should deliver annual presentations on realistic risk assessment and
risk planning to business and industry bodies. (Paragraph 231)

The Government should recognise that voluntary organisations often operate
to professional standards of delivery and have unparalleled depth of practical
and local knowledge. (Paragraph 235)

At a national level, the Government should involve major voluntary organisations
n the production of the NSRA. This is to ensure that the knowledge they possess on
risks and levels of community resilience, as well as information on their operational
capabilities, can be included. The Government needs to recognise that the voluntary
sector possesses many skills that will be crucial to building societal resilience. This
should be facilitated through the single point of contact we recommended in Chapter
4. (Paragraph 236)

We believe that voluntary and community organisations represent an
appropriate level at which to undertake engagement, particularly as it would
allow the Government to target support towards vulnerable or at-risk groups.
We also consider that Parliament offers a means of indirect engagement
between the public and Government. (Paragraph 243)

The Government must recognise that informing the public about the risks
they face is both morally justified and benefits societal resilience. Knowledge
on how the public understands risk and the population’s level of resilience
is crucial to the development of rigorous risk assessment and planning.
Voluntary and community groups can provide key insights on these issues.
There needs to be a new culture within Government which recognises that
not shielding the population, and instead providing information on risks, will
lead to a more cohesive risk response. Better publicity of the NRR is essential
to ensure that the public are aware of the risks that they may face and to
outline the expectations on them in any risk scenario. This will require a re-
consideration of the format of the NRR. (Paragraph 247)

The NRR should, in line with the NSRA, be presented via a dynamic, data driven
web-portal which is easily navigated, evolves in response to identified threats and
which provides practical, targeted advice to individuals. Its profile must be increased
through an active and continuing media campaign, including via social media.
This campaign should heighten whenever substantive changes are made to the risk
register. It should focus on informing society of the content of the NRR and how they
could use the NRR to bolster their personal preparedness. (Paragraph 248)

When conducting the national risk assessment process, the Government should
engage with voluntary and community groups to ascertain information on risks and
population level resilience. (Paragraph 249)

Chapter 6: Risk Planning

Preparedness and planning for risks in the National Security Risk
Assessment (NSRA) should cover all possible impacts of a risk and must aim
for mitigation or prevention where possible. Within the national security,
defence and critical national infrastructure communities there is a strong
emphasis on prevention, which should be replicated in all areas. There is
currently an excess of siloed planning and a failure by departments to plan for
risks for which they are not the LGD. This creates significant vulnerabilities.
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The CCS currently do not have sufficient power to compel departments to
work together or to compel preparation on specific risk areas. More cross-
departmental workingisneeded, and departments must plan for all risks which
may affect them, not simply those for which they are nominally responsible.
There is, overall, an absence of auditing of departmental risk planning at all
levels. In particular, the Committee recognises that Parliament has been too
passive in its responsibility to scrutinise risk plans and should assist the audit
of Government preparedness. (Paragraph 265)

Central government risk plannming should be benchmarked against the National
Security Risk Assessment (NSRA), with standards of preparation and required
capabilities set by the Office for Preparedness and Resilience (see paragraph 79).
The CCS should convene cross-departmental working groups to address the most
significant cross-cutting risks and to ensure that risk scenarios that cross departmental
boundaries have risk plans that cover the full spectrum of possible impacts. These
risks should be considered discretely by the Threats, Hazards, Resilience and
Contingencies subcommittee of the National Security Council to ensure that there is
manisterial discussion of these risks. (Paragraph 266)

A yearly debate on the National Security Risk Assessment (NSRA) should be held
by both Houses of Parliament. 1o ensure more in-depth scrutiny, the Office for
Preparedness and Resilience should audit departmental preparedness and conduct
deep dives into departmental risk management. These audits should be based on
the standards of preparation and required capabilities as set out by the Office for
Preparedness and Resilience, with annual reports signed off by ministers and laid
before Parliament for debate. They should investigate where there has been a failure
to invest in preparedness, and conduct assessments of the cost of such failures. A new
FJoint Select Commuttee should be created to scrutinise and democratise the UK’s
risk planming approach and the work of the CCS. The Commuttee propose that this
should be called the Joint Resilience and Contingencies Select Committee and should
have access to all relevant information, including the NSRA. The National Audit
Office has the power to investigate the Government’s risk preparedness through the
lens of public spending. The NAO should continue its valuable work scrutinising
risk management in Government. (Paragraph 267)

The Government should change the name of the Civil Contingencies Secretariat in
acknowledgement that the secretariat no longer manages civil emergencies alone. A
name should be chosen which reflects its broad portfolio of threats and hazards. The
Commuittee recommend the use of the ‘Resilience and Contingencies Secretariat’.
(Paragraph 268)

Exercising and wargaming should be at the heart of UK preparedness as
they are crucial to ensure plans are tested and those responsible for executing
them are well-trained. Exercises must be regular, short and involve the most
senior figures responsible for the plans, including ministers. To challenge
group-think, exercises should include red-teaming where appropriate. They
should test a wide range of scenarios, including compound or cascade risks,
and should be followed up on with lessons learned, which in turn should feed
into a loop which informs both risk assessment and planning. (Paragraph
276)

Risk plans must specify how frequently they are to be subjected to exercising or
wargaming. The Government must ensure that these testing obligations are met.
Exercises should abide by the principles laid out in paragraph 265. These exercises
must include involvement by the most senior figures, senior officials and ministers.
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These exercises must be followed up with a thorough ‘lessons learned’ process, with
these lessons learned published so they can be scrutinised. Scrutiny of lessons learned
should be followed up on after one, two and five years. (Paragraph 277)

The NSRA, as a list of risks, is insufficient for risk planning at a local level.
LRF representatives called for greater sight of national plans and mitigations
to allow them to identify where they could best add value. LRFs must have
access to the information required to build planning assumptions, including
the required capabilities to mitigate risks. (Paragraph 283)

The Government must share all civil contingencies documentation with LRFs,
except in cases where there is a national security reason to withhold information.
In these cases where national security threat analyses are withheld, at a minimum,
nformation must be given to LRFs to allow them to prepare for the consequences
of the materialisation of national security threats. The national preparedness
benchmark, developed by the Office for Preparedness and Resilience, should be
shared with LRFs along with guidance on translating the specified capabilities and
standards of preparation to the local level. (Paragraph 284)

As is the case with risk assessment (see paragraphs 229 and 230), businesses
and industry should play a more active role in the national planning process.
Information on their levels of preparedness and ability to respond in a crisis
is critical for the development of robust plans. Likewise, the Government
should be clear about what the expectations may be on them in the event
of a crisis. This two-way communication is in place at a local level, but at
a national level it is limited. The forum we recommend in paragraph 230
would play a key role in facilitating this. (Paragraph 290)

Much of the guidance published on GOV.UK to help inform businesses
planning for major disruptive events is out of date. This guidance is one
means by which the Government can outline the expectations on industry and
businesses. The Government should renew and streamline this information,
and clarify what is a legal requirement and what is government guidance.
(Paragraph 292)

The Government should commait to updating all resilience related guidance on GOV.
UK to ensure it is accurate, clear and up to date. (Paragraph 293)

The off-site reservoir plan for Toddbrook Reservoir was invaluable during the
emergency response to the 2019 incident. Off-site reservoir plans, such as had been
voluntarily created for Toddbrook Reservoir prior to the 2019 incident, should be a
statutory requirement for reservoirs. (Paragraph 294)
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APPENDIX 3: CALL FOR EVIDENCE

Call for evidence

The House of Lords Select Committee on Risk Assessment and Risk Planning
was appointed on 15 October 2020 to: “consider risk assessment and risk planning
in the context of disruptive national hazards”. It has to report by the end of
November 2021.

A central question for this Committee is how to ensure that the UK is as resilient
to extreme risks and emergencies as possible. In this paper, ‘hazard’ refers to a
civil emergency without malicious intent, and ‘threat’ refers to those that arise
from malicious intent. ‘Risk’ is used to describe the probability and consequence
of classes of hazard or threat classes.

Questions

1. What are the most significant extreme risks that the UK faces? Are these
kinds of risks discrete, linked or systemic? What do you understand the term
‘extreme risk’ to mean?

2.  Are there types of risks to which the UK is particularly vulnerable or for
which it is poorly prepared? What are the reasons for this?

3.  How could the Government’s approach to risk assessment be strengthened
to ensure that it is rigorous, wide-ranging and consistent? Your answer could
refer to any aspect of the risk assessment process including, for example, its
governance, the evidence base, or the degree to which it is open to scrutiny
and the input of experts.

4. Given the range of possible national risks, and the need to achieve a
balance between efficiency and resilience, what level of assurance should
the Government be seeking on the UK’s resilience to hazards? What would
effective national risk management achieve, and how could its success be
measured???¢

5. How can the Government ensure that it identifies and considers as wide
a range of risks as possible? What risks does the inclusion criteria for the
National Security Risk Assessment exclude and what effect does this have
on long-term resilience?

6. How effectively do current ways of characterising risks (for example, the use
of a five-point scoring system of a ‘reasonable worst case scenario’) support
evidence-based policy decisions? What other information would be useful?

7. How effectively do Departments mitigate risks? Does the Risk Assessment
process and the Civil Contingencies Secretariat adequately support
Government departments to address risks within their remits? Is further
oversight or accountability required, and if so, what form should that take?

8. How well are national contingency plans communicated to and understood
by those at a local level, including emergency responders? What could be
changed to increase the capability of local responders to effectively plan for
and respond to emergencies?

536 “Risk management”, while more usually a financial term, is used here to express the identification,
forecasting, and evaluation of risks together with the identification of procedures to avoid or minimise
impacts.
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What is the role of the individual in relation to national crises? Are there
potential benefits in increasing public involvement and transparency in
emergency planning? What limitations are there to this? What lessons have
been learnt or should have been learnt about the approach taken to risk
assessment and risk planning in this country from the COVID-19 pandemic?

What challenges are there in developing resilience capability? Your answer
could refer to critical infrastructure, but also to systems and networks beyond
those elements. What is the role of exercising to test risk preparedness, and
are these methods utilised effectively in risk assessment and risk planning in
this country?

What can be learnt from local or corporate risk management processes,
or those of other countries? Are there any specific examples of practices,
processes or considerations which could improve the UK’s national risk
resilience? How could businesses and civil society more effectively support
national resilience preparation?

What individual or economic behaviours would strengthen national resilience
against hazards, and what mechanisms are open to the Government or
society to incentivise these behaviours? How should we prioritise any changes
required in approach, process or policy needed to improve risk mitigation
and strengthen the UK’s resilience to extreme risks and emergencies?
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APPENDIX 4: SUMMARY OF RESERVED AND DEVOLVED

RESPONSIBILITIES

Table 1: Summary of reserved and devolved responsibilities relevant to
risk and resilience

International Relations and

Defence Yes
National Security Yes
Nationality and Immigration Yes
Nuclear Energy Yes
Media and Telecoms Yes
Health and Social Care No Yes Yes Yes
fowing Communidesand o v [ves | e
Business No Yes Yes Yes
Justice and Policing Partial Yes No Yes
Energy Partial No No Yes

Source: Foint Commaittee on the National Security Strategy, The UK’s national security machinery (First report,

Session 2021-22, HC 231, HL Paper 68)



https://publications.parliament.uk/pa/jt5802/jtselect/jtnatsec/231/23102.htm
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BEIS
CCC
CCS
CMEs
CNI
COBR
COMAH
FCO
GCSA
IPCC
IR

LGD
LRFs
MACA

MERS-
CoV

NRR
NSRA
RWCS
SAGE
THW
UKHSA
UKRF
UKRN
UNDRR
VAAC
VCSEP
VEI
WHO

Department for Business, Energy and Industrial Strategy
Climate Change Committee

Civil Contingencies Secretariat

coronal mass ejections

Critical national infrastructure

Cabinet Office Briefing Room

Control of Major Hazard

Foreign and Commonwealth Office

Government Chief Scientific Adviser

Intergovernmental Panel on Climate Change

Integrated Review of Security, Defence, Development and
Foreign Policy

Lead Government Department
Local Resilience Forums
Muilitary Aid to the Civil Authorities

Middle East respiratory syndrome

National Risk Register

National Security Risk Assessment

Reasonable Worst-Case Scenario

The Scientific Advisory Group for Emergencies
Technisches Hilfswerk

UK Health Security Agency

UK Resilience Forum

UK Regulators Network

United Nations Office for Disaster Risk Reduction
London Volcanic Ash Advisory Centre

Voluntary and Community Sector Emergencies Partnership
Volcanic Explosivity Index

World Health Organisation
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