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Dear Dame Meg,

| wrote to you on 24 March about the incident on 12 March which resulted in some customers being briefly able
to see transactions carried out by others, following an overnight update to our mobile banking app.

As | said in that letter, the issue was identified and resolved promptly but we remain extremely sorry that it
occurred. We recognise the importance of maintaining our customers’ trust. Since the incident, we have
continued to prioritise communication with our customers, as well as progressing our detailed analysis and
engagement with our regulators.

In your letter of 17 March, you asked that we provide a further update within one month of our initial response.
You also asked that within this update we provide our assessment of whether customers had been victims of
financial crime, aided by the information that was visible. | am writing to you as requested with that assessment,
and some updates in relation to some of the information in my 24 March letter.

Our fraud assessment

In my previous letter, | set out our initial assessment that the transaction information that was visible during the
incident would not be sufficient on its own for someone to carry out fraud against an individual’s bank account.
Our assessment was that it is also very unlikely the information potentially viewed could be used to carry out
fraudulent activity more widely.

We have now carried out further detailed analysis to validate this initial assessment. We have compared the
volume of attempted and actual fraud against the population of 446,915 customers who logged in and were
potentially affected by the incident in the six weeks before 12 March and the four weeks after. Our analysis has
shown there has been no increase in average daily volumes of fraud against the 446,915 customers affected by
the incident. In addition, there has been no statistically significant difference in the types of fraud, including
impersonation scams and card fraud, within that population. We have also reviewed the cases of fraud that
occurred after the incident on 12 March to establish whether there was any discernible link in those cases to the
nature of the data potentially viewed. In that analysis we have not seen any such link to the incident.

As the Committee will know, fraud is the UK’s most commonly reported crime. Where it occurs, we support
customers and help them make a claim for reimbursement. We have sophisticated fraud detection capabilities
and monitoring in place at all times. If customers are concerned about any transactions, they can contact our
helpline 24/7 or message us via the app.

Wider updates to 24 March letter
Number of customers who may have experienced the incident
You asked in Q4 in your original letter about the numbers of customers affected by the incident. As | set out in

my 24 March reply, customers’ account balances were not affected, and customers were not able to perform
unauthorised actions or move money on anyone else’s account. Passwords and log in details were not visible.
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That reply also explained that, of our 21.5m mobile banking customers, 1.67m logged into our app while the
incident was ongoing; however, not all of these customers experienced the issue. Our assessment is that a
maximum of 446,915 customers who logged into our mobile banking app and viewed their transaction list
between 3.28am and 8.08am may have been presented with other peoples’ transactions or have had some of
their transactions presented on another customer’s transaction list. As my previous letter explained, this occurred
only where customers logged into the app within small fractions of a second of each other. Of these customers,
up to 107,937 clicked through to view the detail behind one or more current account transactions.

Both of these figures are slightly lower than the numbers we reported to the Committee on 24 March, when we
explained that 447,936 customers logged in and may have been affected, and 114,182 customers clicked through
to the transaction details. The numbers have reduced because we subsequently identified a small number of
duplicate customers, and further analysis has shown that not as many customers clicked to see more detail.

Finally, as | noted in my previous reply, in some instances the transaction information visible may have related to
payments made to individuals who are not Lloyds Banking Group customers, or to our customers who were not
logged in at the time of the incident. We have also assessed that there has been no increase in average daily
volumes of fraud against Lloyds Banking Group customers whose transactions could have been viewed by those
customers logged in, comparing the period before and after the incident on 12 March. In addition, our current
assessment of complaints received has not highlighted any that relate to customers of other banks.

Communicating with our customers

Your Q3 asked about how we would communicate with potentially affected customers. As the Committee is
aware, we alerted our customers to the situation that morning via social media, and from 24 March we issued a
targeted alert to the 446,915 Lloyds Banking Group customers who were logged in during the incident and may
have viewed other peoples’ transactions or had their transactions incorrectly seen by others, with a small number
of exceptions. This alert was displayed when they next logged into their app and was presented to them before
they proceeded through to view their accounts. Our digital communications are compatible with screen readers
and other vulnerable customer needs, and we also ensured all colleagues (branch, telephone and mobile
messaging) were fully briefed to support any customer who may have required additional support.

Of the 446,915 people who logged in at the time of the incident and were potentially affected, a number held
one or more joint accounts with 80,508 other individuals who did not log in to the app during the incident. These
80,508 individuals would not have seen other customers’ transaction information, but they may have had details
of their transactions viewed because they were a joint account holder alongside a customer who had logged in.

As an additional step, we also issued an alert on the app home screen to these 80,508 joint account holders, with
a small number of exceptions based on particular customer circumstances. In notifying these customers, our focus
has been on providing reassurance and support. Our detailed fraud analysis included consideration of the joint
accounts held by the customers referred to above.

Copies of data

As | set out in response to the Committee’s Q5 on copies of data, as part of the communication issued in the app
from 24 March, we made clear that if customers recorded or shared any information relating to another individual
— for example by taking screenshots — it should be deleted. We have also provided our frontline teams with
guidance to explain this to and reassure customers. In addition to contacting customers who logged in, we have
reviewed social media posts and comments related to the app incident across our Lloyds, Halifax and Bank of
Scotland social media customer channels and have found no identifiable screenshots of transaction information.
We have also carried out social media scanning at intervals across major social media platforms including X,
Facebook, Instagram and TikTok to establish whether any social media users have shared screenshots on their
own publicly available feeds or pages. That analysis does not indicate there are screenshots of transaction
information publicly available.

Payments to customers

As | set out in answer to Q6 in your letter, we have not identified any customer who has experienced financial loss
as a result of this incident. Accordingly, we have not made compensation payments on this basis.

Separately, it is our existing practice that we may make goodwill payments for distress and inconvenience in
individual cases, for example where there has been a direct impact on an individual. | can update the Committee
that we have paid around a further £62,000 in goodwill payments to around 1,625 customers between 24 March
and 21 April.
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| hope this update is helpful to the Committee. We will provide a further update by 24 September, as requested.
If the Committee has any further questions in the meantime, we would of course be happy to respond.

Yours sincerely,
hY
frr~f

Jasjyot Singh OBE

CEO, Consumer Relationships
For and on behalf of

Lloyds Banking Group



