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Summary
The Government’s draft of its proposed Remedial Order concerns the selection of 
confidential journalistic material collected under a bulk interception warrant for 
examination and retention. The relevant provisions of the Regulation of Investigatory 
Powers Act 2000 were found by the Grand Chamber of the ECtHR to be incompatible 
with Article 10 (freedom of speech) of the ECHR. The Government is seeking to use the 
delegated powers given to it by section 10 of the Human Rights Act 1998 to amend the 
relevant statute and remedy the incompatibility. Under the Human Rights Act 1998, the 
Government must lay before Parliament proposals for a draft Remedial Order before 
laying the draft, and this Committee is required under its Standing Orders to report on 
any such proposals.

The proposed draft Remedial Order would largely bring the UK’s bulk interception 
regime into line with the requirements of Article 10 ECHR concerning journalistic 
material and sources of journalistic material by requiring prior independent 
authorisation for examination of such material and independent authorisation for the 
retention of such material. However, the proposed draft Remedial Order as currently 
drafted would allow the Investigatory Powers Commissioner to permit the retention of 
journalistic material (with conditions) even where there is no overriding public interest 
in doing so. We would therefore not be able to recommend that Parliament approve the 
Remedial Order in its current form.

We recommend that the Remedial Order be amended before it is laid in draft to remove 
the ability for the Commissioner to authorise the retention of journalistic material 
where there is not an overriding public interest in its retention.
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1	 Introduction

The proposed draft Remedial Order

1.	 The proposed draft Investigatory Powers Act 2016 (Remedial) Order 2023 (the 
Remedial Order) seeks to remedy an incompatibility found by the European Court of 
Human Rights (ECtHR) with the European Convention on Human Rights (ECHR) 
regarding how the UK’s bulk interception regime approaches confidential journalistic 
material and sources of journalistic material.1 The European Court of Human Rights 
(ECtHR) found against the UK Government in Big Brother Watch and Others v UK 
(the Big Brother Watch case).2 In the judgment handed down by the Grand Chamber in 
May 2021, the ECtHR found various violations of Article 8 (right to respect for private 
and family life) and Article 10 (freedom of expression) of the European Convention on 
Human Rights (ECHR) arising from the lack of independent authorisation for selecting 
journalistic material for examination or retaining such material.

2.	 The Government laid the proposed draft Remedial Order before both Houses of 
Parliament on 20 March 2023. An error was made when the Home Office initially tried to 
lay its proposal for a draft Remedial Order on this matter on 20 December 2022. This led 
to the proposal being withdrawn on 9 January 2023 before being re-laid, correctly, on 20 
March 2023.

3.	 Freedom of the press is one of the essential foundations of a democratic society and is 
protected by Article 10.3 The protection of journalistic sources is one of the cornerstones of 
a free press.4 Interferences with journalistic material may have a chilling effect on sources 
assisting the press to inform the public about matters of public interest.5 The ECtHR 
has consistently found that interferences with the protection of journalistic sources can 
only be compatible with Article 10 if justified by an overriding requirement in the public 
interest and subject to legal procedural safeguards commensurate with the importance of 
the principles at stake.6

4.	 In the Big Brother Watch case, the ECtHR concluded that the UK’s bulk 
communication interception regime under the Regulation of Investigatory Powers Act 
2000 (RIPA) did not provide adequate legal safeguards to the interception of journalistic 
material. In particular, no prior independent authorisation was required for their 
collection. Similarly, no independent authorisation was required for the retention of such 
communications for reasons other than destruction. The Grand Chamber therefore found 
the UK to be in breach of Article 10. The ECtHR’s relevant findings are set out more fully 
in Chapter 2, below. By the time the Big Brother Watch case was heard by the Grand 
1	 “Journalistic material” is defined by section 264(2) Investigatory Powers Act 2016 as “material created or 

acquired for the purposes of journalism”. “Confidential journalistic material” is further defined in section 264(6) 
as journalistic material held in confidence or which the sender intends to be held in confidence by the intended 
recipient.

2	 Big Brother Watch and Others v United Kingdom (Application Nos. 58170/13, 62322/14, and 24960/15)
3	 See, e.g., Godwin v UK [GC] (application no. 17488/90) at [39]; Financial Times LTD v UK (application no. 821/03) 

at [59]; Roemen and Schmit v Luxembourg (application no. 51772/99) at [46]; Tillack v Belgium (application no. 
20477/05) at [53];

4	 See, e.g., Godwin v UK [GC] (application no. 17488/90) at [39]; Financial Times LTD v UK (application no. 821/03) 
at [59]; Roemen and Schmit v Luxembourg (application no. 51772/99) at [46]; Tillack v Belgium (application no. 
20477/05) at [53]; Big Brother Watch v UK at [442]

5	 See, e.g., Big Brother Watch v UK at [442]
6	 Big Brother Watch v UK at [444]
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Chamber, RIPA had already largely been repealed and replaced by the Investigatory Powers 
Act 2016 (IPA). However, the IPA does not contain the protections for journalistic material 
identified by the Grand Chamber to ensure compatibility with Article 10. The legislative 
and litigation background to the Remedial Order is set out more fully in Chapter 2 below.

5.	 The UK’s bulk communications interception regime therefore remains incompatible 
with Article 10 ECHR as regards the protection of journalistic material.7 The Home 
Office’s proposed draft Remedial Order seeks to correct these incompatibilities. The Home 
Office’s proposals are set out in Chapter 4, below.

6.	 We welcome the Government’s action in proposing the draft Remedial Order 
to rectify the incompatibility of the UK’s bulk communications interception regime 
as regards confidential journalistic material and sources of journalistic material, as 
protected by Article 10 (freedom of expression) ECHR.

The power to propose a Remedial Order

7.	 Section 10 of the Human Rights Act 1998 (HRA) provides that, where it appears to 
a Minister that a provision of legislation is incompatible with the UK’s obligations under 
the ECHR in light of a finding of the ECtHR, a Minister may remove the incompatibility 
through a Remedial Order. Remedial Orders are powerful legislative instruments, as they 
can be used to amend primary legislation.8 However, this power is tempered by safeguards 
to ensure appropriate usage, including the fact that they can only be used where there 
are “compelling reasons” for doing so,9 and they must be proactively approved by each 
House.10 In addition, Schedule 2 sets out timetables which so that, when using the non-
urgent procedure, a proposal for a draft has to be laid before Parliament for 60 days, 
together with the additional required information, during which time representations 
can be made. If the Government does decide to proceed, it will then lay a draft Order, 
accompanied by a statement responding to representations and explaining what changes, 
if any, have been made to the draft in consequence.

Role of the Joint Committee on Human Rights

8.	 The Standing Orders of the Joint Committee on Human Rights (JCHR) requires the 
Committee to report to each House whether we recommend that a draft order in the same 
terms as the proposal should be laid before Parliament.11 We may also report on any matter 
arising from our consideration of the proposal.12 In addition, we are required to report 
on the technical compliance of a proposed draft Remedial Order with the procedural 
requirements of Schedule 2 of the HRA and determine whether the special attention of 
each House should be drawn to the order on any of the grounds specified in the Standing 
Orders relating to the Joint Committee on Statutory Instruments (JCSI).13

7	 For the purposes of this report, ‘journalistic material’ is used to cover both ‘confidential journalistic material’ 
and ‘sources of journalistic material’.

8	 Human Rights Act 1998, Schedule 2 para 1(2)
9	 Human Rights Act 1998, section 10
10	 Human Rights Act 1998, Schedule 2 para 2
11	 House of Commons, Standing Orders, Public Business 2021, HC 804, S.O. No. 152B; House of Lords, Standing 

Orders of the House of Lords, Public Business 2021, HL Paper 232, S.I. No. 73(1)(c)
12	 House of Commons, Standing Orders, Public Business 2021, HC 804, S.O. No. 152B
13	 House of Commons, Standing Orders, Public Business 2021, HC 804, S.O. No. 152B(2)(c)

https://www.legislation.gov.uk/ukpga/1998/42/schedule/2
https://www.legislation.gov.uk/ukpga/1998/42/section/10
https://www.legislation.gov.uk/ukpga/1998/42/schedule/2
https://publications.parliament.uk/pa/cm5802/cmstords/so_804_2021/so-804_02122021v2.pdf
https://www.parliament.uk/globalassets/documents/publications-records/house-of-lords-publications/rules-guides-for-business/standing-order-public-business/standing-orders-public-tracked-changes.pdf
https://www.parliament.uk/globalassets/documents/publications-records/house-of-lords-publications/rules-guides-for-business/standing-order-public-business/standing-orders-public-tracked-changes.pdf
https://publications.parliament.uk/pa/cm5802/cmstords/so_804_2021/so-804_02122021v2.pdf
https://publications.parliament.uk/pa/cm5802/cmstords/so_804_2021/so-804_02122021v2.pdf
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9.	 We issued a call for evidence on the Government’s proposed draft Remedial Order 
on 23 March 2023.14 We received no responses. We are grateful to the Home Office for 
the helpful approach of its staff while we scrutinised the proposed draft of the Remedial 
Order.

Matters for consideration

10.	 When considering a proposal for a draft Remedial Order, the Committee generally 
considers:

•	 Whether the conditions for making a Remedial Order under section 10 and 
Schedule 2 HRA have been met;

•	 Whether the Government has compelling reasons to remedy the incompatibility 
by way of Remedial Order;

•	 Whether the procedure adopted by the Government for making the Remedial 
Order (i.e. urgent or non-urgent) is appropriate in the circumstances;

•	 Whether the criteria of technical propriety applied by the Joint Committee on 
Statutory Instruments are satisfied;

•	 Whether the Government has produced the required information to our 
Committee and effectively responded to other requests for information from the 
Committee;

•	 Whether the proposed draft Order would remedy the incompatibility with 
Convention rights identified by the court.

14	 Joint Committee on Human Rights, Call for evidence: Proposal for a Draft Investigatory Powers Act 2016 
(Remedial) Order 2023

https://committees.parliament.uk/call-for-evidence/3094
https://committees.parliament.uk/call-for-evidence/3094
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2	 Investigatory powers and the need for 
a Remedial Order

Bulk interception

11.	 Untargeted interception, also known as bulk interception, intercepts communications 
on the basis of the bearer of the communication, rather than targeting the sender or 
recipients of a communication in particular. Such bulk interception classically involves 
the interception of communications travelling along a particular route or cable, or carried 
by a particular telecommunications operator.15 We understand that various filters are 
applied to the intercepted communications and data to determine which are the most 
likely to have potential intelligence value.16 Authorised human analysts can then apply 
search terms or ‘selectors’ to select communications for actual examination.17

Legislative background: Regulation of Investigatory Powers Act 2000

12.	 The legislation governing warrants for bulk interceptions of communications for the 
purposes of the Big Brother Watch case was the Regulation of Investigatory Powers Act 
2000 (RIPA).

13.	 Section 1 RIPA made interception of any communication in the course of transmission 
unlawful unless it was done in accordance with a warrant. Section 5 gave the Secretary of 
State the power to issue a warrant authorising interception where necessary in the interests 
of national security, to prevent or detect serious crime, or to safeguard the economic 
well-being of the UK. The Secretary of State could only authorise a warrant if doing so 
was proportionate to what the warrant sought to achieve. Section 8 set out two types of 
warrants and their relevant requirements: targeted intercept warrants (section 8(1)) and 
untargeted intercept warrants (section 8(4)).

14.	 Warrants for the bulk interception of communications would be issued under 
section 8(4) RIPA. Such warrants were for the interception of “external communications” 
for one of the reasons given in section 5. An ‘external communication’ was defined as a 
communication sent or received outside the British Islands.18 The required content of an 
application for a bulk warrant was set out in RIPA and the statutory guidance entitled 
Interception of Communications: Code of Practice (IC Code).19 When issuing a warrant 
under section 8(4), the Secretary of State had to set out a description of the intercepted 
material they considered it necessary to examine and that they considered the examination 
of the material to be necessary for one of the reasons given in section 5.20

15.	 RIPA itself did not include any specific safeguards for journalistic material. However, 
the IC Code did set out some limited additional safeguards. In the case of selection 
of communications for examination, for example, the IC Code variously required 
15	 Home Office, Interception of Communications: Code of Practice (December 2022), para 6.8
16	 Ibid, para 6.6
17	 Ibid, para 6.6; Big Brother Watch case at [382]
18	 Regulation of Investigatory Powers Act 2000, section 20
19	 Regulation of Investigatory Powers Act 2000, section 8. The Interception of Communications Code of 

Practice in force at the relevant time on the facts of the case was issued in 2016: Home Office, Interception of 
Communications: Code of Practice (January 2016), paras 6.8 - 6.18

20	 Regulation of Investigatory Powers Act 2000, section 8(4)(b)

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1123773/revised_Interception_of_Communications_Code_of_Practice_Dec_2022.pdf
https://www.legislation.gov.uk/ukpga/2000/23/contents
https://www.legislation.gov.uk/ukpga/2000/23/contents
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/496064/53659_CoP_Communications_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/496064/53659_CoP_Communications_Accessible.pdf
https://www.legislation.gov.uk/ukpga/2000/23/contents
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“consideration” to be given to interceptions which may have intercepted confidential 
journalistic information.21 In the case of retention of confidential material, for example, 
the IC Code stated that such material should only be retained where it was necessary and 
proportionate to do so,22 and required the IC Commissioner to be notified of the retention 
of such material “as soon as reasonably practicable”.23 Anyone exercising or performing 
any power covered by the IC Code was required to have regard to its provisions.24

Litigation history

16.	 Various aspects of the UK’s bulk interception regime were challenged before the Grand 
Chamber of the ECtHR in the Big Brother Watch case. In particular, the compatibility of 
the bulk interception warrant regime under section 8(4) of RIPA was challenged on the 
grounds of Articles 8 (right to private and family life) and 10 (freedom of expression) of 
the ECHR. The Grand Chamber of the ECtHR handed down its judgment in May 2021.

Incompatibility of the bulk interception regime with Article 8

17.	 The Grand Chamber concluded that the bulk interception regime under section 
8(4) breached Article 8 ECHR. Although the ECtHR acknowledged the UK regime had 
built-in safeguards, including some “robust ones”, the regime as a whole did not contain 
sufficient “end-to-end” safeguards to provide adequate and effective guarantees against 
arbitrariness and the risk of abuse.25 This was in particular due to:

•	 the absence of independent authorisation of bulk interception. The Secretary 
of State alone had the power to issue a warrant, without reference to any body 
independent of the executive;26

•	 the failure to require the categories of selectors to be included in an application 
for a warrant.27 As a consequence, there was no possibility for their necessity 
and proportionality to be assessed at the authorisation stage.28

•	 the failure to subject selectors linked to an individual to prior internal 
authorisation.29

21	 Home Office, Interception of Communications: Code of Practice (January 2016), paras 4.1, 4.2 and 4.26
22	 Home Office, Interception of Communications: Code of Practice (January 2016), para 4.29
23	 Home Office, Interception of Communications: Code of Practice (January 2016), para 4.31
24	 Regulation of Investigatory Powers Act 2000, section 72
25	 Big Brother Watch v UK case at [425]
26	 Big Brother Watch v UK case at [377]
27	 Big Brother Watch v UK case at [383] and [391]
28	 Big Brother Watch v UK case at [381]
29	 Big Brother Watch v UK case at [383] and [391]

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/496064/53659_CoP_Communications_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/496064/53659_CoP_Communications_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/496064/53659_CoP_Communications_Accessible.pdf
https://www.legislation.gov.uk/ukpga/2000/23/contents
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18.	 As a result, the ECtHR found that the bulk interception warrant regime under 
section 8(4) did not meet the ‘quality of law’ requirement,30 and was incapable of keeping 
interferences with Article 8 rights to what was “necessary in a democratic society.31, 32

Incompatibility of the bulk interception regime with Article 10

19.	 The Grand Chamber built on the above conclusions when considering whether 
the regime’s approach to journalistic material breached Article 10. The two particular 
weaknesses set out, below, added to the weaknesses identified by the ECtHR in its finding 
that there had been a breach of Article 8, resulted in the Grand Chamber concluding that 
the section 8(4) bulk interception regime also breached Article 10 as regards journalistic 
material.

Use of selectors

20.	 The Grand Chamber concluded that prior authorisation from an independent body 
was required for selectors in certain circumstances regarding journalistic material. It 
stated that:

[B]efore the intelligence services use selectors or search terms known to be 
connected to a journalist, or which would make the selection of confidential 
journalistic material for examination highly probable, the selectors or 
search terms must have been authorised by a judge or other independent 
and impartial decision-making body invested with the power to determine 
whether they were “justified by an overriding requirement in the public 
interest” and, in particular, whether a less intrusive measure might have 
sufficed to serve the overriding public interest.33

21.	 The Grand Chamber found that the regime under section 8(4) failed to fulfil this 
requirement as, where the intention was to access confidential journalistic material, or that 
was highly probable in view of the use of selectors connected to a journalist, all that RIPA 
required was that the reasons for doing so and the perceived necessity and proportionality 
of doing so were documented clearly.34

30	 The text of Article 8 ECHR permits interference with Article 8 rights only where such interferences are ‘in 
accordance with the law’. The interference must therefore have some basis in domestic law. The ‘quality of 
law’ requirement is an extension of this, requiring that domestic law must be compatible with the rule of law, 
meaning it must be accessible and foreseeable in its application. See Big Brother Watch case at [332]. In the 
surveillance context, the test is closely linked to the question of necessity and requires domestic law to ensure 
that secret surveillance measures are applied only when necessary in a democratic society, in particular by 
providing adequate and effective safeguards against abuse. See Big Brother Watch case at [334].

31	 Big Brother Watch v UK case at [426]
32	 The text of Article 8 ECHR permits interference with Article 8 rights only where such interference is ‘necessary 

in a democratic society’ for one of the listed legitimate aims. A measure will only be necessary in a democratic 
society where it is proportionate to the legitimate aim pursued in light of a pressing social need. See Dudgeon v 
United Kingdom (application no. 7525/76) at [51]-[53].

33	 Big Brother Watch v UK case at [448]
34	 Big Brother Watch v UK case at [456]
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Retention of journalistic material

22.	 The Grand Chamber concluded that authorisation from an independent body was 
also required for the retention of confidential journalistic material. It stated that:

If and when it becomes apparent that the communication or related 
communications data contain confidential journalistic material, their 
continue storage and examination by an analyst should only be possible if 
authorised by a judge or other independent and impartial decision-making 
body invested with the power to determine whether continued storage 
and examination is “justified by an overriding requirement in the public 
interest.”35

23.	 The Court concluded that the bulk interception regime under section 8(4) failed 
to fulfil this requirement because all that the IC Code required was that ‘particular 
consideration’ be given to any interception which might have involved interception of 
confidential journalistic material, including consideration of any possible mitigation 
steps.36

Replacement for RIPA: Investigatory Powers Act 2016

24.	 By the time the Big Brother Watch case was heard by the Grand Chamber, the relevant 
provisions of RIPA had already largely been repealed and replaced by the Investigatory 
Powers Act 2016 (IPA). IPA is now the principal source of law concerning powers to 
intercept communications in bulk.37

25.	 Section 3 IPA makes it an offence to intentionally intercept a communication in the 
UK in the course of its transmission without lawful authority. Part 6 IPA sets out the 
lawful authority for issuing ‘bulk warrants’. IPA makes provision for three kinds of bulk 
warrants: bulk interception warrants, bulk acquisition warrants, and bulk equipment 
interference warrants.

Bulk interception warrants—in general

26.	 Chapter 1 of Part 6 IPA sets out the requirements for bulk interception warrants of 
the type which are relevant to the facts of the Big Brother Watch case.

27.	 Under IPA, the Secretary of State may issue a bulk interception warrant where they 
consider it necessary in the interests of national security, preventing or detecting serious 
crime, or in the interests of the economic well-being of the UK so far as those interests are 
also relevant to interests of national security.38 A bulk interception warrant’s main purpose 
must be to intercept “overseas-related” communications, namely communications sent 
by, or received by, individuals outside the British Islands.39 The warrant can authorise the 
interception of such overseas-related communications, obtaining secondary data of such 

35	 Big Brother Watch v UK case at [450]
36	 Big Brother Watch v UK case at [457]
37	 N.B., IPA has separate provisions relating to the targeted interception of communications. See Investigatory 

Powers Act 2016, Part 2
38	 Investigatory Powers Act 2016, section 138
39	 Investigatory Powers Act 2016, section 136(1) - (3) and section 138(1)

https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
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communications,40 and selection for examination of the intercepted content or secondary 
data.41 Amongst the information which must be included in an application for a warrant, 
the request must specify the operational purposes for which any intercepted content 
or secondary data obtained under the warrant may be selected for examination.42 The 
selection of intercepted content or secondary data for examination may only be carried 
out for the operational purposes specified in the warrant.43

28.	 As part of the ‘double-lock’ authorisation procedure, a bulk interception warrant 
must be approved by a Judicial Commissioner before it can be issued by the Secretary 
of State.44 Section 140 IPA sets out the requirements for a Judicial Commissioner 
reviewing the Secretary of State’s conclusions. These include reviewing the necessity 
and proportionality of the warrant as well as the necessity of the operational purposes 
specified in the warrant.45 The Judicial Commissioner must apply the same principles as a 
court would on an application for judicial review.46

Bulk interception warrants—additional requirements for journalistic 
information

29.	 Chapter 1 of Part 6 IPA also contains a sub-heading for additional safeguards and 
restrictions on the use of bulk interception warrants in specific scenarios. Section 154 
IPA (additional safeguard for confidential journalistic material) sets out additional 
requirements in relation to bulk interception warrants in relation to journalistic material. 
Section 154 IPA requires only that, where an intercepted communication containing 
confidential journalistic material is retained after examination for purposes other than 
destruction, the Investigatory Powers Commissioner must be informed “as soon as is 
reasonably practicable”.47

30.	 IPA makes no provision for prior independent authorisation for selectors which 
would or would be highly likely to make journalist material available for examination. 
IPA also does not require independent authorisation for the retention of confidential 
journalistic material. In light of this, although the Grand Chamber’s judgment in the Big 
Brother Watch case concerned the incompatibility of RIPA, IPA is also incompatible with 
the ECtHR’s judgment.

40	 “Secondary data” is data associated with or attached to the communication. It includes: systems data - 
data which enables, facilitates, identifies or describes anything connected with enabling or facilitating the 
functioning of a postal service, a telecommunications system, a telecommunications service, a relevant system or 
any service provided by means of a relevant system; and identifying data - data which may be used to identify or 
assist in identifying any person, apparatus, system, service, event or location. See sections 137 and 263.

41	 Investigatory Powers Act 2016, section 136(4)
42	 Investigatory Powers Act 2016, section 142(3)
43	 Investigatory Powers Act 2016, section 152
44	 Investigatory Powers Act 2016, section 138(1)(g)
45	 Investigatory Powers Act 2016, section 140(1)
46	 Investigatory Powers Act 2016, section 140(2)
47	 “Journalistic material” is defined by section 264(2) IPA as “material created or acquired for the purposes of 

journalism”. “Confidential journalistic material” is further defined in section 264(6) as journalistic material held 
in confidence or which the sender intends to be held in confidence by the intended recipient.

https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
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3	 Procedural requirements

Compelling reasons and use of the remedial power

31.	 A remedial order can only be made when the Minister considers that there are 
“compelling reasons” for proceeding using this mechanism.48

32.	 The Government’s justification for proceeding by way of remedial order are set out in 
the proposal paper laid before both Houses by the Home Office:

Ministers have considered the best way to do this [amend the incompatibility] 
taking into account likely timescales, the impact of any long delay and the 
nature of the breach identified by the ECtHR.

The decision to use a Remedial Order strikes an appropriate balance between 
the need to remedy the incompatibilities without further delay and the need 
to allow parliamentary scrutiny of the measures proposed.

A Remedial Order is the most appropriate legislative vehicle for implementing 
this judgment to make the necessary change to the IPA because it allows the 
changes to be made to primary legislation by way of a statutory instrument. 
Otherwise, primary legislation would have been required which would take 
significantly longer.49

33.	 In principle, any legislation being incompatible with Convention rights is a serious 
matter and should therefore be remedied swiftly. We accept the general point that there are 
pressures on the Government’s legislative timetable and therefore the risk that correcting 
the incompatibility via an appropriate Bill could result in delay.

34.	 We are content that the Home Office has compelling reasons for proceeding by 
way of remedial order.

Use of the non-urgent procedure

35.	 A remedial order can either be made by way of the urgent or non-urgent procedure. 
The Government has set out its reasons for using the non-urgent procedure in its proposal 
paper.50 The Government states that they have balanced the importance of the right 
affected by the incompatibility with the potential impact on individuals of allowing the 
opportunity for scrutiny by Parliament and other interested parties.

36.	 We are satisfied that the use of the non-urgent procedure is appropriate. We accept 
that the non-urgent procedure ensures there is an opportunity for representations to 
be made on the Government’s proposals.

48	 Human Rights Act 1998, section 10(2)
49	 Home Office, Incompatibility under the Human Rights Act 1998: A proposal for a Remedial Order to amend the 

journalistic safeguard at section 154 of the Investigatory Powers Act 2016 (March 2023), p 7
50	 Home Office, Incompatibility under the Human Rights Act 1998: A proposal for a Remedial Order to amend the 

journalistic safeguard at section 154 of the Investigatory Powers Act 2016 (March 2023), p 9

https://www.legislation.gov.uk/ukpga/1998/42/section/10
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1143349/E02868118_Incompatibility_Human_Rights_Act_1998_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1143349/E02868118_Incompatibility_Human_Rights_Act_1998_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1143349/E02868118_Incompatibility_Human_Rights_Act_1998_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1143349/E02868118_Incompatibility_Human_Rights_Act_1998_Accessible.pdf
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Joint Committee on Statutory Instruments

Grounds upon which the JSCI can draw an instrument to the attention of 
each House

37.	 The JCSI can draw a statutory instrument to the special attention of each House on 
the following relevant grounds:51

•	 the SI imposes a charge on the public revenues or contains provisions requiring 
payments to be made to a public authority;

•	 there appears to have been unjustifiable delay in the publication or laying of the 
SI before Parliament;

•	 there appears to be doubt whether the SI is intra vires or it appears to make some 
unusual or unexpected use of powers conferred by the statute under which it is 
made;

•	 that for any special reason the SI’s form or purport calls for elucidation;

•	 the SI’s drafting appears to be defective; or

•	 any other grounds which do not impinge on the SI’s merits or the policy behind 
it.

Consideration of the JCSI grounds

38.	 We are required to report on whether the proposal for the draft Remedial Order 
meets the criteria of the Joint Committee on Statutory Instruments. We are satisfied 
that it does so.

51	 House of Commons, Standing Orders, Public Business 2021, HC 804, S.O. No. 151

https://publications.parliament.uk/pa/cm5802/cmstords/so_804_2021/so-804_02122021v2.pdf
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4	 Remedying the incompatibility

The Government’s draft proposed Remedial Order

Legislative amendments

39.	 The Investigatory Powers Act 2016 (Remedial) Order 2023 would replace section 154 
IPA in its entirety. This is the only amendment to legislation which would be made in 
order to bring the IPA into compliance with Article 10 ECHR.

40.	 As regards the potential selection of confidential journalistic material or sources of 
journalistic material for examination under bulk interception warrants, the new section 
154 IPA:

a)	 Requires the Investigatory Powers Commissioner to give prior approval to the 
use of criteria for selecting communications or secondary data for examination 
in two circumstances: first, where the purpose or one of the purposes of using 
the criteria is to identify any confidential journalistic material or to identify or 
confirm a source of journalistic information; and second, where the use of the 
criteria is highly likely to identify confidential journalistic material or confirm a 
source of journalistic information. (See new section 154(1) and (2)).

b)	 Sets out the test to be applied by the Investigatory Powers Commissioner 
when deciding whether to give that prior approval for the use of the criteria. 
Two conditions must both be met for the Commissioner to give approval: first, 
the public interest in obtaining the information that would be examined as a 
result of using the criteria outweighs the public interest in the confidentiality 
of confidential journalistic material or sources of journalistic information; and 
second, there are no less intrusive means by which the information may be 
obtained. (See new section 154(3)).

41.	 As regards the retention of journalistic material, the new section 154 IPA:

a)	 Requires the Investigatory Powers Commissioner to be notified “as soon as 
reasonably practicable” of the retention for purposes other than destruction of 
material containing confidential journalistic material or material that would 
identify or confirm a source of journalistic material. (See new section 154(4) and 
(5)).

b)	 When informed of the retention of such material, the default position is that 
the Commissioner must either direct the material to be destroyed, or impose 
conditions on the use or retention of the material. (See new section 154(6)). 
The exception is where the Commissioner concludes that the public interest 
in retaining the material outweighs the public interest in the confidentiality of 
confidential journalistic material or sources of journalistic information. (See new 
section 154(8)). If this public interest test is met, the material can be retained or 
retained subject to whatever conditions the Commissioner may impose as they 
consider necessary to protect the public interest. (See new section 154(7)).
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c)	 Requires the Investigatory Powers Commissioner to have regard to any 
representations made by the Secretary of State or the relevant security agency 
about whether the Commissioner should direct the relevant material to be 
destroyed or impose conditions on its use or retention. The Commissioner is 
also empowered to require the Secretary of State or relevant security agency to 
make such representations. (See new section 154(9) read with section 153(14)).

Analysis

Independent and impartial decision-making body

42.	 The Remedial Order would bestow the functions of giving prior authorisation for 
selectors and authorisation for retention upon the Investigatory Powers Commissioner.52 
The Investigatory Powers Commissioner’s Office is an arm’s-length body of the Home Office 
with its own budget and staff.53 The Commissioner must hold or have held high judicial 
office,54 and cannot be removed from office during their tenure except by a resolution 
of each House of Parliament or by the Prime Minister in limited circumstances such as 
bankruptcy.55 We are satisfied that the Commissioner is sufficiently independent and 
impartial to exercise the authorisation function.

Prior authorisation for selection

43.	 The effect of the Remedial Order, as set out at paragraph 40, above, fulfils the 
requirements set out by the Grand Chamber.56

44.	 We are satisfied that the proposed draft Remedial Order would bring the bulk 
interception regime under the IPA in line with the requirements of Article 10 of the 
ECHR regarding prior authorisation, as set out by the Grand Chamber in the Big 
Brother Watch case.

Authorisation for retention

45.	 The Grand Chamber was clear in its judgment that any “interference with the 
protection of journalistic sources cannot be compatible with Article 10 of the Convention 
unless it is justified by an overriding requirement in the public interest.”57 The judgment 
went on to state that:

[I]f and when it becomes apparent that the communication or related 
communications data contain confidential journalistic matter, their 
continued storage and examination by an analyst should only be possible if 
authorised by a judge or other independent and impartial decision-making 

52	 See, mutatis mutandis the Interception of Communications Commissioner, as discussed in judgment of both the 
First Section and the Grand Chamber in the Big Brother Watch case. The Investigatory Powers Commissioner 
replaced the Interception of Communications Commissioner. See, also, R (National Council for Civil Liberties) v 
Secretary of State for the Home Department [2022] EWHC 1630 (Admin)

53	 Investigatory Powers Commission’s Office and Office for Communications Data Authorisations, Annual Report 
of the Investigatory Powers Commission (March 2023)

54	 Investigatory Powers Act 2016, section 227 (2)
55	 Investigatory Powers Act 2016, section 228(4) and (5)
56	 See, in particular, Big Brother Watch case at [448]
57	 At [444]

https://ipco-wpmedia-prod-s3.s3.eu-west-2.amazonaws.com/Annual-Report-2021.pdf
https://ipco-wpmedia-prod-s3.s3.eu-west-2.amazonaws.com/Annual-Report-2021.pdf
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
https://www.legislation.gov.uk/ukpga/2016/25/contents/enacted
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body invested with the power to determine whether continued storage 
and examination is “justified by an overriding requirement in the public 
interest”.58

46.	 The draft of the proposed Remedial Order does not currently meet this requirement. 
As currently drafted, in circumstances where the public interest test in (8) is not met, the 
Investigatory Powers Commissioner is empowered by (6) either to direct that the relevant 
material is destroyed or impose one or more conditions as to the use or retention of the relevant 
material. No guidance is given on what these conditions might be. This contravenes the 
Grand Chamber judgment, which concluded that an independent decision-making body 
should only be able to authorise retention—whether or not with conditions—where it is 
justified by an overriding requirement in the public interest.

47.	 We are not satisfied that the proposal for the draft Remedial Order would bring 
the retention regime under the IPA in line with the requirements of Article 10, as 
set out by the Grand Chamber in the Big Brother Watch case. We recommend that 
the proposed draft be amended to reflect that the Investigatory Powers Commissioner 
must order the relevant material to be destroyed unless the public interest test is met. 
The Commissioner must not be empowered to authorise the retention of the relevant 
material—even with conditions—where the public interest test has not been met.

Conclusion

48.	 Subject to our recommendation regarding authorisation for retention, we are 
satisfied that the draft of the proposed Remedial Order would adequately address 
the incompatibilities with Article 10 (freedom of speech) identified by the Grand 
Chamber in the Big Brother Watch case concerning the examination and retention of 
journalistic material. We recommend that the Government proceeds to lay a draft order 
before both Houses once the Remedial Order has been modified in accordance with our 
recommendation concerning retention.

58	 At [450]
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5	 Other matters arising

Material selected for examination and retained since the Grand 
Chamber ruling

49.	 The Grand Chamber handed down its judgment in the Big Brother Watch case in 
May 2021. Any Remedial Order will not be made until later in 2023 at the earliest. As 
a result, the safeguards required under Article 10 for the examination and retention of 
journalistic material will have been absent for over two years.

50.	 It is not possible, in our view, to retrospectively remedy the use of selectors during the 
intervening years which may have caused journalistic material to be examined without 
prior authorisation. However, it is possible that some journalistic material has been 
retained following such examination without being subject to a public interest threshold.

51.	 We are unclear whether the Home Office or the Investigatory Powers Commissioner 
intends to review journalistic material retained by the security agencies before the 
Remedial Order is made, but we are of the view that such a review would be appropriate 
in order to minimise the adverse human rights consequences which may have arisen since 
the Grand Chamber’s judgment in May 2021.

52.	 We recommend that the Home Office and the security agencies engage with the 
Investigatory Powers Commissioner so they can review any journalistic material which 
has been retained and remains retained before this Remedial Order is made to ensure 
that it meets the public interest test.

Future Remedial Orders

53.	 The Home Office did not supply as much detail as we would have liked concerning 
the decision-making process it used to reach its conclusions on the use of the non-urgent 
procedure and the existence of compelling reasons for proceeding by way of remedial 
order. The reasons given tended towards being generic and lacked explicit linkage to the 
specific circumstances in which this proposal is being made. For example, the Home 
Office asserted that a Remedial Order “is the most appropriate legislative vehicle for 
implementing this judgment to make the necessary change to the IPA because it allows the 
changes to be made to primary legislation by way of a statutory instrument”.59 Similarly, 
the Home Office states that the “importance of the right affected by the incompatibility 
and the potential impact on individuals have been considered against the need to allow 
the opportunity for Parliamentary scrutiny and scrutiny by other interested groups” 
without being specific about what the Home Office has determined the potential impact 
on individuals to be.60

59	 Home Office, Incompatibility under the Human Rights Act 1998: A proposal for a Remedial Order to amend the 
journalistic safeguard at section 154 of the Investigatory Powers Act 2016 (March 2023), p 7

60	 Home Office, Incompatibility under the Human Rights Act 1998: A proposal for a Remedial Order to amend the 
journalistic safeguard at section 154 of the Investigatory Powers Act 2016 (March 2023), p 9

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1143349/E02868118_Incompatibility_Human_Rights_Act_1998_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1143349/E02868118_Incompatibility_Human_Rights_Act_1998_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1143349/E02868118_Incompatibility_Human_Rights_Act_1998_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1143349/E02868118_Incompatibility_Human_Rights_Act_1998_Accessible.pdf
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54.	 Departments must give us as much detail as they can when explaining their 
decisions regarding the use of delegated powers to make Remedial Orders under the 
Human Rights Act. They must provide specific information about how they came to the 
relevant conclusions about the compelling reasons for using the Remedial Order powers, 
and whether or not the urgent procedure should be used.
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Conclusions and recommendations

Introduction

1.	 We welcome the Government’s action in proposing the draft Remedial Order to 
rectify the incompatibility of the UK’s bulk communications interception regime 
as regards confidential journalistic material and sources of journalistic material, as 
protected by Article 10 (freedom of expression ECHR). (Paragraph 6)

Procedural requirements

2.	 We are content that the Home Office has compelling reasons for proceeding by way 
of remedial order. (Paragraph 34)

3.	 We are satisfied that the use of the non-urgent procedure is appropriate. We accept 
that the non-urgent procedure ensures there is an opportunity for representations 
to be made on the Government’s proposals. (Paragraph 36)

4.	 We are required to report on whether the proposal for the draft Remedial Order 
meets the criteria of the Joint Committee on Statutory Instruments. We are satisfied 
that it does so. (Paragraph 38)

Remedying the incompatibility

5.	 We are satisfied that the Commissioner is sufficiently independent and impartial to 
exercise the authorisation function. (Paragraph 42)

6.	 We are satisfied that the proposed draft Remedial Order would bring the bulk 
interception regime under the IPA in line with the requirements of Article 10 of the 
ECHR regarding prior authorisation, as set out by the Grand Chamber in the Big 
Brother Watch case. (Paragraph 44)

7.	 We are not satisfied that the proposal for the draft Remedial Order would bring the 
retention regime under the IPA in line with the requirements of Article 10, as set out 
by the Grand Chamber in the Big Brother Watch case. (Paragraph 47)

8.	 We recommend that the proposed draft be amended to reflect that the Investigatory 
Powers Commissioner must order the relevant material to be destroyed unless the 
public interest test is met. The Commissioner must not be empowered to authorise the 
retention of the relevant material—even with conditions—where the public interest 
test has not been met. (Paragraph 47)

9.	 Subject to our recommendation regarding authorisation for retention, we are 
satisfied that the draft of the proposed Remedial Order would adequately address 
the incompatibilities with Article 10 (freedom of speech) identified by the Grand 
Chamber in the Big Brother Watch case concerning the examination and retention 
of journalistic material. (Paragraph 48)
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10.	 We recommend that the Government proceeds to lay a draft order before both Houses 
once the Remedial Order has been modified in accordance with our recommendation 
concerning retention. (Paragraph 48)

Other matters arising

11.	 We recommend that the Home Office and the security agencies engage with the 
Investigatory Powers Commissioner so they can review any journalistic material 
which has been retained and remains retained before this Remedial Order is made to 
ensure that it meets the public interest test. (Paragraph 52)

12.	 Departments must give us as much detail as they can when explaining their decisions 
regarding the use of delegated powers to make Remedial Orders under the Human 
Rights Act. They must provide specific information about how they came to the relevant 
conclusions about the compelling reasons for using the Remedial Order powers, and 
whether or not the urgent procedure should be used. (Paragraph 54)
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Formal minutes
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Members present
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Lord Alton of Liverpool
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Draft Report (Proposal for a draft Investigatory Powers Act 2016 (Remedial) Order 2023), 
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Ordered, That the Chair’s draft Report be read a second time, paragraph by paragraph.

Paragraphs 1 to 54 read and agreed to.

Summary agreed to.

Resolved, That the Report be the Thirteenth Report of the Committee to both Houses.

Ordered, That the Chair make the Report to the House of Commons and that the Report 
be made to the House of Lords.

Ordered, That embargoed copies of the Report be made available, in accordance with the 
provisions of Standing Order No. 134.
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Adjourned until 14 June at 2.45pm
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