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SUMMARY

This report addresses the following agreement, laid before Parliament in
accordance with section 20 of the Constitutional Reform and Governance Act
2010 (CRAG), which we report for information:

e The Second Additional Protocol to the Council of Europe Convention
on Cybercrime on enhanced co-operation and disclosure of electronic
evidence (CP 734, 2022)

The Council of Europe Convention on Cybercrime is designed to tackle
cybercrime internationally. The Second Additional Protocol aims to improve the
Convention’s operational effectiveness by providing a legal basis for enhanced
co-operation, including the collection of electronic evidence, as part of criminal
investigations or proceedings concerning criminal offences related to computer
systems and data.

We seek assurances from the Government about the protection of UK citizens’
data that may be transferred under the Protocol, and ask the Government
to notify us when it achieves compliance with Article 10 of the Protocol and
ratification processes can be completed.




Scrutiny of international
agreements: Second Additional
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AGREEMENT REPORTED FOR INFORMATION

Second Additional Protocol to the Convention on Cybercrime on
Enhanced Co-operation and Disclosure of Electronic Evidence (CP?
734, 2022)!

The Second Additional Protocol to the Convention on Cybercrime on
Enhanced Co-operation and Disclosure of Electronic Evidence (the Protocol)
was laid before Parliament on 14 July, and the scrutiny period is due to end
on 26 October 2022.2 The Council of Europe Convention on Cybercrime
(the Budapest Convention) seeks to counter cybercrime internationally.’

The Protocol is an amending treaty, inserting new provisions into the
Budapest Convention. New provisions include:

. requests and disclosure of domain name registration information
. requests and disclosure of subscriber information

. expedited disclosure of stored computer data in an emergency

. mutual assistance in an emergency

. joint investigations and investigation teams

° safeguards and the protection of personal data

The Explanatory Memorandum (EM) published alongside the Agreement
explains that “the scope of this Protocol relates to specific criminal
investigations or proceedings concerning criminal offences related to
computer systems and data, and to the collection of evidence, in electronic

form, of a criminal offence”.*

Second Additional Protocol to the Convention on Cybercrime on Enhanced Co-operation and
Disclosure of Electronic Evidence, CP 734 (12 May 2022): https://www.gov.uk/government/
publications/second-additional-protocol-to-the-convention-on-cybercrime-on-enhanced-co-
operation-and-disclosure-of-electronic-evidence-ms-n092022 [accessed 24 October 2022]

UK Parliament, ‘Second Additional Protocol, done at Strasbourg on 12 May 2022, to the Convention
on Cybercrime on Enhanced Co-operation and Disclosure of Electronic Evidence’, (Jul 2022): https:/
treaties.parliament.uk/treaty/55XuxX Dw/CP-734/

Council of Europe, ‘Details of Treaty No.185 https://www.coe.int/en/web/conventions/full-
list’module=treaty-detail&treatynum=185 [accessed 24 October 2022]

HM Government, Explanatory Memorandum on the Second Additional Protocol to the Council of Europe
Convention on Cybercrime on enhanced co-operation and disclosure of electronic evidence (2022), p 2: https://

assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1090773/
EM_MS 9.2022 Second Additional Protocol Cybercrime.odt [accessed 24 October 2022]



https://www.gov.uk/government/publications/second-additional-protocol-to-the-convention-on-cybercrime-on-enhanced-co-operation-and-disclosure-of-electronic-evidence-ms-no92022
https://www.gov.uk/government/publications/second-additional-protocol-to-the-convention-on-cybercrime-on-enhanced-co-operation-and-disclosure-of-electronic-evidence-ms-no92022
https://www.gov.uk/government/publications/second-additional-protocol-to-the-convention-on-cybercrime-on-enhanced-co-operation-and-disclosure-of-electronic-evidence-ms-no92022
https://treaties.parliament.uk/treaty/55XuxXDw/CP-734/
https://treaties.parliament.uk/treaty/55XuxXDw/CP-734/
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=185
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=185
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1090773/EM_MS_9.2022_Second_Additional_Protocol_Cybercrime.odt
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1090773/EM_MS_9.2022_Second_Additional_Protocol_Cybercrime.odt
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1090773/EM_MS_9.2022_Second_Additional_Protocol_Cybercrime.odt
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Article 10 on emergency mutual assistance

The EM explains the UK already complies with the majority of Articles
within the Protocol. However, it notes the UK is not currently meeting one
operational requirement of Article 10, which deals with emergency mutual
assistance. The Government will delay ratification until the UK is fully
compliant with Article 10.

The EM notes:

“Article 10 requires that Parties support, on a rapidly expedited basis,
requests for emergency mutual assistance from another Party. An
emergency is defined as a threat to life or significant and imminent risk
to safety of a natural person and requires Parties to ensure members of
its central authorities are available on a 24/7 basis to facilitate responding
to such requests.”

While the UK is able to provide police-to-police assistance 24/7 in an
emergency, it does not have a system in place to respond to legal assistance
requests on a 24/7 basis.®

Although the Government will attempt to address this, the EM offers no
further details on how or when a solution is anticipated to be reached. In
addition, the EM does not include any detailed analysis of the financial
implications of implementing Article 10(5). The EM states that “the costs of
implementing Article 10(5) will be determined as a solution is identified.”’

We call on the Government to explain the steps it plans to take to
ensure compliance with Article 10 on emergency mutual assistance,
and by when it expects to have met the relevant requirements.

We call on the Government to notify us once compliance has been
achieved and ratification can be completed, providing an update on
the Protocol’s financial implications.

Article 7 on disclosure of subscriber information

The EM explains that while “the UK is compliant with this Article where
it refers to the ability of the UK to request data from overseas telecoms
operators”, the UK does not have “a clear legal framework to permit the UK
telecoms operators to respond to requests from overseas”.® As a result, the
UK Government is planning to enter a reservation on this Article. The EM
suggests the reservation may be lifted in future, subject to an evidence base
being developed “to suggest that it is worthwhile doing so”, but provides no
information on how this evidence base might be generated or reviewed.’

We call on the Government to explain what plans, ifany, it has to review
the reservation on Article 7; what would make lifting the reservation
“worthwhile”; and provide its assessment of the protections that
would apply to data transferred under this Article.

O 00 3O U

Ibid.
Ibid., p 5
Ibid., p 6
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Ibid., p 4
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Article 9 on expedited disclosure of stored computer data in an emergency

The EM is ambiguous about Article 9 on expedited disclosure of stored
computer data in an emergency, failing to state outright whether the UK is
compliant. Instead, it states that the provisions “could” be implemented.

We call on the Government to clarify whether the UK is compliant
with Article 9 and if not, why not.

Data protection

Article 14 provides data protection safeguards. Where the Parties exchanging
data are bound by an international agreement establishing a comprehensive
framework between them for the protection of personal data, data processing
will be subject to the terms of that agreement. Where no such comprehensive
agreement is in place, the Protocol includes rules to protect the data
transferred.

The EM, however, does not provide detailed comment on the protection
of data under the Protocol. For example, we would have expected the
Government to address the protections that would apply under Article 14
to data transferred from the UK to countries outside of the EU/EEA, and
offer its assessment of the protections within the Protocol.’° The EM also
provides no comment on how data transfers may interact with the UK’s
GDPR regime."

We note that some NGOs and Members of the European Parliament are
reported to have called for the opinion of the Court of Justice of the EU over
potential data and privacy concerns.'?

We call on the Government to provide us with its assessment of the
conditions and safeguards affecting the transfer of data under the
Protocol, and how compliance with the UK GDPR (and its successor
regime) will be ensured.

Entry nto force

The Protocol will enter into force on the first day of the month following
three full months after the date on which five Parties to the Convention have
ratified the Protocol.!?

Governance and amendments

Parties to the Protocol may propose amendments. Amendments will need to
be agreed by the Committee of Ministers (CoM) before they are adopted. If
an amendment is adopted by the CoM,, it is then forwarded to the Parties of

10
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Any state can accede to the Convention on invitation.

Council Of Europe, ‘Our Member States’ https://www.coe.int/en/web/about-us/our-member-states
[accessed 24 October 2022]

EURACTTIV, ‘Controversy surrounds new cybercrime protocol as plenary vote still hangs in the
balance’, (16 May 2022): https://www.euractiv.com/section/data-protection/news/controversy-
surrounds-new-cybercrime-protocol-as-plenary-vote-still-hangs-in-the-balance/ [accessed 24
October 2022]

HM Government, Explanatory Memorandum on the Second Additional Protocol to the Council of Europe
Convention on Cybercrime on enhanced co-operation and disclosure of electronic evidence (2022), p 3: https://

assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1090773/
EM_MS 9.2022 Second Additional Protocol Cybercrime.odt [accessed 24 October 2022]



https://www.coe.int/en/web/about-us/our-member-states
https://www.euractiv.com/section/data-protection/news/controversy-surrounds-new-cybercrime-protocol-as-plenary-vote-still-hangs-in-the-balance/
https://www.euractiv.com/section/data-protection/news/controversy-surrounds-new-cybercrime-protocol-as-plenary-vote-still-hangs-in-the-balance/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1090773/EM_MS_9.2022_Second_Additional_Protocol_Cybercrime.odt
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1090773/EM_MS_9.2022_Second_Additional_Protocol_Cybercrime.odt
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1090773/EM_MS_9.2022_Second_Additional_Protocol_Cybercrime.odt
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the Protocol for acceptance. Any such amendments would be subject to the
CRAG process. !4

Territorial scope and consultation

The Protocol applies to the metropolitan UK only, as the Budapest Convention
to which it relates has not been extended to the Crown Dependencies or
Overseas Territories.

The EM notes that the “the UK Government consulted the Devolved
Administrations on the drafting of this Treaty and shared the relevant draft
text in advance of signature”.!®

We report the Second Additional Protocol to the Convention on
Cybercrime on Enhanced Co-operation and Disclosure of Electronic
Evidence for information. We highlight, in particular, our comments
in paragraphs 8, 9, 11, 13, and 17.

14 Ibid.
15 Ibid.,p 6
16 Ibid.,p 7
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