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Government Response to the House of Lords Democracy and Digital Technologies

Committee Report on Digital Technology and the Resurrection of Trust

Introduction

The government welcomes this report and is grateful for the Committee’s comprehensive
inquiry into “Digital Technology and the Resurrection of Trust”. We recognise the
Committee’s concerns that whilst digital technology has many benefits for society, it has also
introduced risks that could undermine democracy.

We published the Online Harms White Paper in April 2019, which sets out the government’s
plans to introduce a new statutory duty of care on companies, which will be overseen and
enforced by an independent regulator. In the initial response to the consultation, published
in February 2020, we explained that the new framework will require companies to take robust
action to tackle illegal content on their services and to safeguard children. Companies will also
be held to account for the consistent, transparent and effective enforcement of their relevant
terms and conditions.

The government’s response to the report’s recommendations is below. As recommendation
5 is addressed to the The House of Lords Communications and Digital Select Committee and
recommendation 6 to Parliament it is not appropriate for the government to comment on or
respond to these recommendations.

Informed Citizens

Recommendation 1 - The relevant experts in the ASA, the Electoral Commission, Ofcom and
the UK Statistics Authority should co-operate through a regulatory committee on political
advertising. Political parties should work with these regulators to develop a code of practice
for political advertising, along with appropriate sanctions, that restricts fundamentally
inaccurate advertising during a parliamentary or mayoral election, or referendum. This
regulatory committee should adjudicate breaches of this code. (Paragraph 36)

Government response:

Democracy must work for the people and robust debate is fundamental, so reaching out to
all of our citizens, and empowering them to engage, only makes our democracy stronger. As
part of that, it is important that political parties and other campaigners are able to connect
with voters. Having an active online presence is crucial to facilitating engagement with new
audiences. However, we also recognise that there are legitimate concerns around the
exploitation of online platforms, which is being addressed through our work to counter



disinformation and online manipulation.

Transparency around who is promoting material online and how this is targeted is a key part
of facilitating scrutiny of political messages and equipping people with the right tools to
participate and make informed decisions. The government is committed to promoting
transparency around political advertising and is bringing in new rules that will require election
material promoted online by a party, candidate or campaigner to explicitly show who is
behind it.

However, policy or political arguments — both online and offline — which can be rebutted by
rival campaigners as part of the normal course of political debate are not regulated and the
government does not support such regulation. It is a matter for voters to decide whether they
consider materials to be ‘accurate’ or not. It would have a chilling effect on freedom of speech
to have political campaigning ‘pre-vetted’ or censored during an election or referendum
campaign. The whole process would no doubt be subject to vexatious and politically
motivated complaints; such contention is why political advertising has not been subject to
codes of advertising practice since 1999.

This matter is best ‘regulated’ by an independent free press, alongside the laws on
defamation and the long-standing electoral offence of false statements about a candidate.

Recommendation 2 - The Online Harms Bill should make clear that misinformation and
disinformation are within its scope. (Paragraph 40)

Recommendation 3 - Ofcom should produce a code of practice on misinformation. This code
should include a requirement that if a piece or pattern of content is identified as
misinformation by an accredited fact checker then it should be flagged as misinformation
on all platforms. The content should then no longer be recommended to new audiences.
Ofcom should work with platforms to experiment and determine how this should be
presented to users and whether audiences that had previously engaged with the content
should be shown the fact check. (Paragraph 54)

Recommendation 4 - Ofcom should work with online platforms to agree a common means
of accreditation (initially based on the International Fact Checking Network), a system of
funding that keeps fact checkers independent both from government and from platforms,
and the development of an open database of what content has been fact checked across
platforms and providers. (Paragraph 55)



Government response:

The government has grouped recommendations 2, 3 and 4, as these areas discuss similar
issues.

The Online Harms White Paper set out proposals for a new regulatory framework that will
hold technology companies accountable for their action to tackle illegal content, safeguard
children and uphold their own terms and conditions. It will be overseen and enforced by an
independent regulator. The regulatory framework will be focused on the systems and
processes that companies need to put in place to tackle harmful content. We do not expect
there to be a code of practice for every category of harmful content, as this would likely cause
confusion and duplication. The regulator will be required to produce codes of practice that
help companies understand how to fulfil their duty of care.

Alongside the proposed online harms regulatory framework, we committed to publishing a
new media literacy strategy, which will help users to spot risks and critically appraise
information online. The media literacy strategy will ensure a coordinated approach to online
media literacy education and awareness for young people and adults. It will aim to support
users to manage their privacy settings and their online footprint, thinking critically about the
things they come across online, including mis- and dis-information. The strategy will be
published later this year.

In the Online Harms White Paper, the government also committed to develop a Safety by
Design framework which will provide practical guidance on what ‘good’ looks like for service
design in relation to user safety. This framework will help companies embed user safety
during the design, development or updates of products and services. The objectives of the
framework will work in tandem with the media literacy strategy to support companies to
consider how they may tackle the spread of disinformation and misinformation through
design interventions.

Since publishing the Online Harms White Paper, we have continued to see new risks and
threats posed by disinformation and misinformation. In recent months, social media has been
a significant source of misinformation about COVID-19.! The government recognises the
threat presented by disinformation and misinformation online and we are taking action to
address this.

" Covid 19 News and Information: consumption and attitudes - interactive media:
https://www.ofcom.org.uk/ _data/assets/pdf file/0029/197732/covid-19-news-consumption-week-
fourteen-misinformation-summary.pdf
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Notwithstanding, as outlined in the response to Recommendation 1, we do not support new
regulation of the content of political advertising. This would not prevent action being taken
against foreign interference or online abuse.

Recommendation 7 - A new settlement is needed to protect the role of local and public
interest news. The government should work urgently to implement those
recommendations of the Cairncross review which it accepts, as well as providing support
for news organisations in dealing with the impact of COVID-19. (Paragraph 72)

Government response:

This government is clear that newspapers play an invaluable role in the fabric of our society.
They remain uniquely placed to undertake the investigative journalism and scrutiny of public
institutions, including local councils and our courts, which is vital to helping ensure a healthy
democracy both nationally and at a local level.

In January the government published its formal response to the independent Cairncross
Review, which outlines steps the government, regulators and industry will take to support the
future of the news publishing industry. The full response can be found here:
https://www.gov.uk/government/publications/the-cairncross-review-a-sustainable-future-

for-journalism/government-response-to-the-cairncross-review-a-sustainable-future-for-
journalism

The government has already started to take forward some of the interventions proposed in
the Cairncross Review. This includes working with Nesta to develop a £2million pilot
innovation fund and extending the existing business rates relief for local newspapers, which
was due to come to an end this year. We have also taken forward the recommendation to
zero-rate VAT on e-publications, and the Chancellor brought this measure forward to 1 May
2020 in order to bring savings to readers during the coronavirus outbreak, as well as to
support publishers.

The Review also recommended that the Competition and Market Authority (CMA) investigate
the workings of the online advertising market to ensure fair competition and that the
government introduce codes of conduct to rebalance the relationship between publishers
and the online platforms on which they increasingly rely on to distribute their content. The
CMA completed their market study into online platforms and digital advertising on 1 July and
the government is carefully considering the findings to help inform its approach to ensuring
digital markets are competitive, and that news publishers can develop sustainable business
models. We are continuing to work closely with the industry and with experts across the
landscape to build on the evidence and recommendations made both in the Cairncross
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Review and the CMA’s market study, to ensure that any further government interventions are
as impactful and effective as possible.

Covid-19 has rapidly accelerated many of the existing challenges facing the sustainability of
newspapers that Dame Frances Cairncross highlighted in her Review. It has been an absolute
priority to ensure we do all we can as a government to support news organisations dealing
with the impact of Covid-19. To ensure that publishers can continue to provide vital
information during this time, the government has:

e Clarified that journalists, and other ancillary staff are ‘key workers’ for the purposes
of access to childcare and educational places;

e |[ssued guidance to local authorities on the importance of newspaper delivery, which
has been critical to ensuring the dissemination of public interest news;

e Taken steps, through dialogue with the relevant technology companies, to ensure the
use of ‘keyword blocklisting” technology does not inadvertently damage online
advertising revenues for Covid-19 related stories by ad-blocking coronavirus-related
terms;

e Launched a specific press partnership as part of our Covid-19 communications
campaign to ensure the whole UK is aware of the latest government guidance and
advice. The press partnership leverages the powerful and familiar voices of over 600
national, regional and local titles across the UK. It is estimated these partnerships will
reach 34m people every day and 92% of adults in the UK each month, while providing
a vital boost to the media industry.

We know that there are structural issues to be addressed, beyond the immediate response
to Covid-19. The government is working to understand the medium-longer term impacts on
the sector and how best to provide support to ensure the industry can move to a more
sustainable footing after the crisis.

Recommendation 8 - The Competition and Markets Authority should conduct a full market
investigation into online platforms’ control over digital advertising. (Paragraph 73)

Government response:

The government welcomes the CMA’s market study on digital advertising and is carefully
considering its recommendations. The findings of the market study will inform government’s
next steps in setting out a coherent and pro-competitive approach to regulating the use of
digital technologies.

The CMA outlined in their final market study report their rationale for not launching a full
market investigation into digital advertising at this stage. The CMA is an independent
regulator and it is for them to decide whether an investigation is required.



Accountability

Recommendation 9: The government should introduce Online Harms legislation within a
year of this Report’s publication. (Paragraph 84)

Government response:

The government is firmly committed to making the UK the safest place to be online and the
best place to start and grow a digital business.

We will publish the full consultation response to the Online Harms White Paper consultation
later this year, which will be followed by legislation as soon as Parliamentary time allows.

Recommendation 10 - The Online Harms work should make clear that platforms’ duty of
care extends to actions which undermine democracy. This means that the duty of care
extends to preventing generic harm to our democracy as well as against specific harm to an
individual. (Paragraph 89)

Government response:

The government is undertaking an ambitious programme of wider work on how we govern
digital technologies to unlock the huge opportunities they present whilst minimising the risks.
Work on electoral integrity and related online transparency issues is being taken forward as
part of the Defending Democracy programme together with the Cabinet Office. Our approach
recognises the need to promote fair and efficient markets where the benefits of technology
are shared widely across communities; ensure the safety and security of those online; and
maintain a thriving democracy and society, where pluralism and freedom of expression are
protected.

The proposed online harms regulatory approach will be proportionate and risk-based. The
duty of care will be designed to ensure companies have appropriate systems and processes
in place to improve the safety of their users. Companies and the regulator will be required to
prioritise action to tackle illegal content and to protect children online. The government will
set out additional information about the duty of care in the full government response to the
Online Harms White Paper later this year.

Recommendation 11 - For harmful but legal content, Ofcom’s codes of practice should focus
on the principle that platforms should be liable for the content they rank, recommend or
target to users. (Paragraph 108)



Recommendation 12 - The government should include as a provision in the Online Harms
Bill that Ofcom will hold platforms accountable for content that they recommend to large
audiences. Platforms should be held responsible for content that they recommend once it
has reached a specific level of virality or is produced by users with large audiences.
(Paragraph 109)

Government response:

The new online harms regime will apply to user-generated content on companies’ platforms,
including user-generated content that they rank, recommend or target to users.

The duty of care will require that companies have appropriate systems and processes in place
to deal with harmful content and activity on their services to keep their users safe. The
regulator will issue codes of practice setting out procedural steps that companies can take to
fulfil the duty of care and to address the range of harmful user generated content that is in
scope.

The government agrees that the potential risks posed by content can be linked to how many
people it reaches. A key principle of the approach to online harms is that regulation must be
risk-based and proportionate. Companies will need to take action that is proportionate to the
severity and scale of the harm in question and the resources and technology available to
them.

We will publish the Full Government Response to the Online Harms White Paper Consultation
later this year, and further detail on our policy proposals will be laid out in the response.

Recommendation 13 - The government should empower Ofcom to sanction platforms that
fail to comply with their duty of care in the Online Harms Bill. These sanctions should
include fines of up to four per cent of global turnover and powers to enforce ISP blocking of
serially non-compliant platforms. the regulator will be able to take enforcement action
against companies that do not fulfil these duties. (Paragraph 110)

Government response:

The regulator will be able to take enforcement action against companies that do not fulfil
their duty of care. Enforcement action will include notices, warning, and substantial fines. We
have consulted on what additional powers the regulator should have at its disposal, including
ISP blocking.



Recommendation 14 - The government should establish an independent ombudsman for
content moderation decisions to whom the public can appeal should they feel they have
been let down by a platform’s decisions. This ombudsman’s decisions should be binding on
the platform and in turn create clear standards to be expected for future decisions for UK
users. These standards should be adjudicated by Ofcom, with platforms able to make
representations on how they are applied within their moderation processes. The
ombudsman should not prevent platforms removing content which they have due cause to
remove. (Paragraph 127)

Government response:

The Online Harms White Paper set out the government's plans for an independent regulator
for online harms. As set out in the Online Harms White Paper, companies will be expected to
have effective and accessible mechanisms for user redress. In the initial response to the
consultation, we confirmed that these mechanisms will need to enable users to report
harmful content and to challenge content takedown where necessary. These processes will
need to be transparent, in line with terms and conditions, and consistently applied.

The Online Harms White Paper also consulted on a proposed super-complaints framework.
We will be setting out further details in the forthcoming Full Government Response to the
Online Harms White Paper, which we will publish later this year.

Notwithstanding, as outlined in the response to Recommendation 1, we do not support new
regulation of the content of political advertising. Of course, this would not prevent action
being taken against online abuse.

Recommendation 15 - Parliament should set up a joint committee of both Houses to
oversee Ofcom’s Online Harms work and that of the proposed ombudsman. This committee
should be constituted so that there can be no Government majority amongst its Members.
The committee should ensure an adequate budget for this portion of Ofcom’s work. Ofcom
should be obliged to submit all codes of practice to the Committee for scrutiny. (Paragraph
134)

Government response:

Government set out in the Online Harms White Paper that it will be important to ensure that
Parliament is able to scrutinise the regulator’s work. We will set out further details of how
this parliamentary accountability will be achieved in the Full Government Response to the

Online Harms White Paper.

Whilst the establishment of Parliamentary committees is a matter for Parliament, we would



note that it is an important principle that Commons and joint committees have due regard to
the composition of the elected Chamber.

Recommendation 16 - The joint committee should set the budget for the content
moderation ombudsman. The committee should hold an appointment hearing with the
ombudsman’s proposed chief executive and hold the power of veto over their appointment.
(Paragraph 135)

Government response:

As above, we will set out details on both user redress and parliamentary accountability in our
Full Government Response.

The Government's broader stance on pre-appointment hearings is outlined in its response to
the Public Administration and Constitutional Affairs Committee report in November 2018 (HC
1773).

Recommendation 17 - The Government should introduce legislation to enact the ICO’s
proposal for a committee of regulators that would allow for joint investigations between
regulators in the model of the Regulatory Reform (Collaboration etc between Ombudsmen)
Order 2007. This committee should also act as a forum to encourage the sharing of best
practice between regulators and support horizon scanning activity. (Paragraph 147)

Government response:

The government is committed to developing a strategic, pro-innovation approach to
governing digital technologies. As part of this, the government is reviewing the institutional
landscape to ensure it is fully coherent, efficient and effective.

Given the cross-cutting nature of digital, strong coordination across regulators is vital to
delivering a coherent and joined up approach to digital regulation. We welcome steps that
have already been taken, such as the Digital Regulators Cooperation Forum, and are assessing
the need for further measures.

Recommendation 18 - The CDEIl should conduct a review of regulatory digital capacity across
the CMA, ICO, Electoral Commission, ASA and Ofcom to determine their levels of digital
expertise. This review should be completed with urgency, to inform the Online Harms Bill
before it becomes law. The CDEI should work with Ofcom to help determine its role in online
regulation. The review should consider:
a. What relative levels of digital expertise exist within regulators, and where skills
gaps are becoming evident;



b. How these regulators currently draw on external expertise, and what shared
system might be devised for seeking advice and support;

c. What changes in legislation governing regulators would be needed to allow for a
shared pool of digital expertise and staffing resource that could work between
and across regulators;

d. How this joint pool of staffing resource could be prioritised and funded between
regulators. (Paragraph 148)

Government response:

The government agrees that it is important that regulators are equipped with the right digital
skills, expertise and capabilities. The government is reviewing the institutional landscape to
ensure it is fully coherent, efficient and effective. As part of this work we will carefully
consider what expertise, tools and skills are needed to oversee and enforce the range of new
digital regulations that are planned or anticipated in the near future.

Transparency

Recommendation 19 - Ofcom should be given the power to compel companies to facilitate
research on topics that are in the public interest. The ICO should, in consultation with
Ofcom, prepare statutory guidance under Section 128 of the Data Protection Act 2018 on
data sharing between researchers and the technology platforms. Once this guidance is
completed, Ofcom should require platforms to:

a. Provide at least equivalent access for researchers to APIs as that provided to
commercial partners;

b. Establish direct partnerships with researchers to undertake user surveys and
experiments with user informed consent on matters of substantial public
interest;

c. Develop, for sensitive personal information, physical or virtual ‘clean rooms’
where researchers can analyse data. (Paragraph 187)

Government response:

As set out in the initial response to the consultation on the Online Harms White Paper, the
regulator will be tasked with encouraging companies to share anonymised information with
independent researchers, and ensure companies make relevant information available,
subject to appropriate safeguards.

Recommendation 20 - Ofcom should issue a code of practice on algorithmic recommending.

This should require platforms to conduct audits on all substantial changes to their
algorithmic recommending facilities for their effects on users with characteristics protected
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under the Equality Act 2010. Ofcom should work with platforms to establish audits on other
relevant and appropriate characteristics. Platforms should be required to share the results
of these audits with Ofcom and the Equalities and Human Rights Commission if requested.
(Paragraph 200)

Government response:

Under the duty of care, companies will be expected to take reasonable and proportionate
steps to protect users. The steps that companies need to take will vary according to the
organisation’s associated risk, size and the resources available to it. One such step is that,
where relevant, companies will need to understand the risks associated with the operation of
their algorithms and recommendation tools and put in place measures to mitigate these risks.
We will ensure that the regulator is equipped with the powers and expertise it needs to
determine whether companies are fulfilling the duty of care, including in relation to the
operation of their algorithms. Further details on these powers will be set out in the full
government response.

Recommendation 21 - Ofcom should be given the powers and be properly resourced in
order to undertake periodic audits of the algorithmic recommending systems used by
technology platforms, including accessing the training data used to train the systems and
comprehensive information from the platforms on what content is being recommended.
(Paragraph 201)

Government response:

As set out in the response to recommendation 20, companies will need to understand the
risks associated with the operation of their algorithms and recommendation tools and put in
place measures to mitigate these risks.

We will ensure that the regulator is equipped with the powers and expertise it needs to
determine whether companies are fulfilling the duty of care, including in relation to the
operation of their algorithms.

Recommendation 22 - There is a common thread between the need for transparency of
algorithmic processes and researchers’ access to platforms. Platforms must be entirely open
to the regulators to ensure proper oversight. Ofcom can only ensure that platforms are
meeting their duty of care if it has access to all data from these platforms and the ability to
use additional research expertise to better understand what that data means. The exact
details of what data Ofcom will need will change as technology develops therefore these
powers must be suitably broad. (Paragraph 202)
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Government response:

We recognise the importance of ensuring the regulator is equipped with the powers and
expertise it needs to oversee companies’ compliance with the duty of care and hold them to
account for the safety of their users.

As set out in the Online Harms White Paper, the government has committed to giving the
regulator the power to require annual transparency reports from companies in scope, which
will include information about the prevalence of harmful content on platforms, and what
measures are being taken to address these.

The regulator will also have additional powers to require information from companies to
inform its oversight or enforcement activity. We will ensure that the regulator’s powers, and
the framework as a whole, is sufficiently flexible to respond as technology develops in the
future

Further details on these powers will be set out in the full government response.

Recommendation 23 - Ofcom should have the power to request any data relevant to ensure
that platforms are acting in accordance with their duty of care. (Paragraph 203)

Government response:

As set out in the response to recommendation 22, we will ensure the regulator has the power
to request the information it needs to oversee companies’ compliance with the duty of care.

Recommendation 24 - Ofcom should issue a code of practice on content moderation. This
should require companies to clearly state what they do not allow on their platforms and
give useful examples of how this applies in practice. (Paragraph 216)

Recommendation 25 - The code of practice on content moderation should also include the
requirement that all technology platforms publish an anonymised database of archetypes
of content moderation decisions on impersonation, misinformation, hate speech and
abuse. Where decisions differ from existing published examples the platform should be
obliged to explain the decision to the individuals affected and to create a new anonymised
decision. Failure to ensure consistency between content moderation practices and
published examples should be seen as a failure in the duty of care and result in sanctions
against the platforms. (Paragraph 217)

Government response:
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Under the duty of care, companies will need to ensure that illegal content is removed
expeditiously and that the risk of it appearing is minimised by effective systems. Companies
will also be required to take robust action to protect children from harmful or inappropriate
content. As set out in the initial response to the Online Harms White Paper consultation, for
legal but harmful content companies will need to set out what content is acceptable on their
services in their terms and conditions. They will be required to enforce their terms and
conditions consistently, transparently and effectively. The regulator will oversee compliance
with these requirements and take enforcement action if necessary.

Inclusive debate across society

Recommendation 26 - Local authorities should be required to publish open, machine-
readable information on elections, including what elections are taking place, who the
candidates are and where polling stations are located. (Paragraph 232)

Government response:

Statutorily independent Returning Officers (ROs) are responsible for the delivery of elections
and the control and distribution of information relating to the election in their local authority
area. Under the current system, voters are made aware of the information necessary for them
to vote, such as the date of the election and the location of their polling station, through poll
cards. Poll cards are a tried and tested means of sharing this information and ensure
everybody eligible receives it, regardless of access to digital technology. This form of
communication also allows them to be given information that is specific to their
circumstances (for instance, if they have a postal vote) and the physical delivery of such
information acts as a check against the potential for fraud (it would identify anyone falsely
registered at an address) or out-of-date information. ROs additionally publish details of
elections, including the names of candidates, online.

The government is committed to improving how the public sector uses data to drive better
public services, and enhancing data quality, findability and sharing.

The government recognises the benefits of also making the information available more widely
online and the benefits that consistency in the formats of this data could bring. Any move to
require ROs and local authorities to publish data in a machine-readable format would need
to consider the additional demands on resources and cost of doing so in order to identify any
issues that are not immediately apparent. We will speak to ROs and their elections staff to
ascertain what changes would be required for the publication of election-related data in
machine-readable formats and will consider their responses.

13



Recommendation 27 - Any information about democratic processes published by
government at any level should be available in accessible language. (Paragraph 233)

Government response:

Legislation is already in place to ensure that public sector websites and apps meet accessibility
standards and the government is committed to ensuring that elections and democratic
processes are open and accessible to all.

The Register to Vote Service provided by the Cabinet Office and Government Digital Service
is subject to regular accessibility audits, which assess the service on a range of accessibility
criteria, including language. In the most recent assessment, the service achieved level AAA of
the Web Content Accessibility Guidelines (WCAG) version 2.1 with one exception. This one
exception, the colour contrast of certain buttons and text within the service, was certified at
WCAG 2.1 AA level and still meets the government service standard. The government keeps
under close review the accessibility of the styles and components in the GOV.UK design
system and we will consider making changes if we discover that some users find that parts of
the system are less accessible.

Recommendation 28 - Technology can play an important role in engaging people with
democratic processes. Parliament and government, at all levels, should not seek to use
technology simply to reduce costs, and must ensure that appropriate technology is used to
enhance and enrich democratic engagement. (Paragraph 242)

Recommendation 30 - Parliament, and national, devolved and local government must
acquire and develop greater digital capacity and skills to facilitate digital democratic
engagement. This should be a mix of inhouse development and the funding of specialist
external organisations as appropriate. (Paragraph 267)

Government response:

The government agrees that technology can —and should — play an important role in engaging
people with, and enhancing, the democratic process. Equally, we must ensure that elections
are secure to safeguard the integrity and privacy of the ballot.

A fundamental way of increasing engagement and participation in the democratic process is
through voter registration. That is why, in 2014, we introduced the ability for electors to make
an application to register to vote online. Applying online takes five minutes and applications
can be made on a range of different mobile devices. Since the introduction of the Register to
Vote website, 75% of applications have been made online and the service has maintained
satisfaction ratings consistently above 90%. Importantly, however, the government also
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recognises that not everyone will wish or be able to make an application to register to vote
online. Those who want to can apply using a paper form or by telephone (where the service
has been made available by a local Electoral Registration Officer, ERO) if that is easier for
them.

In 2018, the government extended the ability to electors in Northern Ireland to apply to
register to vote online. More recently, those who have been newly enfranchised as a result
of reforms introduced by the Scottish and Welsh governments are now able to use the online
service too. The 2019 general election was contested on the largest ever electoral register.

The introduction of online registration has supported groups that have traditionally
experienced barriers to making an application to register, such as people with a disability. The
government regularly reviews the accessibility of the Register to Vote service to ensure
compliance with international Web Content Accessibility Guidelines (WCAG). The last
accessibility audit on the live service was in 2018. The latest iteration of the Register to Vote
service, which launched in May, has certification at WCAG 2.1 AAA level (the highest level of
accessibility certification).

The Register to Vote website is underpinned by the government’s Individual Electoral
Registration Digital Service (IERDS). This facilitates the verification of the identity of every
applicant to register to vote (including those not made via the website). To have faith in our
democratic processes, electors need to be able to trust that only those who are entitled to
register to vote can do so.

Another, more recent, example of where the government has promoted the use of
technology is in relation to reform of the annual canvass of all residential addresses in Great
Britain. The main reform was the introduction of a national data match step at the start of
the canvass, enabling EROs to match the electors currently on the electoral register with
records held by the Department for Work and Pensions (DWP). The data match is done via
the government’s IERDS which provides a secure connection between EROs and the DWP.
This national data match, combined with a local data match, allows EROs to discern between
households that are likely to have experienced change and those that are not. The reforms
also allow EROs to make use of a variety of digital contact methods such as email, text
messages, online response services and telephone canvassing, in addition to paper
communications. The aim of the reformed canvass is to allow EROs to better target their finite
resources where they are most needed to enhance the accuracy and completeness of the
electoral registers.

The government is committed to continuous improvement of the IERDS, and this is reflected
in the recent project to re-platform the IERDS to public cloud, a project which brought
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together a range of expertise from technical leads in-house and external organisations with
specialist digital skills and services.

These examples show the importance which the government places on developing its digital
capacity in order to facilitate democratic engagement. In addition, the Government Digital
Service (GDS) continues to drive an ambitious programme of change to improve people’s
relationship with government through the provision of high-quality, data-driven digital
services and infrastructure. By accelerating the development of personalised, joined-up
services to better support personal and business needs on GOV.UK, GDS will make it easier
and more intuitive for citizens to interact with government.

The government continues to consider how our digital products can be made more responsive
to the needs of both electors and electoral administrators, including with a view to ensuring
the resilience of the polls in May 2021 where COVID-19 may still be a live issue.

Notwithstanding, one of Britain’s most valuable safeguards to protect electoral integrity in
the modern age is the use of pencil and paper to vote.

Recommendation 29 - The government should establish an independent democratic
information hub. This would be both a public-facing hub that provides information about
democracy, starting with basic information about democratic procedures, and a means of
sharing best practice in digital democracy between policymakers and civil society
organisations. (Paragraph 258)

Government response:

The government is focused on bringing forward an ambitious programme of work on electoral
integrity. Public awareness and access to information on issues relating to democracy and
democratic procedures are of course important to this programme of work. That is why
GOV.UK contains a range of information about eligibility to vote, registering to vote, how to
vote, a guide to different elections and more (for example, the resources published by the
Cabinet Office for the annual Democracy Week).2.

The government works closely with civil society organisations to help support informed
democratic engagement and to create an environment for our democracy to thrive. This
includes, for example, working with domestic violence groups on improvements to the
anonymous registration scheme, and with disability groups to ensure our elections are
accessible. Additionally, the government has published a suite of democratic engagement
resources on GOV.UK, including information for young people, students, homeless citizens

2 hitps://www.gov.uk/government/collections/democratic-engagement-resources
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and disabled people and we continue to work with partners to promote good practice across
the electoral sector.

We also believe there are other existing sources which serve as good examples of reliable
information hubs for voters ahead of and during elections, such as the Electoral Commission’s
website. There are also non-partisan research and fact-checking organisations which provide
impartial information on specific issues both during and outside of election periods.

Free and fair elections

Recommendation 31 - The government should bring forward a Bill based on the proposals
set out by the Law Commission that comprehensively modernises electoral law. This should
be completed in all its stages before the next General Election. (Paragraph 284)

Government response:

The Government has welcomed the Law Commissions’ recently-concluded Electoral Law
report. The Government will consider the issues discussed in the report, in conjunction with
its wider programme of electoral integrity reforms, and will respond fully in due course.

The government is already taking forward measures to modernise electoral law, such as the
introduction of a digital imprints regime. However, any process of consolidation will inevitably
be a long-term project, as with the implementation of most Law Commission consolidation
programmes. The Government’s immediate priority is the implementation of its 2019
manifesto commitments. Some of the Law Commission proposals involve substantive changes
to policy, rather than just legislative consolidation — any such substantive change would need
to be carefully considered, and the views of other interested parties taken into account.

The government would note that our programme of reforms addresses more than just
electoral law. We are also responding to the needs of the electoral sector by supporting the
operations, resilience and security of our elections.

Recommendation 32 - The government should legislate immediately to introduce imprints
on online political material. This could be done through secondary legislation. (Paragraph
294)

Government response:

The government will introduce a digital imprints regime. Voters value transparency and these
new digital imprints will inform voters about the source of online campaign material. This will
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strengthen voters’ trust in campaigning and the electoral process. To this end, in August 2020,
the government launched a technical consultation on our proposed digital imprints regime.

These proposals represent a significant step forward and will make UK politics even more
transparent. Our measures would lead to one of the most comprehensive digital imprints
regimes in the world.

The proposals call for digital imprints to apply to all types of campaign content, regardless of
the digital platform on which this content is shared or the country from which this content is
being promoted. The regime is also intended to apply all year round, as while election periods
do see increased online political activity, campaigning can happen at any time.

This is a complex piece of work, requiring thinking not just in principle, but in practice. It is
important to strike the right balance on a range of considerations. That is why we have taken
the time to engage thoroughly with relevant groups, including the Electoral Commission,
police, political parties, devolved administrations and digital platforms, and why further
consultation is necessary still.

While it is possible to introduce a digital imprints regime through secondary legislation, doing
so would present some limitations to the scope of the policy. This is why we will decide on
the appropriate legislative approach after consulting on the specifics of the policy.

The government is, of course, taking forwards a range of other measures, in addition to digital
imprints, to update our electoral regulation framework. However, the introduction of a digital
imprints regime will be one of our key reforms, through which voters will gain a better
understanding of political campaigning online which, in turn, will empower voters to make
more informed decisions and preserve and strengthen public confidence in our elections.

Recommendation 33 - The reform of electoral law should grant the Electoral Commission
the power to acquire information from external parties such as social networks about
campaigners’ activities outside of a formal investigation. (Paragraph 299)

Government response:

The government is committed to keeping electoral regulation updated and responsive to the
opportunities and challenges of digital campaigning. However, any potential expansion of the
Electoral Commission’s powers to operate outside of a formal investigation would require
careful consideration to determine whether such an expansion would be necessary,
proportionate and effective.
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During a formal investigation, the Electoral Commission has wide powers to acquire
information from campaigners or organisations. We would also note that, even outside of a
formal investigation, the Electoral Commission is already able to compel organisations and
individuals regulated under the Political Parties, Elections and Regulations Act 2000 to provide
certain information.

The Committee on Standards in Public Life has initiated a broader review into the role of the
Electoral Commission.

Recommendation 34 - The reform of electoral law should support the Electoral Commission
in creating statutory guidance on the level of detail campaigners set out in receipts
concerning digital spending and in their spending returns to the Commission, to provide the
public with a greater understanding of the breadth and nature of online campaigns.
(Paragraph 305)

Government response:

Electoral spending is subject to important transparency measures to ensure compliance and
provide the public with essential information. We recognise the growing interest in digital
campaigning and the need to ensure appropriate transparency.

Political parties, registered third parties and candidates are currently required to report
expenses that qualify as electoral expenditure and this includes digital campaigning. Although
there is no separate legal category for digital campaigning, the government will consider
whether digital campaigning could be reflected as a spending category in the legal definitions
of qualifying expenses (found in the Political Parties, Elections and Referendums Act 2000, for
parties and third parties, and the Representation of the People Act 1983, for candidates).

Parties and registered third parties are required to submit invoices for any payments over
£200 during a regulated period, which can then be viewed on the Electoral Commission
website. Candidates must submit invoices for payments over £20 as part of their return to the
local authority. To increase transparency further, the government will consider whether it is
practical to require a greater level of detail to be included in submitted invoices,, and what
are the appropriate thresholds.

The government would note, however, that it is important that any changes to reporting (and
the appropriate thresholds) are proportionate and do not overburden campaigners or
dissuade any groups from engaging in the democratic process. We must recognise that
political activism is generally undertaken by volunteers.
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Recommendation 35 - As part of the reform of electoral law, the maximum fine the Electoral
Commission can levy should be raised to £500,000 or four per cent of a campaign’s total
spend, whichever is greater. (Paragraph 311)

Government response:

There are currently no plans for increasing the maximum fine which the Electoral Commission
can levy. The Electoral Commission’s existing civil sanctioning powers allow it to impose fines
of up to £20,000 per offence. Additionally, the Electoral Commission can issue compliance
and restoration notices, by which it can require actions to be taken to achieve compliance or
rectify non-compliance, and stop notices, by which it can require that a particular action or
intended action be stopped.

The Electoral Commission is able to refer more serious matters to the police and these
matters can be considered by a court of law. The government notes that courts already have
the power to levy unlimited fines, and even jail sentences. We believe that it is in the public
interest that such serious sanctions should be overseen by the courts.

Political parties and campaigners vary considerably in size, professionalism and resources and
itis important to ensure that any new regulation or fine does not undermine local democracy
or discourage engagement.

Recommendation 36 - The Electoral Commission should be given oversight of local
candidate spending as well as national spending and should review what types of spending
are included in each category. (Paragraph 318)

Government response:

The government places great importance on electoral spending rules, as these help ensure
transparency for the public and provide a level playing field for candidates, campaigners and
political parties. The government is satisfied with the current arrangement, under which
candidate spending returns are overseen by Returning Officers and local authorities.
Therefore, there are currently no plans to provide the Electoral Commission with oversight of
local candidate spending.

Any breach of candidate finance laws are dealt with by the police. Transferring this
responsibility to the Electoral Commission would place a large burden centrally on the
resources of the Electoral Commission when this is currently being handled locally.
Nonetheless, the government acknowledges that an increase in digital campaigning has led
to changes in campaign spending and so we will monitor closely how national spending and
local candidate spending interact.
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The government is also mindful that the Electoral Commission’s enforcement activities in
recent years have generated controversy. Like any public body, the regulator’s performance
and governance must be fit for purpose, and we note that the Committee on Standards in
Public Life has opened an inquiry into the Electoral Commission’s functions and powers.

Recommendation 37 - The Electoral Commission should explore whether it would be
feasible to create a secondary registration scheme for campaigners who would otherwise
fall below current spending limits. These campaigners would only be required to register
the identity of their trustees or legally responsible persons and the identity of their five
largest funders. They would not be required to disclose spending. This information could
then be used to improve the transparency of online imprints. (Paragraph 324)

Recommendation 38 - The government should then consider whether this secondary
registration scheme should form part of the reform of electoral law. (Paragraph 325)

Government response:

Third-party campaigners that wish to spend more than £20,000 in England and £10,000 on
controlled expenditure in any of Scotland, Wales or Northern Ireland in a regulated period
must register with the Electoral Commission. These campaigners are then required to comply
with the rules on donations and spending and report this in detail.

It is right that the public should have transparency on the spending of campaigners. The
government will therefore keep the existing rules under review to consider whether any
changes would be appropriate. Any registration scheme should not act as a barrier for
campaigners to participate in the democratic process.

There needs to be a level playing field on spending on election lobbying and third-party
campaigning, to ensure free and fair elections. Such third-party spending limits prevent undue
influence by American-style ‘Super PAC’ pressure groups.

Recommendation 39 - Ofcom should issue a code of practice for online advertising setting
out that in order for platforms to meet their obligations under the ‘duty of care’ they must
provide a comprehensive, real time and publicly accessible database of all adverts on their
platform. This code of practice should make use of existing work on best practice.
(Paragraph 337)

Government response:
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Through the Online Advertising Programme, the government is in the process of assessing the
current regulatory system for online advertising to ensure that it fosters fair, transparent and
ethical online advertising that works for citizens, businesses and society as a whole. It will
consider the recommendations to increase accountability of online advertising as part of this
programme of work. The programme will reflect upon a wide range of sources to inform policy
development, including the CDEI report on online targeting, that proposes measures such as
advertising libraries.

Recommendation 40 - The Government should legislate to put the ICO’s draft code on
political campaigners’ use of personal data onto a statutory footing. (Paragraph 353)

Government response:

The government currently has no plans to put the ICO’s draft code of practice on the use of
personal data in political campaigning on a statutory footing.

We note that the ICO has consulted on a draft (non-statutory) code, but there are different
views on the content of that draft code. We are aware that concerns have been raised that
the draft code may unreasonably restrict the long-standing activities of Members of
Parliament, and councillors, in their representative capacity. This is an issue that needs to be
carefully considered.

When the government and Parliament legislated for the Data Protection Act 2018 there was
clear cross-party support to legislate for a ‘democratic engagement’ provision to allow elected
representatives and political parties to continue to engage with the public. The ICO must
ensure that the intent and will of Parliament in that legislation is duly respected.

The ICO has conducted a series of audits of the main political parties. The findings and
recommendations from these audits will be published as a report in near future.

Active digital citizens

Recommendation 41 - Ofsted, in partnership with the Department for Education, Ofcom,
the ICO and subject associations, should commission a large-scale programme of evaluation
of digital media literacy initiatives. This should:

(a)Review the international evidence of what has worked best in digital media literacy
initiatives;

(b)Map existing digital media literacy initiatives across the UK, inside and outside of schools,
aimed at all age groups;

(c)Commission research to evaluate those UK initiatives that appear to be most successful;
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(d)Report in time for the lessons learned to be implemented at scale in the 2021-22
academic year (Paragraph 386)

Government response:

Ofsted is the responsible body for providing an independent assessment of the quality of
education within specific institutions. As such, it is our view that responsibility for this
recommendation does not lie with Ofsted but instead should be an active collaboration
between government, industry and Ofcom.

Digital media literacy can equip users with the knowledge and skills they need to spot dangers
online, critically appraise information and take steps to keep themselves and others safe
online. Industry and government have a shared responsibility to empower all users to manage
their online safety and Ofcom, the communications regulator, already has an existing duty to
promote media literacy under the Communications Act 2003.

This government recognises the need for clear, coherent and relevant activity. The Online
Harms White Paper, published in April 2019, set out the government’s intention to develop
an online media literacy strategy and appoint a new online harms regulator. The strategy will
ensure a co-ordinated and strategic approach to online media literacy education and
awareness for children, young people and adults. The strategy is led by the Department for
Culture, Media and Sport (DCMS) in close collaboration with departments across government,
including the Department for Education, the Cabinet Office, and Ofcom. The strategy will be
published in Winter 2020.

The Online Harms White Paper also set out that, as part of this work, there would be a
comprehensive mapping exercise to identify what actions are already underway, and to
determine the objectives of an online media strategy. This mapping is now underway as part
of a wider piece of analysis which will also consider existing research on the levels of media
literacy among users, and evaluate the evidence base for media literacy interventions.

Additionally, the Online Harms White Paper proposed that the new regulator will have
responsibility to promote online media literacy, have oversight of industry activity and spend
and have the power to require companies to report on their education and awareness activity.
DCMS are working with Ofcom on how they would deliver the new regulatory framework
most effectively if the government confirms its decision to appoint it as the online harms
regulator. Government will provide further details about the online harms regulator’s future
role in the full response to the Online Harms White Paper consultation.

Recommendation 42 - The Department for Education should review the school curriculum
to ensure that pupils are equipped with all the skills needed in a modern digital world.
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Critical digital media literacy should be embedded across the wider curriculum based on the
lessons learned from the review of initiatives recommended above. All teachers will need
support through CPD to achieve this. (Paragraph 395)

Government response:

There are many opportunities across the curriculum to improve digital literacy, in subjects
such as Computing, English, History and Citizenship. The computing curriculum, which was
introduced in 2014, is about teaching the fundamental knowledge and skills that empower
children and teachers to make well-informed choices about technology. It covers the
principles of e-safety at all key stages, with progression in the content to reflect the different
and escalating risks that young people face. Citizenship education is part of the national
curriculum at key stages 3 and 4 and pupils are taught about democracy, government and
how laws are made and upheld. The new curriculums for Relationships Education (for all
primary pupils), Relationships and Sex Education (RSE, for all secondary pupils) and Health
Education (for all pupils in primary and secondary state-funded schools) will include new
training modules to support subject leads train non specialist teachers in their schools on
effective teaching about Internet Safety and harms which align with existing internet safety
guidance. Teaching should equip pupils to explore political and social issues, to debate, and
to make reasoned arguments. In addition, the DfE published non-statutory guidance in 2019
which aims to support schools in teaching pupils how to stay safe online within new and
existing school subjects.

Teachers are essential for equipping pupils with the vital knowledge and skills required to
participate in an increasingly digital society. In November 2018, the Department for Education
(DfE) launched the National Centre for Computing Education (NCCE) which provides high
quality CPD for computing teachers. Led by subject experts, the NCCE have produced a
repository of high quality, curriculum-linked resources for teachers and have worked with the
Oak National Academy to deliver computing lessons remotely in the academic year 2020/21.
All of the NCCE’s primary-level content is linked to the ‘Education for a Connected World’
framework, a tool used by teachers to build effective online safety strategies and which
outlines the digital knowledge and skills that children and young people should have at
different ages and stages of their lives.

With regard to wider teaching, teachers must have strong subject knowledge and keep this
relevant and up to date in order to meet the Teachers’ Standards. Initial teacher training (ITT)
providers, who are inspected by Ofsted separately from school inspections, are free to decide
whether they wish to incorporate digital content into their courses. Ofsted’s new ITT
inspection handbook, from September 2020, encourages the use of innovation where it
enhances the quality of education and training. In addition, the Early Careers Framework,
launched alongside the Recruitment and Retention Strategy, will underpin an entitlement to
two years of funded professional development for early careers teachers providing them with
early career support enjoyed in other top professions.
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Ofsted’s new schools education inspection framework came into effect in September 2019
and has a new stronger emphasis on ensuring schools provide a broad and rich curriculum for
all their pupils. The new arrangements also include a new separate graded judgement on
pupils’ personal development — strengthening the emphasis on this important aspect. The
personal development judgement, outlined in paragraphs 216 to 218 of the new Schools
Inspection Handbook, focuses on the development of pupils’ character, their confidence,
resilience, independence and knowledge. It includes a range of matters, including pupils’
ability to recognise and respond to online and offline risks to their wellbeing. Routine
inspections have been suspended since March 2020 in response to COVID-19, although Ofsted
plans to resume activity from January 2021, with this date being kept under review. Once
routine inspection resumes, inspections will evaluate schools against the new framework
which includes a strong focus on the provision of a broad and balanced curriculum and pupils’
personal development.

Recommendations 43 - We recommend that Ofcom should require large platforms to user
test all major design changes to ensure that they increase rather than decrease informed
user choices. Ofcom should help devise the criteria for this testing and review the results.
There should be genuine and easily understandable options for people to choose how
their data is used. (Paragraph 401)

Government response:

Our aim is to ensure that all companies have access to the technologies, tools and guidance
they need to support safer online communities. The Online Harms White Paper acknowledged
the role that service and product design decisions can have on user safety. The government
has committed to publishing a Safety by Design Framework in advance of regulation that will
provide practical guidance to help companies understand the safety implications of their
design decisions and build safer online services and products from the outset.

The Online Harms White Paper also set out that the government will work closely with the
technology sector including industry, academia and civil society to make the UK a world leader
in innovative technology solutions to prevent online child sexual exploitation and abuse,
terrorism and other harmful online behaviours. The future online harms regulator will use its
position to drive the development of new technologies and support the sharing of tools and
best practice across companies.

We also support the committee's view that users should be able to make well informed
choices about their internet use. In the Online Harms White Paper the government
committed to developing an online media literacy strategy for both adults and children. It also
stated that industry and government have a shared responsibility to empower users to
manage their online safety. It set out that the new regulator will have oversight of industry
activity and spend on education and awareness, and a responsibility to promote online media
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literacy.

We will set out further detail of our plans in this area in the Full Government Response.

Recommendation - 44. The CDEI should conduct a review of the implications of platform
design for users, focusing on determining best practice in explaining how individual pieces
of content have been targeted at a user. Ofcom should use this to form the basis of a code
of practice on design transparency. This should feed into the Department for Education’s
review of the curriculum so that citizens are taught what to expect from user transparency
on platforms. (Paragraph 405)

Government response:

The Online Harms White Paper acknowledged the impact that service and product design
decisions can have on user safety. The government has committed to publishing a Safety by
Design Framework in advance of regulation that will set out what 'good' looks like for platform
design in terms of user safety. The Framework will provide practical guidance to help
companies understand the safety implications of their design decisions and support them to
build safer online services and products from the outset.

Recommendation 45 - Ofcom should work with platforms and the government’s Verify
service, or its replacement, to enable platforms to allow users to verify their identities in a
way that protects their privacy. Ofcom should encourage platforms to empower users with
tools to remove unverified users from their conversations and more easily identify genuine
users. (Paragraph 419)

Government response:

The government recognises the Committee’s concern regarding anonymity online, which can
be used as a tool to abuse others, to silence alternative views or to spread hate. However, the
government’s GOV.UK Verify service is separate to our proposals outlined in the Online Harms
White Paper to tackle anonymous abuse online. GOV.UK Verify is an identity assurance
system which enables people to access government services digitally. It would not be
appropriate for this tool to be used for social media accounts.

Separately, the government is developing standards and a framework for digital identity
usage, which will help people to create trusted digital identities for use across the economy.
The government will consult on these standards to further understand how digital identities
can be used, but they would not be mandated and people will always have a choice. The aim
of this work is to enable people to securely prove their identity digitally in order to access
services, such as opening a bank account, rather than tackling anonymous abuse online.
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Government and law enforcement are taking action to tackle anonymous abuse online. The
government has been working with law enforcement to review whether current powers are
sufficient to tackle this abuse where it is illegal. The police also have a range of legal powers
to identify individuals who attempt to use anonymity to escape sanctions for illegal online
abuse.

We are also ensuring that the criminal law is fit for purpose to deal with online abuse. The
government has engaged the Law Commission to review abusive and offensive online
communications. The Law Commission is reviewing existing communications offences and will
provide recommendations for reform in early 2021. These proposals will help inform the
government's policy development in relation to illegal online abuse. The Cabinet Office has

also pledged to introduce a new election offence of intimidation against candidates or
campaigners.

The proposed online harms regulatory framework will require companies to tackle illegal
content on their services, protect children, and uphold their terms and conditions
consistently, transparently and effectively. This will drive an improved response to online
abuse, and empower users to manage their own safety online. As the Committee highlights,
online anonymity is an important principle of a free and open internet. There are many
legitimate reasons why an individual would not wish to identify themselves online, for
example, whistle-blowers, victims of modern slavery and survivors of domestic abuse. Our
proposals strike the right balance between protecting users’ rights online, while preserving
freedom of expression.

27















CCS0820007016
978-1-5286-2125-0



